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Chapter 1

Introduction

“A cockroach has 30,000 hairs, each of which is a sensor. The most complex

robot we’ve built has 150 sensors and it’s just about killed us. We can’t expect

to do as well as animals in the world until we get past that sensing barrier.”

Rodney Brooks in Fast, Cheap & Out of Control [1]

This thesis sprouts up at the convergence of two fundamental questions, where the answer

to each lies in the posing of the other.

The first question naturally arises from the progress in sensing systems exhibited over

the last twenty years. Sensors to transduce physical quantities from the real world into

a machine-readable digital representation are advancing to the point where size, quality

of measurement, manufacturability, and cost are no longer the major stumbling blocks to

creating machines equipped with as much sensory bandwidth as some animals, if not people.

We now begin to face a problem of our own devising – how do we communicate, coordinate,

process, and react to the copious amount of sensory data just now becoming available to the

machines we build? Although some success in harvesting and responding to multiple data

streams originating from a quantity of sensors has been demonstrated (e.g. [2]), asymptotic

refinements of current engineering practices will not suffice to solve this problem over the
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long term; using traditional sensing methods, even adding one more sensor to an array

of a couple dozen sensors can often present a formidable challenge on both the hardware

and software fronts. Clearly, as the number of sensors increases to thousands, millions and

beyond, we must employ fundamentally different approaches to building, maintaining, and

understanding sensor networks.

The second question is rooted in the problem of extracting elegance from complexity, an

interdisciplinary study variously referred to as self-organization, emergent behavior, self-

assembly, and complex adaptive systems, among other names. For lack of an agreed upon

name, we will provisionally use the term ‘emergent systems’, as in a system in which elegance

emerges from complexity. The field of emergent systems is itself an emerging field. It

currently encompasses only an ill-defined perspective from which to view other fields and

a small canon of case studies, such as anthills or traffic jams. Case studies of this sort are

endemic to immature areas of study, indicating a lack of a unifying framework or context

of applicability. The field of emergent systems provides neither an underlying theoretical

framework that can be applied and empirically tested nor an overarching context within

which to apply and test such a framework. Note both the framework and the context are

crucial – theory stagnates without a compelling reason to apply it. Is there a compelling

context for exploring emergent systems and, if so, what will be the theoretical framework

defining our mode of exploration?

Both these questions complement each other, each suggesting the answer to the other.

Namely, any tractable solution to communicating, coordinating, processing, and reacting

to myriad streams of sensor data will have to rely on principles of emergent systems and

self-organization at the level of the sensors themselves in order to guarantee proper scaling

properties. Conversely, the most compelling applications of emergent systems are found in

the realm of sensing and control/activation. In light of this convergence, it behooves us to

begin treating sensor systems as distributed networks wherein each node is a self-sufficient

sensing unit and coordination among nodes takes place locally, automatically, and without

centralized supervision.

Such distributed sensor networks are immediately applicable to many real world applications
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spanning a large range of physical scales; robot skins, smart floors, battlefield reconnais-

sance, environmental monitoring, HVAC (heating, ventilation, air-conditioning) control,

high-energy particle detectors, and space exploration are among the many applications that

could benefit from distributed sensor networks. Perhaps the greatest use of distributed

sensor networks, however, lies not in the preexisting applications they augment, but rather

in the future applications they enable. Obviously, it is impossible to fully enumerate these

future applications, but it is not hard to speculate that advances in a variety of fields will

only make that list longer.

This thesis presents Pushpin Computing, a hardware and software test bed for quickly

prototyping and exploring real-world distributed sensor networks. Central to both the

hardware and software aspects of the Pushpin platform are notions taken from emergent

systems, as mentioned above and examined in detail throughout the remainder of this

document.

1.1 Synopsis

This document is divided into six chapters: Introduction, Hardware, Software, Applications,

Discussion & Evaluation, and Conclusions. The remainder of this chapter (Introduction)

offers a review of related work and an overview of the Pushpin project as a whole. The

Hardware chapter details the design and implementation of each of the four types of mod-

ules comprising a Pushpin and the substrate through which the Pushpins receive power.

The Software chapter details the design and implementation of the process fragments, the

Pushpin operating system, and the user integrated development environment (IDE). The

Applications chapter goes into possible/actual applications that can be/have been devel-

oped on the Pushpin platform and their results. The Discussion chapter ties up loose ends,

attempts to step back to view the Pushpin project as a coherent whole, and conveys some

of the lessons learned. The Conclusions chapter provides a final summary, possible future

directions, and possible future applications that may stem from the Pushpin project. A list

of references and appendices containing full technical details follow.
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1.2 Related Work

Depending on the particular circumstances, the term distributed sensor network can mean-

ingfully be attached to a large number of systems varying widely across many distinct

parameters, such as physical layout, network topology, memory resources, computational

throughput, sensing capabilities, communication bandwidth, and usability. Accordingly,

what qualifies as research into distributed sensor networks is just as general. In such a

context, everything from tracing TCP/IP packet flow through the Internet to quantifying

collective ant behavior can be considered as examples of research into distributed sensor

networks. Nonetheless, there are very specific bodies of research that either have directly

inspired or are very closely related to the work presented here. They can be divided roughly

between theories/simulations and hardware implementations.

1.2.1 Theories and Simulations

The direct inspiration for this work is Butera’s Paintable Computing work [3], which demon-

strated in simulation a compelling and scalable programming model for a computing archi-

tecture composed of a large number of small processing nodes scattered across a surface.

Each simulated node was allowed to execute a small amount of mobile code and commu-

nicate directly only with its spatially proximal neighbors. Pushpin Computing started out

as an attempt to instantiate in hardware as closely as possible the Paintable simulations.

This will be discussed in detail in Chapter 3.

Paintable Computing, in turn, is in part inspired by the work of the Amorphous Comput-

ing Group [4] at the MIT Artificial Intelligence Laboratory and Laboratory for Computer

Science. That group’s simulation work in synchronization and self-organizing coordinate

systems is of particular interest.

Resnick’s StarLogo programming language [5] provides an accessible but rich simulation

environment for exploring decentralized emergent systems. Essentially, StarLogo is a par-

allelized version of the Logo programming language; where Logo has but a single ‘turtle’,
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StarLogo has many. The Pushpin programming model is influenced by StarLogo’s intuitive

approach to uncovering distributed algorithms.

Of course, speaking of StarLogo starts us down the slippery slope of Complex Adaptive

Systems [6], a field too dispersed and vague to be properly treated here. Suffice it to say that

there is a large body of related work to be found in the cellular automata and artificial life

domains, including Conway’s canonical ‘Game of Life’ [7]. One recent example that stands

out is a body of theoretical work by Shalizi [8], dubbed Computational Mechanics, which

proposes a functional definition of self-organization, whereby a system is considered self-

organizing if it is computationally less expensive to simulate it than to predict it. Although

demonstrated only within the confines of time series and cellular automata, this framework

may prove to be applicable in a broader sense.

On a more applied level, there are several examples of simulations of distributed networks

used for tuning parameters or testing algorithms for an actual distributed network [9]. Sim-

ilarly, although MIT’s µAMPS project does not produce hardware as such, it has produced

software tools for profiling the energy and simulating the protocols of a distributed sensor

network [10]. The group’s work revolves almost exclusively around energy efficient algorithm

design for distributed sensor networks [11, 12, 13].

On a higher level, Seetharamakrishnan is currently designing and implementing a program-

ming language and compiler for distributed sensor networks [14]. Such a combination is

meant to allow a programmer to write a single piece of code specifying the behavior of the

global system. This one piece of code would then get compiled down to many pieces of

smaller code meant to run on the devices that comprise the distributed sensor network.

Although still in its infancy, the idea behind this work is a powerful one that may prove to

be the key to realizing the full potential of distributed sensor networks.

1.2.2 Hardware Implementations

Although there are surely many more examples of computer simulation research that have

some bearing on distributed sensor networks, there are relatively few hardware platforms
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designed in the same vain as the Pushpins. An early example of such a platform is the

Amorphous Computing group’s Gunk on the Wall project [15], which networked together

many simple computing nodes. Each node is comprised of a microprocessor, perhaps a

sensor, and a read-only memory where user programs are stored. Although a good proof-

of-concept, this project is quite limited by the nature of the hardware used.

UC Berkeley’s (now Intel Research Lab at Berkeley) SmartDust and its associated TinyOS

software environment exemplify a more recent attempt at a hardware and software platform

for distributed wireless sensing. The SmartDust/TinyOS platform was developed from the

bottom up, shaped by the real-world energy limitations placed upon nodes in a distributed

sensor network [16, 17]. As such, each node is relatively resource poor in terms of bandwidth

and peripherals. Furthermore, the assumption is made that almost all communication

within a distributed sensor network is for the purpose of communicating with a centralized

base station [18]. In contrast, the Pushpin platform was built more from the top down,

provides each node with a rich set of hardware, bandwidth, and software, and consumes

correspondingly more energy per node.

The UCLA Laboratory for Embedded Collaborative Systems (LECS) also places a strong

emphasis on distributed sensor networks, particularly network routing, time synchroniza-

tion, and energy efficiency [19, 20, 21]. Most of their published work seems to be simulation

based, although they are involved in a collaboration with USC’s Robotics Embedded Sys-

tems Lab, which developed the Robomote [22], a very small autonomous two-wheeled robot

equipped with a modest sensor suite.

The MIT Media Lab’s now defunct Personal Information Architecture group produced a

couple of proof-of-concept distributed networks, culminating in TephraNet, an ensemble of

sensing nodes eventually deployed in Hawaii’s Volcanoes National Park [23, 24]. Also from

the Media Lab is the Epistemology and Learning group’s Tiles project resulted in a set of

children’s blocks each with an embedded microcontroller that could pass mobile code from

neighbor to neighbor [25]. Although the primary motivations for the Tiles project and the

Pushpin project differ substantially, the final results are surprisingly similar. This topic will

be discussed further in Chapter 5.
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That the study of distributed sensor networks is becoming a field unto itself is evidenced

by the fact that numerous efforts are leaving academia and resurfacing within industry as

companies, such as Ember [26] and Sensoria [27].

1.3 Pushpin Computing Overview

Pushpin Computing is founded on principles of algorithmic self-assembly among many in-

dependent nodes, each capable of communicating with its immediate neighbors. Critically,

the Pushpin platform not only provides a robust sensing platform, but also implements

the unique programming model put forth by Paintable Computing. The initial test bed

embodied by the Pushpin platform, provides a means, both in terms of hardware and soft-

ware, for exploring algorithms and techniques for building self-organizing distributed sensor

networks.

1.3.1 Design Points

The primary motivator for the Pushpin Computing project is to achieve the one goal in-

accessible to computer simulations of distributed sensor networks – to sense and react to

the physical world. The goal is to devise sensor networks that self-organize in such a way

so as to preprocess and condense sensory data at the local sensor level before (optionally)

sending it on to more centralized systems. Although the topologies may differ, this idea is

somewhat analogous to the way the cells making up the various layers of a retina interact

locally within and across layers to preprocess some aspects of contrast and movement before

passing the information on to the optic nerve and then on to the visual cortex [28].

The Pushpin platform is comprised of approximately 100 computing nodes (Pushpins), each

conforming to the following general criteria:

• Each Pushpin has the ability to communicate locally, however unreliably, with its

spatially proximal neighbors, the neighborhood being defined by the range of the

mode of communication employed.
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• Each Pushpin must provide for a mechanism for installing, executing, and passing on

to its neighbors code and data received over the communication channel.

• Each Pushpin has the ability to sense the world in some capacity and is able to operate

on and/or store the resulting data.

1.3.2 Hardware

The Pushpin project embeds a 20 MIPS mixed-signal microcomputer system into the form

factor of a bottle cap with the tangible affordances of a thumb tack or pushpin. As the

name implies, protruding from the underside of each Pushpin device are a pair of pins of

unequal length that can be easily pushed into a layered power plane at arbitrary positions.

This novel setup satisfies power and usability requirements (no changing of batteries or

rewiring of power connections – simply push the Pushpin into the substrate) and hints at

the idea of physically merging sensing and computing networks with their surroundings.

Pushpins themselves are easily modifiable modular devices ideal for prototyping a wide va-

riety of projects requiring sensing, processing, or communicating capabilities. Each Pushpin

is comprised of a processing, a communications, a sensing, and a power module (a battery

pack can replace the two power pins). Pushpins are equipped with ample analog and digital

sensing and communication resources, such as a UART, ADCs, and DACs. Communication

between Pushpins is short-range and local by design; each Pushpin belongs to a neighbor-

hood of approximately six other Pushpins over an area on the order 15cm by 15cm. Infrared,

capacitive coupling, and serial (RS232) communications modules have been developed.

1.3.3 Software

At the software level, each Pushpin is governed by its own Bertha, a small custom-built

operating system charged with overseeing communications and managing mobile process

fragments written by the user. A minimal integrated development environment (IDE) and

macro language for process fragment authoring is provided as well.
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Table 1.1: An analogy between process fragments and gas particles.

Algorithmic Physical
process fragments gas particles
Pushpin memory physical space
program structure particle interaction modes
Pushpin sensor data outside forces acting on particles

At the heart of the Pushpin programming model is the process fragment, consisting of up to

2-Kbytes of executable bytecode coupled with up to 256-bytes of persistent state information

used and modified by that code. Bertha is capable of concurrently managing approximately

a dozen process fragments within each Pushpin. Process fragments call upon Bertha for

basic system functions such as pseudo-random number generation, access to analog and

digital peripherals, and communication needs. Process fragments can interact locally with

other process fragments located in the same Pushpin through a shared memory space (the

‘bulletin board system’ or ‘BBS’) local to each Pushpin. They can interact remotely with

process fragments located on neighboring Pushpins through a locally mirrored synopsis of

each of the neighboring Pushpins’ BBSs (the ‘neighborhood watch’ or ‘NW’). Provided

sufficient memory and communication bandwidth, process fragments are free to transfer

or copy themselves (with the help of Bertha) to neighboring Pushpins, thus allowing for

user programs to be diffused into an entire network from a single point of access. Indeed,

the Pushpin programming model is intentionally meant to conjure an analogy between an

algorithmic system of process fragments and a physical system of gas particles, as illustrated

in Table 1.1.

All told, the instant-on nature, easily reconfigurable network and physical topologies, au-

tonomous mobile process software architecture, and modular plug-and-play hardware ar-

chitecture make Pushpins well suited for quickly configuring and evaluating a wide range

of sensor networks varying in density, distribution, sensing modalities, and network charac-

teristics.
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Chapter 2

Hardware

“It’s alive! It’s alive!”

Dr. Frankenstein

This chapter describes the hardware components of the Pushpin Computing platform.

Enough technical detail is provided to illustrate the major design decisions and the ca-

pabilities and limitations of the resulting implementation. Detailed circuit layouts and

schematics can be found in Appendix A.

See Abelson, Knight, and Sussman’s Amorphous Computing Manifesto [4] for the initial

motivation of the Pushpin hardware concept. It gives a concise summary of many of the

underlying principles and design decisions governing the Pushpin Computing hardware plat-

form.

Before delving into the details of the Pushpin platform, it may be useful to review the ide-

ological context in which it developed. In an idealized extreme case, the hardware compris-

ing a distributed sensor network consists of sand granule-sized nodes capable of computing,

sensing, actuating, communicating with each other, and deriving enough power to function.

These nodes would presumably permeate our everyday environment, imbuing commonplace

materials such as plywood, cardboard, and paint with the ability to sense, make sense of,
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and respond to the surrounding environment. References to the hopes for such “smart”

materials are readily found in both academic [29] and popular media [30]. In some respects,

current technology is not at all far from realizing such a vision. In other respects, a large

chasm separates that vision from reality.

That computing elements can now be manufactured small enough to fit this bill is so well-

known as to be considered but an obvious result of Moore’s Law.1 More recently, similarly

fast-paced advances in micro electro mechanical systems (MEMS) technology hint at the

development of sensors and actuators of the desired scale. As for communications, very

little exists in terms of such minute hardware. Even less so in terms of hardware commu-

nicating over very short distances – as will be argued later, the ideal distance over which

to communicate is on the order of the distance between neighboring nodes, presumably

only a couple of centimeters at the very most. Nonetheless, the process technology required

for manufacturing such small communication technology exists, even if the communication

technology itself has yet to be developed.2 It is not difficult to imagine systems based

on radio frequency (RF), optical, or capacitive coupling. More radically, it may be pos-

sible to communicate chemically, essentially mimicking the processes used by some living

cells (e.g. neurons) to communicate. Power considerations reveal perhaps the most tech-

nically challenging aspects of realizing this extreme vision of a distributed sensor network.

Many options exist for powering each node, including various parasitic [33], wired, wireless,

mechanical, and chemical techniques. But no existing technology can meet the projected

energy requirements of each node in the ideal scenario depicted above. This presents itself

as an acute technological limit that may be overcome with considerable effort, rather than

an impassable fundamental limit.

1For example, the ARM9TDMI ARM 32-bit RISC core [31], using a 0.18µm fabrication process, has a
die size of 1.1mm2, power consumption of 0.3mW/MHz, and can run at 220MIPS @ 200MHz.

2This scenario may rapidly change over the next 10 years if Intel’s recently announced plans for including
a radio on every silicon chip pan out [32].
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2.1 Design Points

The Pushpin hardware design is predicated on the following set of goals and constraints (in

no particular order):

• easily reconfigurable

• usability

• small physical footprint

• low-maintenance

• ample processing power

• ample memory

• omnidirectional short-range communication

• accessible software development

• general-purpose analog and digital peripherals

Clearly, some of the items in the above list oppose one another or could be met in a number

of ways. Whatever the final balance was to be, though, it had to conform to Pushpin

Computing’s single overriding goal – to develop and demonstrate a testbed for studying

self-organization as it applies to distributed sensor networks.

2.2 Initial Prototypes

Several proof-of-concept prototypes led up to the present incarnation of the Pushpin Com-

puting hardware platform. This section follows the evolution of the Pushpin hardware from

concept to present realization.
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2.2.1 Proto-Pushpins

The initial concept, derived from Butera’s ERJ (Epoxied Resistor Jungle) [3], meant to

include three electrically insulated (except for the very tips) pins of unequal length – one for

power, one for ground, and one for communication. The Pushpins would be embedded in a

layered substrate, each pin contacting an electrically active layer separated by an intervening

insulating layer. The communication pin would contact a resistive layer through which the

Pushpin could electrically signal its neighboring Pushpins. See Figure 2-1. A limited

realization of this concept can be seen in Figure 2-2, which shows a three-layer substrate

with embedded proto-Pushpins. The top layer is a resistive foam, the type commonly used

for storing static-sensitive integrated circuits because of its ability to dissipate static charge.

The bottom layer is a conductive sheet of silicone rubber mixed with carbon. The middle

layer is insulating silicone rubber. Each proto-Pushpin is simply an LED and resistor in

series connecting to the resistive layer at one end and the conductive layer at the other end.

See Figure 2-3.

Figure 2-1: Original 3-prong Pushpin concept, including a resistive layer through which to
communicate.
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Figure 2-2: Proto-Pushpins embedded in a communication substrate. The red wire, held
at 5 volts, acts as a probe for testing the range of a signal through the black resistive foam
embedded with proto-Pushpins. The intensity of the LED of a proto-Pushpin indicates the
signal strength at that location.

As noted in §1.3.1, communication must be limited to only the spatially proximal neighbors.

The purpose of the proto-Pushpins prototype was to demonstrate such local communication

through a resistive layer. The brightness of each proto-Pushpin’s LED directly corresponds

to the voltage of the resistive medium at that point. Thus, given a signal (voltage) passed

into the resistive layer at a given location, the brightness of each proto-Pushpin’s LED

indicates how strong the signal is at the location of that proto-Pushpin. Casual observation

of this system clearly indicates that the signal is indeed confined to a local area, the exact

size and shape of which is determined by the strength of the signal, the surface resistivity

of the resistive layer, the value of the resistor used in the proto-Pushpins, and the density

of the proto-Pushpins in the substrate. There are two points to note in this setup. First, it

is easily shown that the point-to-point resistance on a resistive surface is highly invariant,

regardless of the distance between the points or the size of the surface. Second, that the

applied signal remains local is a direct consequence of the neighboring proto-Pushpins, which

essentially block the signal from propagating any further. Together, these suggest the setup

might be scalable both in physical size and number of proto-Pushpins; the surface in which

they are embedded can be nearly any size without affecting its resistive characteristics and

the communication radius of each proto-Pushpin will expand or contract according to the
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Resistive Foam (Signal)

Insulating Silicone

Conductive Silicone (Ground)

LED

R iResistor

Figure 2-3: Schematic diagram of a proto-Pushpin, comprised of an LED in series with a
resistor, embedded in a layered substrate providing a ground plane and a resistive signal
plane.

density of its neighbors. Also important to note, however, is that capacitive effects have not

yet been fully explored; the large capacitances involved are expected to restrict the possible

communication bandwidth.

2.2.2 Resistive Layer Prototype

A minimal hardware implementation of the resistive layer communication scheme depicted

in Figure 2-1 was carried out to further test its feasibility. This prototype consists of

roughly a dozen Pushpins that can be inserted into a seven-layer silicone rubber substrate

(three electrically active layers and four insulating layers). See Figures 2-4 and 2-5. This

version of the Pushpin is based on the Microchip PIC 16F84 [34], an 8-MHz microcontroller

with 1-Kbyte ROM and 68-bytes RAM. Although minimal communication between two

or even three Pushpins through the resistive layer was achieved, subsequent trials with a

larger number of Pushpins made it clear that, while possible in theory, this communication

scheme will require a considerable amount of research before it can be reliably characterized

to the point of deploying as a means of processor-to-processor communication. Although

not carried any further in the scope of the Pushpin Computing project, the resistive layer

communication scheme remains an intriguing possibility for future work.
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Figure 2-4: Initial PIC-based 3-prong Pushpins embedded in a seven-layer substrate (power
layer, ground layer, resistive communication layer, and intervening insulating layers). Each
prong electrically contacts a different layer to provide the Pushpin with power and a com-
munication channel.

2.2.3 Media Matrix

In addition to prototypes of communication schemes, a prototype application was built,

known as the Media Matrix [35]. The Media Matrix project demonstrates a simple appli-

cation of distributed networks to the problem of managing a collection of objects, in this

case a collection of approximately 30 mini digital video (mini DV) cassettes and their shelv-

ing unit. See Figure 2-6. Each mini DV cassette case was outfitted with a tag consisting

of a small microprocessor, the hardware needed to communicate wirelessly (via IR) with

other nearby tags, and a small light to serve as an indicator to the user. The shelving

unit provides power to the tags when the mini DV is shelved. Each of the tags contains

information stored on the microprocessor about the contents of the mini DV it is tagged to.

For example, a list of keywords describing the contents of the cassette or other meta-data

could be stored electronically within the tag. In this way, items in the collection can query

their neighbors and gain an understanding of what information is in the immediate vicinity.
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Figure 2-5: Initial PIC-based 3-prong Pushpin. As in the final Pushpin design, a prong
passing through more than one electrically active layer of the substrate is coated with
insulation everywhere except at the tip to prevent shorts.

This allows for a system that does not require any sorting at all, but rather relies on items

in the collection passing the query on to their neighbors until a match is found.

Although the Media Matrix functions as designed, it lacks any ability to sense and is quite

limited computationally. The general ideas applied and lessons learned, though, have carried

over to the current hardware implementation of the Pushpin Computing project.

2.3 Implementation

The Pushpin hardware implementation that emerged from the various prototypes includes

a large laminate panel that provides power and ground (but not communication) to ap-

proximately 100 Pushpin devices. See Figure 2-7. The actual implementation can be seen

in Figure 2-8.

The Pushpin device design embodies the principles of structural and functional modularity.

Each Pushpin is composed of a stacked ensemble of a power module, a communication mod-
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Figure 2-6: Media Matrix physical database. Each mini DV is tagged with a microcontroller
capable of communicating with its neighbors, allowing for a user query entered wirelessly
from a PDA to be passed from one tag to the next until it is satisfied.

ule, a processing module, and an application-specific expansion module, as demonstrated

in Figure 2-9. The logical connections between modules are shown in Figure 2-10. Each

module can be separated from the others by hand without the use of special tools. Modules

of the same type (e.g. an infrared communication module and a capacitive coupling com-

munication module) can be freely interchanged. The remainder of this chapter is devoted

to describing these four modules in some detail. Refer to Appendix A for circuit layouts

and schematics.

2.3.1 Power Module and Layered Substrate

The Pushpin moniker derives from the power delivery scheme employed. Protruding from

the underside of each Pushpin device are a pair of pins of unequal length that can be easily

pushed into a laminate power plane made from two layers of aluminum foil sandwiched

between insulating layers of stiff polyurethane foam [36]. This plane (see Figure 2-11) is
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Figure 2-7: Finalized Pushpin concept for user interaction and providing power.

available commercially and is made for arbitrary mounting of small halogen lights. The piece

used here measures approximately 125-cm x 125-cm x 2-cm. One of the foil layers provides

power and the other ground. This novel setup satisfies power and usability requirements (no

changing of batteries or rewiring of power connections, simply push the Pushpin into the

substrate to start it up) and hints at the idea of both physically and functionally merging

sensing and computing networks with their surroundings. While this solution blatantly

sidesteps the important issue of power consumption (the powered substrate is plugged into

a power supply), it allows for very quick prototyping and minimal maintenance overhead.

Other power sources can easily take the place of the pins and substrate as long as they

provide 2.7-VDC to 3.3-VDC.3

The total power consumed depends strongly on the particular expansion, processing, and

communication modules employed and how they are used. For example, the processing

module has several different modes of operation, each requiring a different amount of power.

3Two AAA batteries in series is a simple, if bulky alternative.
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Figure 2-8: Finalized Pushpin implementation, composed of approximately 100 Pushpins
and a polyurethane and aluminum foil layered substrate measuring ∼1.25 meters on a side,
which provides power. The Pushpins can be arbitrarily positioned on the substrate. Each
Pushpin is composed of a two-prong power module, a ∼22-MIPS 8-bit processing module, a
166kbps IR communication module, and light sensing and LED display expansion module.
The white ring surrounding each Pushpin acts as an optical diffuser for the infrared signals.

Typical current consumption of the processing module running at 22-MHz with all necessary

peripherals enabled is roughly 10-mA, whereas the processing module running in a low-

power mode off of an internal 32-kHz clock requires roughly 10-µA. With the clock shutdown,

this falls to about 5-µA. If a Pushpin were run off a battery, for example, the lifespan of a

power source can here vary from hours to years depending on the particular circumstances.

The current 100-Pushpin ensemble draws approximately 1.5-A at 3.3-V.

Layers of conductive silicone rubber were also used as a preliminary power substrate, but the

electrical connection to the pins proved quite erratic. Silicone does seem to cure somewhat

better than the polyurethane/aluminum substrate, although the polyurethane/aluminum
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Figure 2-9: A disassembled Pushpin composed of (from upper left to lower right) an IR
diffusive collar, a light-sensing and LED display expansion module, a processing module, an
IR communication module, and a pronged power module. These modules stack vertically,
with the diffusive collar surrounding them.

panel has not yet needed replacement. The actual pins that make electrical contact with

the aluminum foil layers are standard 20-gauge wire brads custom coated with an insulating

material similar to those used on non-stick cooking pans [37]. The tips of the coated wire

brads have been sanded to remove the insulating coating so as to allow electrical contact with

the aluminum foil layers of the substrate. The length of the pin determines the particular

foil layer it makes contact with. See Figure 2-7.

2.3.2 Communication Module

Anything containing all the necessary hardware for effectively exchanging data with the

hardware UART on the processing module qualifies as a communication module. That

is, the communication board consists of all communication hardware except the UART

itself, which is built into the processor on the processing module. Currently, infrared (IR),

capacitive coupling, and RS232 communication modules are available for Pushpins. See

Figure 2-12. All three of these modules are capable of running at up to 166kbps, although

actual data rates achieved are typically slower due to software concerns (see Chapter 3).
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Expansion Module
   - user-defined sensors, actuators, and JTAG interface

Processing Module
   - Cygnal C8051F016, status LED, 22.1184MHz crystal

Communication Module
   - infrared, capacitive coupling, serial port, radio, etc.

Power Module
   - pushpins, batteries, wired, etc.

power & ground
7 multiplexed 10-bit 200ksps ADC channels
12-bit digital-to-analog converter
2 comparators
4 JTAG programming pins
8 digital I/O pins capable of becoming:
   comparator outputs, system clock, external interrupts, 
   programmable counters (PWM, capture/compare, etc.)

UART transmit & receive
12-bit digital-to-analog converter
10-bit 200ksps ADC channel
6 digital I/O pins w/ 4 external interrupts

power
ground

power
ground

Figure 2-10: The Pushpin hardware specification. The shaded boxes represent different
hardware modules. The arrows represent resources that the module at the tail of the arrow
provides to the module at the head of the arrow.

Both the IR and capacitive coupling communication modules are half-duplex and meant

to allow Pushpins to communicate amongst themselves, whereas the RS232 communication

module is full-duplex and meant to allow a single Pushpin to communicate with a desktop

computer through a COM port.

2.3.2.1 IR Communication Module

The IR communication module consists of four multiplexed transceivers, one pointing in

each direction of two orthogonal axes. Transmission occurs simultaneously on all four

transmitters, but reception can only occur from one receiver at a time. The received signal

is shaped by a monostable multivibrator acting as a one-shot before being passed on to the
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Figure 2-11: Pushpin power module (left) consists simply of two prongs of unequal length,
one for power and one for ground. An insulating coating protects the longer power pin from
causing a short as it passes through the ground layer to get to the power layer. The layered
substrate providing power (right) consists of two layers (power and ground) of aluminum
foil separated and surrounded by three layers of polyurethane foam. Power is provided to
the substrate by a power supply, of which only the connector is shown in this picture. The
layered substrate was donated courtesy of Steelcase, Inc.
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Figure 2-12: RS232 serial communication module with attached processing module (left),
capacitive coupling communication module (purple antenna) with attached processing mod-
ule and power module (center), and IR communication module (right).

UART. The pulse width of the one-shot, and hence the baud rate, is set in hardware by a

resistor and capacitor pair. Since only the incoming edge of each IR pulse is detected, it

is necessary that each pulse of infrared transmitted be of the same duration, as opposed

to longer duration pulses corresponding to more than one bit. In practice, although it not

the most bandwidth efficient method, this translates to interleaving a 1 between each bit of

data to be sent.4 Thus, the actual bit rate is half the baud rate.

Although knowledge of the direction a received communication is available to the Pushpin,

it is not used; knowing directionality is a violation of the omnidirectionality constraint

imposed in §2.1. In this sense, the use of four transceivers is admittedly not ideal. In

addition, even with four transceivers and an optically diffusive shield (see Figure 2-13),

the communication range remains somewhat anisotropic, ranging from 4 to 15 centimeters

depending on the exact configuration of the Pushpins.

2.3.2.2 Capacitive Coupling Communication Module

The capacitive coupling communication module makes use of a single cylindrical antenna

(see Figures 2-12 and 2-14) for both transmitting and receiving data. The Pushpin is

surrounded by the antenna, but electrically shielded from it by a ground plane. When

4See Sklar [38] for comprehensive treatment of channel coding.
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Figure 2-13: Pushpins equipped with IR communication modules. The white collar sur-
rounding each Pushpin is an optically diffusive shield meant to reduce communication range
anisotropy.

transmitting, the antenna is connected directly to the transmit pin of the UART. When

receiving, the antenna leads into a series of three high-gain inverting amplifiers followed

by the same one-shot circuit used in the IR module. A digital-to-analog converter (DAC)

provided by the processing module sets the trigger level of the one-shot, allowing for a pro-

grammable threshold of reception. This can be used to avoid collisions and noise by listening

at a low threshold when trying to determine if the communication channel is free before

transmitting and listening at a high threshold when trying to receive data from neighbors.

A programmable listening threshold helps minimize the hidden node problem prevalent in

many ad-hoc wireless networks. The threshold can be set to receive signals originating

from 0 to 10 centimeters away. Furthermore, unlike the IR module, both transmitting and

receiving are nearly perfectly omnidirectional. Unfortunately, the capacitive coupling com-

munication module proved essentially unusable due to interference from ambient electrical
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noise, as it coupled on edges and hence had a broadband response.5

Figure 2-14: An early prototype of the capacitive coupling-based Pushpin was housed in a
bottle cap. A copper antenna lines the inside of the bottle cap, encircling the processing
module.

2.3.2.3 RS232 Communication Module

The RS232 communication module employs a standard level converter (the MAX233) to

allow for communication between a Pushpin and a computer’s serial port. It is powered

by a 9-VDC power adapter, providing power to the processing and expansion modules as

well. The RS232 communication module is primarily meant as an aid in debugging and as

a means of loading user code into the operating system. Chapter 3 goes into this last point

in more detail.

2.3.3 Processing Module

The processing module essentially defines the core of a Pushpin. See Figure 2-15. The only

currently available processing module is designed around the Cygnal C8051F016 – an 8-bit,

mixed-signal, 25-MIPS (peak), 8051-core microprocessor [39]. The Cygnal chip is equipped

with 2.25-Kbytes of RAM and 32-Kbytes of in-system programmable (ISP) flash memory.

5Plans are under way to modify the capacitive coupling design so as to communicate over a carrier,
essentially turning it into a small AM radio and hopefully solving the problem of noise. The processing
module is capable of generating in hardware a 5.5-MHz square wave, which may be suitable as a carrier.
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All hardware supporting the operation of the microprocessor as well as the microprocessor

itself is contained on the Pushpin processing module. The microprocessor runs off of a

22.1184-MHz external crystal but also has its own adjustable internal clock for lower power

modes. A simple LED indicates the status of the microprocessor. Connectors providing

access to the microprocessor’s analog and digital peripherals, as detailed schematically in

Figure 2-10, comprise the remainder of the processing module.

Figure 2-15: Pushpin Processing Module, based on the Cygnal C8051016 8-bit 8051-core
microprocessor.

2.3.4 Expansion Module

The expansion module is where most of the user hardware customization takes place for

any given Pushpin. The expansion module has access to all the processing module’s analog

and digital peripherals not devoted to the communication module. This includes general

purpose digital I/O, two comparators, seven analog-to-digital converter (ADC) channels,

capture/compare counters, and IEEE standard JTAG programming and debugging pins,

among others. The expansion module contains application-specific sensors, actuators, and

external interrupt sources. Possible examples include sonar transducers, LED displays,

microphones, light sensors, and supplementary microcontrollers. Thus far, three types of

expansion module have been implemented. The first is a JTAG programming module, which

acts as a connector between the Cygnal microprocessor and a serial programming adaptor

hooked up to a computer’s serial port. This arrangement allows for direct programming of
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the Cygnal microprocessor. The second is a through-hole prototyping board, which provides

access to all the processing module’s available analog and digital peripherals. The third is a

combination of a five-element LED display and a light sensor comprised of a light-dependent

resistor (LDR) as part of a voltage divider read by an ADC channel. Figure 2-16 shows all

three expansion modules.

Figure 2-16: JTAG programming expansion module (left), prototyping expansion module,
and light sensing and LED display expansion module.
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Chapter 3

Software

“A powerful programming language is more than just a means for instructing

a computer to perform tasks. The language also serves as a framework within

which we organize our ideas about processes.”

Abelson, Sussman, and Sussman in Structure and Interpretation of Computer

Programs [40]

The primary goal of the Pushpin software suite is to effect a proper programming model for

the type of distributed sensor networks embodied by the Pushpins. The particular program-

ming model implemented here is centered on the concept of algorithmic self-assembly, as laid

out in Butera’s Paintable Computing work [3]. Pushpin Computing attempts to follow this

model as closely as possible. The occasional deviations are due to somewhat limited compu-

tational resources and reasons of practicality. A brief introduction to Paintable Computing

will clarify some of the core concepts.

3.1 Paintable Computing

Paintable Computing begins with the premise that, from an engineering standpoint, we

are not very far away from being able to mix thousands or millions of sand grain-sized
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computers into a bucket of paint, coat the walls with the resulting computationally enhanced

paint, and expect a good portion of the processors to actually function and communicate

with their neighbors. The main problem with this scenario, is that we don’t yet have a

compelling programming model suitable for such a system. Paintable Computing attempts

to put forth just such a model, as well as a suite of example applications. To this end,

Paintable Computing is a simulation of many (tens of thousands) independent computing

nodes pseudo-randomly strewn across a surface. See Figure 3-1. Each Paintable node

is capable of communicating omnidirectionally with other nodes located within a limited

radius, although no node knows a priori anything about its physical location on the surface.

Figure 3-1: A Paintable Computing simulation showing a process fragment diffusing from
a central point (large, lower left node). Each colored spec represents a processing node,
the color indicating the state of the diffusing process fragment. The warmer the color, the
closer to the originating node the process fragment believes it is.

In essence, the programming model employed to organize this proposed architecture is based
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on algorithmic self-assembly; the idea that small algorithmic process fragments exhibiting

simple local interactions with other process fragments can result in complex global algo-

rithmic behavior. In a sense, algorithmic self-assembly treats algorithms in the same way

thermodynamics treats gas particles [41]; when the number of particles is large, pV = nRT

becomes more useful than knowing the position and momentum of each particle. From

the seemingly simple, if chaotic system architecture presented above, Paintable Computing

demonstrates the utility of algorithmic self-assembly (in the form of process fragments mi-

grating among processing nodes) to build up complex algorithms from simple constituents.

Pushpin Computing is an attempt to bring the results of the Paintable simulations to

bear on distributed sensor networks, each Pushpin corresponding to a single Paintable

processing node. The Pushpin programming model provides a suite of tools for exploring

algorithmic self-assembly as it relates to sensory data extracted from the real world. To this

end, an operating system, including a networking protocol, and an integrated development

environment (IDE) have been implemented.

3.2 Bertha Design

Management of a Pushpin’s resources is vested in that Pushpin’s own instance of Bertha -

the Pushpin OS. The functions of Bertha can be divided into the following subsystems:

• Process Fragment Management Subsystem

• Bulletin Board System Subsystem

• Neighborhood Watch Subsystem

• Network subsystem

Before discussing the details of design, it is useful to first understand the memory organi-

zation of the operating system. This organization is based on the memory structure of a
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Component Size (in bytes)

Program Memory (In-System
Programmable Flash)

32,896

Internal RAM 256
External RAM 2048

Table 3.1: Cygnal C8051F016 memory

particular variety of Cygnal 8051-core processor, as noted in §2.3.3. Table 3.1 summarizes

the Cygnal’s memory structure.

Figure 3-2 shows how different subsystems of Bertha are organized on this memory struc-

ture. The details will be presented as the various components of the operating system are

discussed. All source code pertaining to the Bertha operating system is listed in full in

Appendix D.

Pushpin Memory Organization

Native RAM 

(256-bytes)

Extended RAM 

(2-Kbytes)

ISP Flash Memory 

(32-Kbytes)

8051 Special Function 

Registers (128-bytes)

PFrag #9 Code

OS Scratch

Neighborhood

Watch (NW)

PFrag Bulletin 

Board System

(BBS)

PFrag State

Table

Stack

Current PFrag 

State Pointer

PFrag Local 

Scratch Memory

Bertha OS Code

Random Seed

PFrag #1 Code

PFrag #2 Code

Figure 3-2: Pushpin Memory Organization

3.3 Process Fragment Management Subsystem

This subsystem manages all aspects of storing, running, and transferring process fragments

(PFrags).
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Data structure Field Size (bytes) Description

PFrag
Size 2 number of bytes this entire PFrag

occupies
UID 2 hash of this PFrag’s byte code, gen-

erated at compile time
CRC 1 cyclic redundancy check of this

PFrag, generated at compile time
State Size 2 number of bytes this PFrag’s state

variables occupy
Code 0 - 2041 this PFrag’s executable code

PFrag State
Size 2 number of bytes this entire PFrag

State occupies
Local ID 1 identifies the local PFrag to which

this PFrag State belongs
State 0 - 445 persistent variables used by the

PFrag to which this PFrag State be-
longs

Table 3.2: PFrag code and state data structures.

3.3.1 PFrag Memory Management

A Pushpin has enough memory to host up to nine simultaneous PFrags. A PFrag is com-

posed of two data structures - a code component and a state component. These two com-

ponents are presented in Table 3.2.

3.3.1.1 PFrag Code

Currently, PFrags can be written in C (a subset of ANSI C) using a custom built IDE

(described below). As shown in Figure 3-2, the PFrag code is stored in program memory,

of which 18-Kbytes is allotted for this purpose. This 18-Kbyte block is divided into nine

equal-sized (2-Kbyte) segments. Bertha assigns one of these segments to every incoming

PFrag, irrespective of its size (with a pre-specified maximum PFrag size of 2-Kbytes). If

a Pushpin already has nine PFrags on hand, any incoming stream of bytes from a PFrag

migration is ignored.
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The PFrags are sandboxed within their assigned 2-Kbyte space using an 8051-core feature

- the processor supports a special form of call and jump instructions named ACALL and

AJUMP. These instructions are used with a special address mode, in which only the lower

order 11 bits of the 16-bit program counter are modified when a jump or call is executed.

This effectively limits a PFrag’s address space to 2-Kbytes. As a result, the entire PFrag

must fit within 2-Kbytes. This 2-Kbyte address limit serves two important purposes. First,

the 2-Kbyte AJMP and ACALL instructions make it difficult for PFrags to accidentally

access memory that doesn’t belong to them.1 Second, PFrags can be executed on Pushpins

without any special purpose address translation. All 16 bits of the program counter are

modified while switching from one PFrag to another, but the most significant five bits of

the program counter remain constant during execution of any particular PFrag. Consider

an example - a piece of PFrag code has a jump instruction from address 0x000A to 0x00AB.

To execute this jump, only bits 0, 5 and 7 need to be modified. Assuming the PFrag starts

at address 0x4000, the program counter at the beginning of the jump will read 0x400A.

After the jump is made, it will read 0x40AB. As long as each PFrag starts on a 2-Kbyte

boundary, this type of relative addressing will be valid.

PFrag local variables (not persistent state) are stored in the internal RAM. Each PFrag can

have a maximum of 158 bytes of local variables.

3.3.1.2 PFrag State

State is information that a PFrag wants to maintain across executions and devices. For

example, a PFrag might need to keep a count of the number of Pushpins it has visited.

Each PFrag can have a maximum of 445 bytes of state. The state information of all local

PFrags is stored in a contiguous block - locations 128-575 of the external RAM. There

are two reasons for storing state in external RAM separate from the code. First, since

the state might be rewritten during execution, storing it on a medium that has fast write

access speeds is important. The write access speed of RAM is much higher than that of

1Although intentional misuse of pointers is still possible.
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flash memory. Second, the flash memory on which code resides has a maximum limit on

the number of rewrite/erase cycles (Cygnal guarantees for at least 10,000 cycles, although

100,000 cycles is typical) whereas RAM does not have any such limitation.

3.3.2 PFrag Execution

PFrags execute on Bertha by means of a well-defined PFrag interface, a set of Bertha system

calls, and an execution schedule.

3.3.2.1 PFrag Interface

In order for Bertha to interact with and execute a PFrag, the PFrag must define the following

three methods: install(), update(), and deinstall(). Other methods can be added at

the user’s discretion, but they will go unused unless called by one of the three previously

mentioned methods.

Bertha cannot actually call any PFrag methods directly, since the addresses of the PFrag

methods are not known in advance and could be positioned anywhere within a PFrag’s

code. To facilitate calls between Bertha and PFrags, the IDE introduces during the com-

pilation process a PFragEntry() method into every PFrag. This method is set by the

compiler to reside at a fixed location within the Pfrag (currently the 8th byte of the

PFrag code). The signature of this method is unsigned int PFragEntry(unsigned char

methodID, unsigned int arg0, unsigned int arg1), where a char is one byte and an

int is two bytes. Bertha invokes the remaining PFrag interface methods indirectly through

the PFragEntry() method. The PFragEntry() method then dispatches calls to the spec-

ified method by correctly interpreting the methodID parameter and invoking the corre-

sponding method with arguments arg0 and arg1. This indirect invocation is possible be-

cause PFragEntry() is always at a known memory location within the PFrag code and has

knowledge of the locations of the other three methods at PFrag compile time. Those three

method interfaces are described below. In all cases, the arguments and return values are

currently unspecified and left available for future use.
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• unsigned int install(unsigned int arg0, unsigned int arg1) - All the code

related to PFrag initialization is defined here. This is the first method Bertha calls

when a PFrag enters a Pushpin. It is called only once by Bertha, although it may be

called again by code within the PFrag.

• unsigned int update(unsigned int arg0, unsigned int arg1) - This method is

called to inform the Pfrag that it should start a round of execution. It is important

to note that this method may be called many times - once during every round of

execution.

• unsigned int deinstall(unsigned int arg0, unsigned int arg1) - Depending

on several variables, Bertha may call this method prior to deleting the PFrag, but no

guarantee is made that it will do so. This allows the PFrag to prepare for its demise.

For example, it may want to migrate to another Pushpin or notify other PFrags.

3.3.2.2 System Calls

Bertha provides a suite of services to PFrags through system calls. These calls can be

used to read from and write to the BBS and NW, request transfer, influence execution,

and access analog and digital peripherals. The PFrags access the system calls through the

System Call Table located in code memory (addresses 30720 - 31231). The table holds up to

256 2-byte pointers to system calls. In order to use this table, each process fragment must

know both the location of the table within memory and the organization of the function

pointers within the table. Both of these pieces of information are included in the PFrag by

the IDE during the PFrag compilation in the form of an absolute memory address and an

enumeration of available system calls. Bertha provides a number of system calls that can

be used by PFrags to control how they are executed by Bertha. For example:

• void die() - The PFrags call this method to have themselves removed from the host

Pushpin. When this method is called, Bertha deletes the calling PFrag and all its

associated information such as BBS posts, state, etc.
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A full listing of the system calls Bertha provides to PFrags is given in Appendix B.

3.3.2.3 Execution Schedule

As in any other uniprocessor system, only one process (PFrag or system) can be active

at anytime. The OS executes all the resident PFrags in a round-robin fashion by call-

ing sequentially calling their update() methods. Each PFrag’s update() method runs to

completion and therefore defines the temporal granularity of the time sharing.

Although not yet implemented, Bertha could start a watchdog timer to limit the time a

PFrag can take to execute its update method so as to avoid any PFrag from monopolizing all

the CPU time. Between executing one PFrag and the next, the OS performs various system

functions such as synchronizing with neighbors and validating PFrags. The order in which

a PFrag gets executed is determined by its position in memory. Since Bertha randomly

assigns each incoming PFrag a segment in memory, no PFrag can make any assumptions

about its position in the execution queue.

3.3.3 PFrag Transfers

PFrags migrate amongst Pushpins to complete their tasks. Since PFrags are designed to be

self-contained within a 2-Kbyte memory space, and all the relevant elements of the operating

system are placed at standard locations, it is easy for PFrags to move from one Pushpin to

another. PFrags can request Bertha to transfer them to neighboring Pushpins by calling a

Bertha system function:

• unsigned char requestTransfer(unsigned char neighborID) - Request a trans-

fer to the neighboring Pushpin whose local neighborhood ID is passed as the argument.

An argument of 0 is read as the ‘global address’ and a transfer to all neighbors is at-

tempted. Returns 1 if the transfer has been initiated by the local Bertha, 0 otherwise.

Does not guarantee the success of the transfer.
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Since a Pushpin can communicate only with its neighbors, PFrag transfers from that Push-

pin can only be made to immediate neighbors. PFrags know about their neighbors by

examining a local mirror (held in the Neighborhood Watch) of a synopsis of each neigh-

bor’s BBS. As the local NW gets updated after an attempted transfer, a PFrag can watch

for signs that the transfer was successful; i.e. a post might appear in a neighbor’s BBS

indicating the PFrag was properly installed. Thus, although there is no explicit negotia-

tion or acknowledgment of PFrag transfer, the possibility exists for implicit negotiation and

acknowledgment to be carried out by the PFrags themselves.

3.3.4 PFrag Lifecycle

PFrags go through different states while executing on a Pushpin. The state transitions of a

PFrag on a Pushpin are given in Figure 3-3. The install() and deinstall() methods are

executed only once per PFrag per visit to a Pushpin. However, the update() method may

be called during every round of execution. It is important to note that these transitions

may not be immediate and the PFrags may have to wait in one state before transitioning

to another.

arrived initialization
install() update()

execution

suspended

suspend()

kill()

migration

requestTrasnfer()

finalization

Figure 3-3: PFrag state transition diagram.

3.4 Bulletin Board System Subsystem

As previously mentioned, PFrags on the same device communicate among themselves by

means of the Bulletin Board System. PFrags can post to and read other PFrags’ posts
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Data structure Field Size (bytes) Description

BBS Post
Size 2 number of bytes this entire BBS

post occupies
Local ID 1 indicates which local PFrag made

this BBS post
UID 2 byte code hash of the PFrag that

made this BBS post, generated at
compile time

Post ID 1 an ID generated by the posting
PFrag at the time the post is made

Content 0 - 570 arbitrary data decided upon by the
posting PFrag

Table 3.3: BBS Post data structure.

from the BBS. As shown in Figure 3-2, 576 bytes of external RAM are allotted for BBS

use. Bertha maintains the BBS as a linked list of posts. Each post is composed of multiple

fields, as shown in Table 3.3.

All PFrag access to the BBS is arbitrated by Bertha via a set of system calls, leading to

two main advantages. First, since PFrags are not responsible for low-level details such as

memory management, it becomes easier to author PFrags and the PFrags themselves are

lighter weight. Second, Bertha has complete control over the BBS without depending on the

correctness of PFrag code. The following system calls are provided to PFrags for interacting

with the BBS:

• unsigned char postToBBS (unsigned char postId, unsigned int length, unsigned

char data * post) - This method writes a single post in the BBS. The post is re-

jected if it is larger than the BBS can accommodate. The argument postId is the

post ID assigned to the post. The argument length is the number of bytes in the

post. The argument post is a pointer to the contents of the post. The data specifier

indicates the pointer points to an address in internal RAM. Returns 1 if successfully

posted, 0 otherwise.

• unsigned char removePost(unsigned char postId) - This function deletes a sin-
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gle post from the BBS. The first post in the BBS with postID matching the argument

and originally posted by the active PFrag is removed. Returns 1 if the post was

successfully removed, 0 otherwise.

• unsigned char removeAllPosts() - Removes all the entries posted by this PFrag.

Returns 1 if any posts were removed, 0 otherwise.

• unsigned char getBBSPostCount() - Returns the number of posts in the BBS.

• unsigned int getBBSPost(unsigned char postId, unsigned int length, unsigned

char data * post) - Copies up to length number of bytes from the BBS post whose

post ID matches postID to the address post. Returns 0 if the post does not exist, 1

otherwise.

• unsigned int getNthBBSPost(unsigned char n, unsigned int length, unsigned

char data * post) - Copies up to length number of bytes from the nth BBS post

to the address post. Returns 0 if the post does not exist, 1 otherwise.

3.5 Neighborhood Watch Subsystem

Locally mirroring synopses of the BBSs of neighboring Pushpins informs both Bertha and

resident PFrags of the status of their neighbors. Among other things, and as previously

mentioned, this allows PFrags to autonomously keep track of their own migration status

between Pushpins. However, due to the asynchronous nature of operations in this environ-

ment, the Neighborhood Watch status information might be stale by the time it reaches

the PFrag.

As shown in Figure 3-2, 896 bytes of external RAM are allocated for storing the synopses of

BBSs that belong to neighboring Pushpins. At the end of every round-robin PFrag cycle,

Bertha transmits to all neighboring Pushpins all BBS posts. Each neighbor independently

determines, based on available memory resources, how much of that transmitted BBS will

be stored locally. Since newer posts are posted further down the BBS linked list than older
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Data structure Field Size (bytes) Description

Neighbor
Size 2 number of bytes this entire Neighbor

occupies
Neighbor ID 1 indicates which neighboring Push-

pin this Neighbor represents
Posts 0 - 893 subset of the posts in the BBS of the

neighboring Pushpin corresponding
to this Neighbor

Table 3.4: Data structure of an entry in the Neighborhood Watch.

posts, the older a post is, the more likely it will be included in the mirrored synopses on

neighboring Pushpins. In any case, there is no guarantee that a post will ever make it

to any neighboring Pushpins – as with many aspects of Pushpin Computing, inclusion in

the synopsis is probabilistic. Each entry in the Neighborhood Watch contains the fields

shown in Table 3.4; each NW entry is essentially a BBS with a small amount of additional

information specifying the neighbor of origin.

The consistency guarantee of mirrors is rather weak in the sense that two synopses of the

same BBS on two different Pushpins may not be the same. Since the devices operate asyn-

chronously and communicate over a noisy medium (e.g. IR), achieving perfect coherence

of synopses would be very expensive. Even if communication and timing were error free

and synchronous, there is still no guarantee of finding identical synopses on all neighbor-

ing Pushpins, since each of the neighbors decides for itself how much of the transmitted

synopsis to keep as a local mirror. Despite this real-world memory constraint, this manner

of managing the Neighborhood Watch has the advantage of simplicity; it provides PFrags

with complete information about some of the neighboring posts, as opposed to providing

incomplete information about all neighboring posts, which would require a more complex

protocol before complete information could be obtained.

Bertha provides system calls very similar to those listed in §3.4 for reading posts from

synopses stored in the NW, the difference being that a neighbor ID argument is added to

each of the system calls to specify which synopsis to read from. The corresponding writing

system calls are, of course, not provided. A complete listing of system calls available for
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PFrag use is given in Appendix B.

3.6 Network Subsystem

The network subsystem manages all communication between Pushpins. A Pushpin’s neigh-

borhood is defined as the collection of all Pushpins it can ‘hear’. Ideally, neighborhood

inclusion would be a reflexive property, but communication irregularities make it such that

A is able to hear B does not imply B is able to hear A. In any case, it is up to each

Pushpin to choose an 8-bit neighborhood ID that is unique to both its neighborhood and

to the neighborhoods of each of its neighboring Pushpin’s. This ID selection process is

mathematically identical to a variation of the graph theoretic map coloring problem [42].

The fact that an 8-bit number is supposed to be unique in this scenario implicitly limits the

number of neighbors a Pushpin is expected to have. ID assignment is through a combination

of random guessing, listening to network traffic, and abiding by vetoes from neighbors. A

64-bit pseudo-random number is used to identify the Pushpin until an 8-bit number can be

decided upon, so as to minimize confusion should a duplicate 8-bit ID be chosen initially.

An 8-bit number is used for the ID (as opposed to always using a 64-bit number) so as to

reduce network load, since each packet sent to neighbors includes the sender’s neighborhood

ID.

Note that there is no explicit packet forwarding; each device can communicate directly only

with its immediate neighbors. Of course, if need be, a PFrag can be written to explicitly

forward packets, but this is a choice the programmer must consciously make. Aside from

being simpler to implement, excluding packet forwarding is meant to encourage algorithms

based on local, not global, interaction.

The network subsystem consists of three layers - physical, data link, and network.
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3.6.1 Physical Layer

The Cygnal processor used in the Pushpin’s processing module contains a standard full-

duplex hardware UART (Universal Asynchronous Receiver/Transmitter) with 1-byte buffer-

ing for both receive and transmit and interrupt generation upon completion of receiving or

transmitting a full byte. Although the UART is capable of much faster baud rates, the

fact that some data are written to flash memory directly from the UART requires that the

UART run at 92160 baud so as to allow the relatively slow flash memory write process to

complete. Also, although the UART is full-duplex, it is typically only used in half-duplex

mode. Both transmit and receive functionality is completely interrupt driven.

While in theory many modes of communication could be used with the Pushpin processor

module, currently only the IR communication module is used. See §2.3.2 for the details of

this module. Also, recall that the actual bit rate for the IR communication module is half

the baud rate. The RS232 communication module is used when a single Pushpin needs to

communicate with a PC running the Pushpin IDE. The Bertha OS automatically detects

during start-up which communication module is being used.

3.6.2 Data Link Layer

This layer is responsible for medium access control and reliable transmission of bytes. Since

the UART defines a start bit and stop bit for transmitting bytes, Bertha does not explicitly

handle framing. An 8-bit cyclic redundancy check (CRC) code, based on the polynomial

x8 +x2 +x1 +1, serves as an error detection scheme.2 Lookup tables are used to implement

the CRC algorithm. Since the placement of devices can be arbitrary and the architecture is

decentralized and distributed, these devices face hidden node and exposed node problems.

To reduce collisions, a simplified version of the MACAW (Multiple Access with Collision

Avoidance for Wireless LANs) protocol [43] is employed. In essence, Pushpins listen before

they speak to make sure no neighbors are talking, and run a simple backoff algorithm if

they are.

2See Sklar [38] for a comprehensive introduction to error detection.
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Data structure Field Size (bytes) Description

Network Packet
To Address 1 sending Pushpin’s neighborhood ID
From Address 1 intended recipient’s neighborhood

ID
Type 1 kind of content included in this

packet
Content Size 2 number of bytes of content being

sent
CRC 1 8-bit error checking mechanism
Content 0 - 2048 arbitrary contiguous block of data

held in memory

Table 3.5: Network packet structure.

3.6.3 Network Layer

The OS uses this layer to transmit packets between Pushpins. The packet structure is

shown in Table 3.5.

The network layer does not buffer data. This is true of both transmitting and receiving.

Thus, all data to be sent as the packet’s content must lie in a contiguous block of memory.

Since the largest piece of content that Bertha would want to transfer is the code portion of

a PFrag, the 2-Kbyte content size limitation is large enough to alleviate the need of ever

breaking any content up into multiple packets. However, the constraint that all content

must be contiguous means that the PFrag code and state must be sent as separate packets.

The Type field can take on one of the following values:

• 0 - Ten-byte general purpose message.

• 1 - Synopsis for inclusion in the NW.

• 2 - PFrag code.

• 3 - PFrag state.

• 4 - New random seed.
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• 5 - Neighborhood building message.

The ten-byte general purpose message can be used as way for the user to control and debug

the an ensemble of Pushpins. For example, PFrags can be erased and the time granularity

of the main Bertha loop can be set by sending the appropriate ten-byte message to the

Pushpin. The utility of each of the other message types should be clear from descriptions

of the various parts of the OS. The only peculiarity to note is the packet type for a random

seed. Each Pushpin’s random seed is a hefty 128 bytes stored in flash memory. Certainly,

there very little practical need exists for a random seed this large for use by the Pushpins.

The random seed’s abnormal size is a relic of the physical characteristics of the flash memory

– 128 bytes is the smallest unit of flash memory that can be erased at one time.

3.7 Pushpin IDE

Users create custom process fragments using the Pushpin integrated development envi-

ronment (IDE), a Java program implemented primarily by MIT undergraduate researcher

Michael Broxton, that runs on a desktop computer. Figure 3-4 depicts the process the IDE

goes through to create a PFrag. Process fragment source code is authored within the IDE

using ready-made code templates, a subset of ANSI C supplemented by the system func-

tions provided to process fragments by Bertha, preprocessor macro substitutions, and IDE

pre-formatting. The IDE coordinates the formatting of source code, compilation of source

code into object files, linking of object files, and transmission of complete process fragments

over a serial port to an expectant Pushpin with Bertha installed and running. The IDE also

enforces the process fragment structure requirements outlined in §3.3.2.1. Packaged with

the IDE is a packet debugging tool for sending and receiving single packets, as defined in

Table 3.5, to and from a single Pushpin.

Currently, the Pushpin IDE calls upon a free evaluation version of the Keil C51 compiler

and Keil BL51 linker [44] to compile and link process fragments. Bertha is initially installed

on a Pushpin by way of an IEEE standard JTAG interface. Note that Bertha need not be
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Source Creation
  
  User authored 
  PFrag source code 
  using a standard
  template and an 
  enhanced subset
  of ANSI C.

E.g. 
  HelloWorld.c

Format
  
  Adds proper
  include files
  and checks 
  basic syntax.

  HelloWorld.cf

Compile
  
  Converts source 
  files into pieces 
  of machine code
  using the Keil 
  C51 Compiler.

  HelloWorld.OBJ

Link
  
  Combines pieces
  of machine code 
  and maps it to the
  memory layout of 
  the microprocessor
  using the Keil BL51
  Linker/Locator.

  HelloWorld

Hex Conversion
  
  Converts linked 
  machine code into 
  the Intel Hex file 
  format, listing each 
  byte of code and its 
  location, using the 
  Keil OH51 Object-
  Hex Converter.

  HelloWorld.HEX

Package
  
  Converts the
  Hex file into 
  a contiguous 
  piece of byte 
  code and 
  prepends the 
  PFrag's size, 
  UID, and CRC.

  HelloWorld.BIN

Figure 3-4: The logical sequence of operations the Pushpin IDE follows when creating a
PFrag from user-specified source code. The user only authors the source code with the aid
of a template; all subsequent steps are internal to the IDE and are initiated by a single
menu command.

compiled with any specific knowledge of the process fragments to be used; arbitrary process

fragments can be introduced to Pushpins during runtime.

Of course, Pushpins can be programmed directly as a regular 8051-core microprocessor

without using either Bertha or the Pushpin IDE. One of the many advantages of Bertha

and the Pushpin IDE, however, is that the details of the antiquated Intel 8051 architecture

are hidden from the user.
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Figure 3-5: A screenshot of the Pushpin IDE. The purple window in the foreground is the
packet debugger. The background window is a combination of a status display and PFrag
code text editor.
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3.8 Taking Stock

The definitions have been set, the innards of the hardware exposed, and the workings of the

software laid bare, but what does it all add up to? This thesis began by stating that it lies

at the meeting point of sensing and self-organization. This being the case, essentially two

things have thus far been achieved. First, we have a platform for building distributed sensing

networks that explicitly emphasizes the central role self-organization must play. This is,

apparently, the first such platform of its kind. Furthermore, with the notable exception of

the SmartDust motes and their TinyOS operating system [45], it is one of the only flexible

platforms available for short-range distributed sensing networks in general. Second, it is one

of the few attempts to bring simulation of self-organization into the real world of hardware.

Even casual inspection of the programming model reveals a similarity between PFrags and

what are known as mobile agents. Researchers have invested a lot of effort in developing

mobile agents, which has led to the development of several mobile agent systems, such

as Telescript [46], Aglets [47], and Hive [48]. A comprehensive survey of mobile agent

technologies can be found in the collection edited by Milojicic et al [49]. All the work in

this area focuses on applying agents technology to data mining, electronic commerce and

other web related applications. Apparently, the mobile agents paradigm has never been

applied explicitly to distributed sensor networks.

That said, it is equally important to point out what Pushpin Computing is not. For ex-

ample, although the programming model and system architecture are new, Bertha borrows

many well-known algorithms and concepts found in conventional operating systems. As

Tanenbaum [50] says, in the field of operating systems, ontogeny recapitulates phylogeny.

That is, each new species (mainframe, minicomputer, personal computer, embedded com-

puter, smart card, etc) seems to go through the same development as its ancestors did.

Moreover, those aspects of Pushpin Computing that are new are almost certainly far from

optimal. This can be extended further to say that the Pushpin Computing platform was

assembled from many disparate pieces with the goal of making a functioning whole, without

much regard for the refinement or optimization of any of those pieces. This perhaps will
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fall under the category of future work or exercises left to the reader.

Most importantly, up until this point, nothing has been said of applications using Pushpin

Computing or of how self-organization quantitatively plays a role. The former is the subject

of the next chapter. The latter may be the subject of the next thesis.
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Chapter 4

Applications

“Try not. Do, or do not. There is no try.”

Master Yoda

This chapter focuses on applications using the Pushpin Computing platform as described

in the previous chapters. To begin, the Diffusion PFrag provides a concise example of the

creation and distribution of a PFrag. Two other elementary process fragments, the Gradient

PFrag and the Retina PFrag, are introduced as well. With this as a basis, the implementa-

tion of a shape recognition algorithm currently under development will be detailed. Finally,

various collaborations with other research groups will be briefly discussed. Overall system

performance and performance of each PFrag are detailed in the next chapter.

4.1 Diffusion Process Fragment

The Diffusion PFrag provides a clean illustration as well as preliminary benchmarks of

the Pushpin platform. Intuitively, the Diffusion PFrag does no more than replicate itself

on every Pushpin it encounters until the entire ensemble is infected. Algorithmically, the

Diffusion PFrag can be summarized as follows:
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1. Upon entry into a Pushpin, post a message to the BBS stating that this Pushpin is

infected.

2. Fade the LED display from red to green and back again to indicate to the user that

this PFrag is still active.

3. Check the Neighborhood Watch for any uninfected neighbors.

4. Copy this PFrag over to the first neighbor found to be uninfected.

5. Repeat steps 2-4 each time this PFrag is updated.

6. Turn off all elements of the LED display upon deletion of this PFrag.

The Diffusion PFrag is perhaps the simplest example of a PFrag that takes advantage of the

core features of the Bertha operating system – the Bulletin Board System, Neighborhood

Watch, and PFrag management and transfer functionality. Source code for the Diffusion

PFrag, as it would appear in the Pushpin IDE, is listed in Appendix C.1. Figure 4-1 depicts

the Diffusion PFrag running on an ensemble of Pushpins.
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Figure 4-1: Time-lapsed images of a Diffusion PFrag propagating through a network of
approximately 100 Pushpins. From left to right and top to bottom, the images show the
replication and spreading of an initial single Diffusion PFrag inserted near the center of the
ensemble. Dimly lit Pushpins contain no PFrags, brightly lit Pushpins contain a Diffusion
PFrag – they are ‘infected.’ Some of the uninfected Pushpins are either not correctly
receiving power from the substrate or have suffered an operating system failure. The PFrag
code running on these Pushpins is identical to that listed in Appendix C.1.
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4.2 Gradient Process Fragment

The Gradient PFrag builds upon the Diffusion PFrag by adding a sense of distance from an

initial Pushpin of origin. That is, the PFrag keeps a running tally of the minimum number

of hops between Pushpins necessary to travel between the origin and the Pushpin on which

the PFrag is located. Algorithmically, the Gradient PFrag can be summarized as follows:

1. Upon entry into a Pushpin, if there is another Gradient PFrag already installed, then

delete this PFrag.

2. Upon entry into a Pushpin, if any of the neighboring Pushpins contain a Gradient

PFrag, set this PFrag’s hops from the origin to 255. Otherwise this Pushpin must

itself be the origin, so set the hops from the origin to zero. Post the number of hops

from the origin to the BBS.

3. Wait a short amount of time to allow the states of neighboring Pushpins to equilibrate.

4. Compare the hops from the origin of all neighbors. For each neighbor, if that neigh-

bor’s hops from the origin is less than this PFrag’s hops from the origin, set this

PFrag’s hops from the origin to the neighbor’s hops from the origin plus one. If no

neighbors’ BBSs contain a post indicating hops from the origin and this PFrag is itself

not at the origin, then deinstall this PFrag, as the origin no longer exists.

5. Copy this PFrag to the first neighboring Pushpin found to not already have a copy.

6. Update the LED display to indicate the number of hops from the origin. Red indicates

the origin and those Pushpins one hop from the origin. Amber indicates two hops

from the origin, yellow three hops, and green four hops.

7. Repeat steps 4-6 each time this PFrag is updated.

8. Turn off all elements of the LED display upon deletion of this PFrag.

The Gradient PFrag, aside from its potential usefulness building more complex algorithms

as already demonstrated in the Paintable Computing simulations, also provides a concrete
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example of the analogy drawn in Table 1.1. Namely, just as gas particles maintain a global

equilibrium of pressure, volume, and temperature by means of local interactions, Gradient

PFrags maintain a global equilibrium of distance from the origin by constantly checking

the states of their neighbors. The equilibrium is disturbed when, for example, the origin

Pushpin is removed, causing a sort of phase transition. Source code for the Gradient PFrag,

as it would appear in the Pushpin IDE, is listed in Appendix C.2.

4.3 Retina Process Fragment

The Retina PFrag, as the name implies, transforms an ensemble of Pushpins equipped with

light sensors, as detailed in §2.3.4, into a very primitive retina capable of distinguishing

light, dark, and the boundary between the two. Additionally, the Retina PFrag mimics the

behavior of the Diffusion PFrag to spread itself among all Pushpins. Algorithmically, the

Retina PFrag can be summarized as follows:

1. Upon entry into a Pushpin, query the light sensor for a baseline calibration value to

be stored as part of this PFrag’s persistent state. Record a brightness reading equal

to the baseline reading. In addition, turn on the amber LED to indicate that this

Pushpin contains a Retina PFrag.

2. Update the LED display to reflect the current state of the Pushpin. If the Pushpin is

being exposed to light (relative to the initial baseline calibration of the light sensor)

then turn on the red LED. Otherwise turn off the red LED.

3. Remove any previous BBS post indicating the state of this Pushpin’s light exposure

and replace it with an updated version.

4. Check the Neighborhood Watch for any uninfected neighbors. Copy this PFrag over

to the first neighbor found to be uninfected.

5. Check the light exposures of neighboring Pushpins to determine if this Pushpin is on

a boundary between light and dark. If this Pushpin is not being exposed to light and
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at least one of its neighbors is being exposed to light, then turn on the green LED.

Otherwise, turn off the green LED.

6. Repeat steps 2-5 each time this PFrag is updated.

7. Turn off all elements of the LED display upon deletion of this PFrag.

The Retina PFrag hints at a more complex PFrag for differentiating the shape of a particular

light pattern. This will be discussed in the next section. Source code for the Retina PFrag,

as it would appear in the Pushpin IDE, is listed in Appendix C.3. Figure 4-2 depicts the

experimental setup for testing the Retina PFrag.

Figure 4-2: A slide projector containing an opaque slide of with the appropriate shape
cut out casts light in the form of that shape onto the populated Pushpin substrate. Each
Pushpin is here equipped with an expansion module consisting of a light sensor and a five-
element LED display, as described in §2.3.4. This setup is used for testing the Retina PFrag
and developing the Shape Recognition PFrag.
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4.4 Shape Recognition Process Fragment

The application originally planned for first demonstrating the Pushpin platform is still

under development at the time of this writing. The goal here is to get the ensemble to

differentiate between a number of simple geometric patterns of light projected one at a

time onto the Pushpins, as depicted in Figure 4-2. Currently, only the circle, square, and

triangle patterns are being considered. This is an admittedly contrived scenario, but it

is nonetheless complex enough to demonstrate the applicability of the Pushpin platform.

Essentially three methods of distinguishing between these shapes were considered. They

are listed below from the most general to the least general:

1. Build up a coordinate system and determine the shape using knowledge of basic

geometry and the location of all Pushpins with light sensor readings above a certain

threshold.

2. Compare the ratio of the total number of Pushpins that both detect light and have

neighbors that do not detect light to the total number of Pushpins that detect light.

This approach attempts to approximate a calculation of the shape’s perimeter-to-area

ratio, which is enough to distinguish it from other shapes in this scenario.

3. Determine the number of Pushpins that classify themselves as being in a corner of the

illuminated shape. As above, this is accomplished by comparing sensor values with

neighboring Pushpins.

By far the simplest of the three, and the approach adopted here, is the third method. The

specific algorithm used was developed in collaboration with William Butera and tested using

his Paintable Computing simulator modified to conform to the computational constraints

(e.g. bandwidth and memory size) and physical constraints (e.g. node number and density)

faced by the Pushpins themselves. The algorithm makes use of a single process fragment,

summarized at a high level as follows:
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1. Upon entry to a Pushpin, propagate a copy of this PFrag to all neighboring Pushpins

not already populated.

2. If the light sensor indicates this Pushpin is in the dark, do nothing. Otherwise, carry

out the remaining steps below.

3. Calculate the percentage of this Pushpin’s neighbors with light sensors indicating

those neighbors are in the light.

4. Based on this percentage, propagate to all other Pushpins in the lit region a guess as

to whether this Pushpin is in a corner. The lower the percentage, the more likely this

Pushpin is in a corner.

5. Count the number of Pushpins that believe they are corners and use this value to

determine the shape of the lit region.

6. Set this Pushpin’s LED display to reflect the shape of the region this Pushpin is

believed to be a part of.

Note that the above algorithm has only been fully implemented in simulation and refer-

ences to Pushpins are actually references to simulated Pushpins. The source code for this

simulated PFrag is listed in Appendix C.4. Although initial results in simulation are very

promising, there nonetheless remain several real-world challenges to overcome before port-

ing this algorithm to actual Pushpins. Results of this simulation and the other three PFrags

already mentioned will be overviewed in the next chapter.

4.5 Collaborations

In parallel with the development of the Pushpin Computing platform, several individuals

and research groups have taken an interest in Pushpins. Mentioned below are those groups

that have significantly incorporated Pushpins into their research one way or another.
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• Aggelos Bletsas and Dean Christakos, doctoral candidates with the MIT Media Lab’s

Media and Networks Group, have contributed resources toward building approxi-

mately 20 IR-enabled Pushpins, which they have used in conjunction with a novel

air hockey table arrangement to study dynamic network behavior. Furthermore, they

have used the Pushpin hardware platform with their own software to demonstrate

time synchronization within a network.

• Jeremy Silber, a recently graduated master’s student also with the Media and Net-

works Group, used IR-enabled Pushpins and his own software to develop and demon-

strate a “Cooperative Communication Protocol for Wireless Ad-hoc Networks,” as

documented in his master’s of engineering thesis by the same name [51].

• Professor Peter Fisher of the MIT Physics Department is currently heading up an

effort to use both the hardware and software components of the Pushpin platform

to perform real-time processing of raw data collected from a type of multi-wire drift

chamber common in high-energy particle physics experiments. This collaboration is

expected to be ongoing.

• William Butera, Research Scientist affiliated with the MIT Media Lab and the recently

formed MIT Center for Bits and Atoms (CBA), is using the Pushpin platform, along

with his own simulation research and industry experience, as a guide for developing

the next generation of hardware based on the Pushpin Computing and Paintable

Computing specifications.
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Chapter 5

Discussion & Evaluation

“Results! Why man, I have gotten a lot of results. I know several thousand

things that won’t work.”

Thomas Alva Edison

This chapter serves as a broad wrap-up. The following sections detail and comment upon

the observed results of the applications listed in the previous chapter, provide an evaluation

of the design decisions made in chapters 2 and 3, give a final comparison of this work to

select related works, and outline the possible future evolution of this work.

5.1 General Bertha OS Performance

Simply running the process fragments listed in chapter 4 on the Bertha operating system

described in chapter 3 gives a glimpse of some basic performance characteristics. This does

not take the place of rigorously defined and executed benchmark testing, which was not

carried out in this work. Nonetheless, reviewing preliminary results provides a first-order

approximation to general performance and serves as a gross guide to future development.
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In isolation, a single Pushpin running the Bertha operating system meets design expec-

tations and performs accordingly. However, with an increasing number of neighbors or,

to be more precise, with increasing communication between neighbors a degradation in

performance occurs. In particular, a Pushpin becomes increasingly more prone to long

bouts of unresponsiveness with increasing communication activity. Additionally, band-

width among Pushpins drops precariously with increasing communication activity among

neighbors. These problems are particularly apparent when running the diffusion application

described in §4.1; although the system does perform as indicated in Figure 4-1, it takes on

the order of five minutes for an initial PFrag to replicate itself and propagate throughout

the entire ensemble. Preliminary debugging indicates these are two separate problems that

happen to compound each other’s severity.

The first bug is due to the operating system falling into a pseudo-infinite loop (‘pseudo’

because there are special cases where the OS can break out of the loop given a particular

interrupt event). This is caused by a corruption of local variables in one or more of the fun-

damental functions used to manipulate the most prevalent operating system data structure,

the linked list. Presumably, the data becomes corrupted when the communication system

(triggered by an interrupt) calls one of the fundamental functions in the middle of the main

operating system process calling the same function. Although, the compiler used to build

the operating system provides a recourse for avoiding such reentry problems, it is not yet

known if that recourse was properly implemented in the operating system.

At least some portion of the decrease in bandwidth is due to the unresponsiveness just

mentioned. However, by observing that a relatively small number all Pushpins fall into the

pseudo-infinite loop described is evidence that other issues play a significant role as well. The

relatively simple channel arbitration scheme employed certainly could be improved upon.

That the bandwidth decreases with an increasing amount of information to be transmitted

(e.g. with increasing size of the PFrags to be transferred) implies that errors due to collision

play an important role. Although those errors are most likely detected (using the 8-bit cyclic

redundancy check), there is no attempt made to correct those errors. These collision errors,
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in turn, are most likely due to hidden and exposed node issues. 1 Perhaps a more suitable,

if more complicated scheme, would be one of the many variations of time division multiple

access (TDMA) coupled with some form of error correction algorithm.

One way to minimize the above problems is to limit the number of PFrags allowed in each

Pushpin, which effectively lowers the communication needs of each Pushpin. In any case,

there is no fundamental reason why both problems can’t be fixed given time to sufficiently

analyze them.

5.2 Evaluation of Hardware Design

Regarding hardware, the design decisions made for the processing and expansion modules

proved fortunate. In particular, the Cygnal 8051-core mixed-signal microprocessor and its

associated development tools exceeded expectations and are well-suited for quick devel-

opment of a multi-purpose platform such as the Pushpins. Also worthy of note, is the

durability of the Conan connectors by Berg [52].

The power module and layered power substrate performed well for a system of this size,

but could be improved on. Although the power substrate does not heal completely from

being punctured by pins, it did not need to be replaced in the course of moderate use.

The many design iterations of the two-pronged power module resulted in a mechanically

sturdy base capable of being pushed into and extracted from the power substrate without

breaking and while maintaining an electrical connection. The insulation coating the longer

of the two power prongs stood up to much abuse as well. Approximately 5% of Pushpins

stuck into the power substrate do not make a proper electrical connection the first time.

This is an acceptable amount, but could be improved upon. Furthermore, previously stable

electrical connections occasionally fail with time due to warping or loosening of the material

surrounding the power prongs.

1A hidden node scenario is when A can communicate with B and B can communicate with C, but A
cannot communicate with C. An exposed node scenario is when a node can transmit to all its neighbors,
but cannot receive from any of its neighbors. These scenarios often result in nearby nodes attempting to
transmit simultaneously, resulting in typically indecipherable collision.
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The communications modules stand out as the hardware most in need of improvement.

The RS232 communication module should incorporate another mode of communication,

such as IR, so that it can not only act a link between a PC and a single Pushpin, but also

a link between a PC and the entire Pushpin ensemble. That is, it should be able to use IR

(or another appropriate medium) to broadcast to its neighbors messages received from the

PC over the RS232 line. The current version of the IR communication module should be

simplified to use only one transmitter and one receiver, rather than four of each. Since most

IR transceivers are designed to be directional, this might require some custom hardware

modifications, as exemplified in Rob Poor’s Nami project [53], in which a reflective cone

is used to disperse/collect infrared light. Omnidirectionality within the plane also needs

improvement, despite already employing a diffuser. As mentioned in §2.3.2.2, the current

version of the capacitive coupling module needs to be modified to work over a carrier

frequency, thereby reducing noise sensitivity.

5.3 Evaluation of Software Design

In many ways, the version of the Bertha OS presented here is the result of following the

path of least resistance to achieving the functionality described in chapter 3. That is, much

of the functionality embodied in Bertha gets the job done, but can be arrived at in a more

efficient manner. The round-robin scheme for executing PFrags, the assignment of analog

and digital peripherals, and the method for controlling time granularity are all examples

of functionality that might be better implemented in some other way. The two exceptions

to this are the communication subsystem and the underlying linked list data structure

subsystem. Both these subsystems are perhaps too complex in the name of efficiency and

elegance for their own good, maybe even leading to the problems listed above. If anything,

the contrast between the overly complex and overly simplistic components of the operating

system points out the need for another layer of abstraction, a virtual machine, which will

be discussed shortly. Overall, though, the general operating system architecture works well

given the limited memory and processing resources available. That these resources are

stretched to their limit can be taken as testament that the OS is well-suited to them.
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The Pushpin IDE proved to be an invaluable tool in debugging and generally managing an

ensemble of Pushpins and their resident process fragments. The user controls and receives

quantitative feedback from the Pushpin platform primarily through the IDE. Thus, the IDE

is important enough that as much effort should go into improving it as any other aspect of

the Pushpin platform.

5.4 More Related Work

Given the current state of this work, at least four related projects are worth revisiting.

On a visual level, the Diffusion PFrag described in §4.1 evokes a strong recollection of

Rob Poor’s Nami project, which was meant to serve as “an effective visualization of self-

organizing networks [53].” The Pushpin platform takes some inspiration from this, although

the ultimate purpose of the Pushpins is somewhat more ambitious, as reflected in the

correspondingly more complex machinations that lay under the hood.

As previously mentioned, Kwin Kramer’s Tiles project is “a child-scale platform for explor-

ing issues related to networks, communication and computational process [25].” The goals

of the Tiles project and the Pushpin project differ considerably; the former is concerned

more with epistemology, the latter more with the theory and application of self-assembly

as it relates to sensing. These ideological differences manifest themselves in many ways

throughout both platforms. That said, it is perhaps more interesting to look at their simi-

larities, which are surprisingly numerous. Both platforms emphasize expandability, mobile

code, and ease of use. Of particular note is the conclusion that a virtual machine is needed.

This will be discussed in the next section.

Sharing much of the same background as the Tiles project is the currently active Crickets

project [54]. Based on the PIC microcontroller [34], a Cricket is a programmable brick

(a relative of LEGO Mindstorms [55]) with modest sensing capabilities designed to be the

nucleus for robotics and in situ data collection. Crickets are programmed in a variant of

LOGO, an interpreted programming language designed for ease of use by non-experts. The
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Crickets project essentially embodies a more evolved version of the Tiles and is under active

development.

A primary motivation of the Pushpins was to implement in hardware the Paintable Com-

puting [3] programming model and test aspects of its feasibility. In hindsight, some of the

assumptions made in the Paintable Computing simulator should be looked at more carefully,

especially those regarding neighbor-to-neighbor communication. The communication model

used in the simulator holds that the radius of communication is time-invariant, perfectly

circular, unaffected by occluding neighbors, and identical for all particles. All of these

assumptions proved to be unrealistic in the case of the Pushpins. This result, although

somewhat expected, should prompt careful inspection of the algorithms implemented on

the Paintable simulator for any absolute reliance on the assumptions made about the com-

munication radius. No insurmountable obstacle is foreseen to arise from this dependence,

although it may require a more robust and complex implementation of the simulator algo-

rithms.

In addition, the Paintable simulator assumes all communication is error-free. Given the

state-of-the-art in error detection and correction, this is not an unreasonable assumption

to make in many cases. But, no communication scheme will ever be 100% error-free and

without building in some amount of error into the simulation, it is all too easy to design

an algorithm that relies either explicitly or implicitly on 100% accuracy in communication.

This is especially true when dealing with distributed algorithms characterized by frequent

interaction between nodes. In practice, as was discovered with the Pushpins, this type of

algorithm design flaw is easily avoided once caught, but difficult to catch without actually

seeing it manifest itself at least once. Purposefully adding error to a simulation is one way

to ensure good algorithm design from the very beginning.

5.5 Future Work

In some sense, the Pushpin Computing project is just beginning – the platform has been

developed, but only minimal applications have been tested. Immediate future work, of
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course, includes patching the previously mentioned bugs affecting bandwidth. Near-term

future applications include the as yet incomplete shape recognition application and some

of the collaborations listed in §4. More full-featured sensing and actuation modules should

not take long to develop, greatly expanding the utility of the Pushpins and potential appli-

cations. Additionally, a modest amount of interest has been shown regarding the Pushpins’

potential utility in art and as a tangible interface for studying social networks.

Aside from using the Pushpin platform as it exists now, there are a couple key improvements

that could be made. First, all the communications modules could stand to be redesigned

and new ones built, such as low-power, near-field radio. This might include offloading all

low-level communication processing to an additional processor, as originally suggested by

the Paintable Computing specification. (Cygnal’s new 300 series family of processors might

be suitable for this). Second, the operating system should be broken up into two parts –

a minimal kernel to manage very low-level functions and an updateable virtual machine

to execute mobile bytecode. The advantages of this proposed fission include a less error-

prone operating system, a more compact process fragment code size and correspondingly

less need for bandwidth, and a more easily updated operating system. Third, as implied by

switching to a virtual machine, an interpreted language should be developed (or an existing

language should be modified) that is specifically suited for the primitives most important to

distributed sensor networks. Even with the aid of the system functions provided by Bertha

and a relatively high-level language like ANSI C, it is apparent after programming only

a few process fragments that a higher level language would benefit the Pushpin endeavor

greatly. Some work along these lines has been initiated by Seetharamakrishnan [14] and

other work may yet exist, but even starting from a clean slate would be worthwhile as long

as the goals and constraints of such a language were clearly set out ahead of time.

Finally, moving beyond the Pushpin platform laid out here and on to specialized ASICs

(application-specific integrated circuits) is necessary to shrink down to smaller scales while

increasing the overall computational and sensory capabilities of each node. The power

and communication engineering challenges presented by this prospect are immense to be

sure, but hardly insurmountable. Indeed, the first steps down this path have been taken –

85



recently secured NSF funding will support another two years of continued research [56]. If

all goes well, it may not be long before artificial sensate skins with their own self-organizing

‘nervous system’ become a reality.
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Chapter 6

Conclusions

“Remember; no matter where you go, there you are.”

Buckaroo Banzai quoting Confucius

This work is motivated by ideas concerning self-organization, massively distributed sensor

networks, and how the two might complement one another. The result is Pushpin Com-

puting – a hardware and software platform designed for quickly prototyping and testing

distributed sensor networks by employing a programming model based explicitly on algo-

rithmic self-assembly.

At the hardware level, Pushpin Computing consists of an ensemble of approximately 100

identical Pushpins and a layered laminate plane to provide power. Every effort has been

made to strike a balance between maintaining an expandable and general design and con-

forming to a host of constraints, such as small physical footprint, to ensure usability. Various

power, communication, and sensor/actuator modules have been developed for use with the

main processing module. Furthermore, developing other modules conforming to the Pushpin

specification is relatively straightforward.

The Pushpin software model revolves around the concept of a process fragment, conform-

ing closely to the specification laid out in Paintable Computing. The underlying operating
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system enabling process fragment operation, Bertha, handles everything from low-level

communication and memory management to high-level process fragment execution schedul-

ing and system calls. A first-generation integrated development environment (IDE) allows

users to quickly author, compile, and upload process fragments, as well as adjust system

parameters and collect debug information in real time.

A number of simple applications (embodied as process fragments) demonstrate how to use

the Pushpin platform as a whole, and hint at several application domains and research areas

where Pushpins might be of use. Initial performance feedback culled from these applications

indicate that the system performs as designed, with the exception of what are expected to

be minor bugs. These real-world results also suggest design points to be considered in future

work in distributed sensor networks, both actual and simulated.

We do not yet understand how current or future sensor technology and what can be called

algorithmic self-assembly will merge to form distributed sensor networks. Although, the

Pushpin Computing platform is a potentially valuable research tool for designing and test-

ing distributed sensor networks, there is much work to be done. Some of what lies ahead

follows directly from and will build upon this work – design improvements, smaller and

more integrated nodes, tuning of the operating system to fit run-time constraints, and more

proof-of-concept applications all fall into this category. Other work presents significant en-

gineering challenges that will require major breakthroughs to overcome – novel short-range,

‘contactless’ communication links between neighboring nodes and power generation/harvest-

ing are the obvious challenges of this type. Finally, many fundamental theoretical concerns

loom unanswered – agreeing upon a useful definition and theory of self-organization and

determining the class of algorithms addressable by algorithmic self-assembly are only two

of many such concerns.

In essence, the path toward realizing the full potential of distributed sensor networks is that

of transforming the way we currently compute, sense, and change the world into the way

the world itself computes, senses, and changes – distributedly and emergently. As usual,

this path promises to be as interesting as the goal.

88



Appendix A

Circuit Layout and Schematic

Diagrams

This appendix provides both the circuit layout and schematic diagrams for each of the

Pushpin modules described in §2.3. All layout diagrams are of the same relative scale,

except for the RS232 Communication Module and Power Module layout diagrams, which

are at 3
8 the scale as all the others.
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A.1 Power Module

Figure A-1: Power Module – top board (top) and bottom board (bottom).
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A.2 IR Communication Module

Figure A-2: IR Communication Module – top layer (upper left), mirrored bottom layer
(upper right), and both layers.
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Figure A-3: IR Communication Module circuit diagram.
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A.3 Capacitive Coupling Communication Module

Figure A-4: Capacitive Coupling Communication Module – top layer (upper left), mirrored
bottom layer (upper right), and both layers.
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Figure A-5: Capacitive Coupling Communication Module circuit diagram.
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A.4 RS232 Communication Module

Figure A-6: RS232 Communication Module – top layer (upper left), mirrored bottom layer
(upper right), and both layers.
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Figure A-7: RS232 Communication Module circuit diagram.
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A.5 Processing Module

Figure A-8: Processing Module – top layer (upper left), mirrored bottom layer (upper
right), and both layers.
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Figure A-9: Processing Module circuit diagram.
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A.6 JTAG Programming Module

Figure A-10: JTAG Expansion Module – top layer (upper left), mirrored bottom layer
(upper right), and both layers.
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Figure A-11: JTAG Programming Module circuit diagram.
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A.7 Prototyping Module

Figure A-12: Prototyping Expansion Module – top layer (upper left), mirrored bottom layer
(upper right), and both layers.
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Figure A-13: Prototyping Module circuit diagram.
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A.8 Light Sensing Module

Figure A-14: Light Sensing Expansion Module – top layer (upper left), mirrored bottom
layer (upper right), and both layers.
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Appendix B

Bertha System Calls

The following functions are provided by Bertha to all resident process fragments. These

functions may be used when authoring a PFrag from within the Pushpin IDE.

void delay(unsigned int)

A blocking function that simply waits an amount of time roughly proportional to the value

of the argument.

void die(void)

Indicates to Bertha that the current PFrag is ready to be removed. Bertha will shortly

thereafter remove the PFrag’s code, state, and BBS posts.

void flashLDRLED(unsigned char, unsigned int, unsigned int)

A blocking function that flashes the LED given by the first argument located on the LDR

expansion module a number of times equal to the second argument at an interval given by

the third argument.

void flashLED(unsigned int, unsigned int)

A blocking function that flashes the LED located on the processing module a number of

times equal to the first argument at an interval given by the second argument.

105



unsigned int getADCValue(unsigned char)

Returns a 16-bit value read from the analog-to-digital converter channel passed as an ar-

gument. Values 0-8 are valid channels. Channel 8 is the internal temperature sensor. Only

the least significant 10 bits of the 16-bit return value are valid.

unsigned char getBBSPost(BBSPostID, unsigned int, unsigned char data *)

Copies a number of bytes less than or equal to the second argument from the BBS post

indicated by the first argument to the location given by the third argument. The first

argument is the PFrag-specified ID of the post to be copied. Returns 0 if the post does not

exist, 1 otherwise.

unsigned char getBBSPostCount(void)

Returns the total number posts currently contained in the BBS.

unsigned char getNeighborCount(void)

Returns the total number of neighbors.

unsigned char getNthBBSPost(unsigned char, unsigned int, unsigned char data

*)

Copies a number of bytes less than or equal to the second argument from the BBS post

indicated by the first argument to the location given by the third argument. The first

argument is the numerical ordering in the BBS (e.g. first, second, third) of the post to be

copied. Returns 0 if the post does not exist, 1 otherwise.

PushpinLocalID getNthNeighborID(PushpinLocalID)

Returns the local ID of the neighbor designated by the argument.
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unsigned char getNthPostFromMthSynopsis(unsigned char, PushpinLocalID,

unsigned char data *)

Copies the post designated by the first argument from the synopsis designated in the second

argument to the location designated in the third argument. Returns 0 if the post does not

exist, 1 otherwise. The number of bytes copied is the lesser of the number of bytes in

the post to be copied and the listed size obtained when the third argument is cast as a

BBSPost. The first argument indicates the numerical ordering in the synopsis (e.g. first,

second, third) of the post to be copied. The second argument indicates the numerical

ordering in the Neighborhood Watch of the synopsis to be copied from.

unsigned char getNthPostFromSynopsis(unsigned char, PushpinLocalID,

unsigned char data *)

Copies the post designated by the first argument from the synopsis designated in the second

argument to the location designated in the third argument. Returns 0 if the post does not

exist, 1 otherwise. The number of bytes copied is the lesser of the number of bytes in

the post to be copied and the listed size obtained when the third argument is cast as a

BBSPost. The first argument indicates the numerical ordering in the synopsis (e.g. first,

second, third) of the post to be copied. The second argument is the neighborhood ID of

the Pushpin from which the desired synopsis originated.

unsigned char getNthSynopsisPostCount(PushpinLocalID)

Returns the total number of posts in the synopsis designated by the argument. Returns 0

if the synopsis does not exist.

PFragUID getPFragUID(void)

Returns the compiler-generated 16-bit unique identifier for this PFrag.
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unsigned char getPostFromMthSynopsis(BBSPostID, PushpinLocalID, unsigned

char data *)

Copies the post designated by the first argument from the synopsis designated in the second

argument to the location designated in the third argument. Returns 0 if the post does not

exist, 1 otherwise. The number of bytes copied is the lesser of the number of bytes in the

post to be copied and the listed size obtained when the third argument is cast as a BBSPost.

The first argument is the PFrag-specified ID of the of the post to be copied. The first post

found matching this ID is the one copied. The second argument indicates the numerical

ordering (e.g. first, second, third) in the Neighborhood Watch of the synopsis to be copied

from.

unsigned char getPostFromSynopsis(BBSPostID, PushpinLocalID, unsigned char

data *)

Copies the post designated by the first argument from the synopsis designated in the second

argument to the location designated in the third argument. Returns 0 if the post does not

exist, 1 otherwise. The number of bytes copied is the lesser of the number of bytes in the

post to be copied and the listed size obtained when the third argument is cast as a BBSPost.

The first argument is the PFrag-specified ID of the of the post to be copied. The first post

found matching this ID is the one copied. The second argument is the neighborhood ID of

the Pushpin from which the desired synopsis originated.

unsigned char getSynopsisPostCount(PushpinLocalID)

Returns the total number of posts in the synopsis belonging to the neighbor corresponding

to the argument. Returns 0 if the neighbor does not exist.

unsigned char isStateReplicated(void)

Returns 1 if the current PFrag’s initial state was transferred from another Pushpin, 0

otherwise.
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unsigned char postToBBS(BBSPostID, unsigned int, unsigned char data *)

This function writes a single post to the BBS. The post is rejected if it is larger than the

BBS can accommodate. The first argument is the post ID assigned to the post. The second

argument is the number of bytes of content to be posted. The third argument is a pointer to

the beginning of the message to be posted, which is assumed to be of the length indicated

by the second argument. Returns 1 if the post was successfully written to the BBS, 0

otherwise.

unsigned int random(void)

A wrapper for the rand() function provided by stdlib.h. Returns a pseudo-random number

between 0 and 32767 (215 − 1). PFrags shouldn’t call rand() directly because of seed

initialization issues.

unsigned char removeAllPosts(void)

Removes all the BBS posts associated with the current PFrag.

unsigned char removePost(BBSPostID)

This function deletes a single post from the BBS. The first post in the BBS with an ID

matching the argument and originally posted by the active PFrag is removed. Returns 1 if

the post was successfully removed, 0 otherwise.

void setLEDIntensity(unsigned char, unsigned char)

When the Pushpin is equipped with the LDR expansion module, this function sets the duty

cycle of the pulse width modulator corresponding to the LED given by the first argument

(RED1, RED2, AMBER1, YELLOW1, GREEN1), based on the value of the second argu-

ment. The minimum duty cycle is 0xFF (OFF), ramping up linearly to a maximum duty

cycle corresponding of 0x00 (ON).

unsigned char transfer(PushpinLocalID)

Initiates a transfer to the Pushpin indicated by the argument. Returns 1 if transfer was suc-

cessfully initiated, 0 otherwise. Note that a successful transfer initiation does not guarantee

a successful transfer.
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Appendix C

Process Fragment Source Code

The following listings present process fragment source code as it would appear in the Push-

pin IDE, with the exception of the Shape Recognition source code, which is the source code

for a PFrag run on the Paintable Computing simulator.
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i
f

(
c

<
n
u
m

b
e
r
O

fC
o
lo

r
s
)
{

s
t
a
t
e

.
c
o
l
o
r

=
c
;

} e
l
s
e

{
s
t
a
t
e

.
c
o
l
o
r

=
n
u
m

b
e
r
O

fC
o
lo

r
s

−
1
;

} s
e
t
L

E
D

I
n
t
e
n
s
it

y
(
s
t
a
t
e

.
c
o
l
o
r

,
0

x
0
0

)
;

/
∗ ∗

A
d
d

a
r
e
t
u
r
n

s
t
a
t
e
m

e
n
t

t
o

a
v
o
i
d

a
c
o
m

p
i
le
−

t
i
m

e
e
r
r
o
r

.
∗
/
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}

r
e
t
u
r
n

;

u
n
s
ig

n
e
d

i
n
t

i
n

s
t
a

l
l
(
u
n
s
ig

n
e
d

i
n
t

a
r
g
0

,
u
n
s
ig

n
e
d

i
n
t

a
r
g
1

)
{

u
n
s
ig

n
e
d

c
h
a
r

c
u
r
r
e
n
t
N

e
ig

h
b
o
r
;

u
n
s
ig

n
e
d

c
h
a
r

n
u
m

b
e
r
O

fN
e
ig

h
b
o
r
s
;

u
n
s
ig

n
e
d

c
h
a
r

c
u
r
r
e
n
t
P

o
s
t
;

u
n
s
ig

n
e
d

c
h
a
r

n
u
m

b
e
r
O

fP
o
s
t
s
;

B
B

S
P

o
s
t

p
o
s
t
;

/
∗ ∗

C
h
e
c
k

f
o
r

o
t
h
e
r

G
r
a
d

P
F

r
a
g
s
.

D
e
le

t
e

t
h
i
s

P
F
r
a
g

i
f

i
t

i
s

n
o
t

∗
t
h
e

f
i
r
s
t

i
n
s
t
a
n
c
e

o
f

a
G

r
a
d

P
F
r
a
g

o
n

t
h
i
s

P
u
s
h
p
in

.
∗
/

n
u
m

b
e
r
O

fP
o
s
t
s

=
g
e
t
B

B
S
P

o
s
t
C

o
u
n
t
(
)
;

f
o
r

(
c
u
r
r
e
n
t
P

o
s
t

=
1
;

c
u
r
r
e
n
t
P

o
s
t

<
=

n
u
m

b
e
r
O

fP
o
s
t
s
;

c
u
r
r
e
n
t
P

o
s
t
+

+
)
{

i
f

(
g
e
t
N

t
h
B

B
S
P

o
s
t
(
c
u
r
r
e
n
t
P

o
s
t

,
s
i
z
e
o
f
(
B

B
S
P

o
s
t
)
,

(
u
n
s
ig

n
e
d

c
h
a
r

d
a
t
a

∗
)

&
p
o
s
t
)
)
{

i
f

(
p
o
s
t
.
u
id

=
=

g
e
t
P

F
r
a
g
U

I
D

(
)
)
{

r
e
t
u
r
n

d
e
i
n

s
t
a
l
l
(
0

,
0
)
;

}
}

} /
∗ ∗

I
n

i
t
i
a

l
i
z
e

s
t
a
t
e

v
a
r
i
a
b
l
e
s

.
∗
/

s
t
a
t
e

.
w

a
it

=
d
e
f
a
u
lt

W
a
it

;
s
t
a
t
e

.
h
o
p
s

=
0
;

/
∗ ∗

D
e
t
e
r
m

in
e

t
h
e

n
u
m

b
e
r

o
f

h
o
p
s

t
h
i
s

P
u
s
h
p
in

i
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o
m

t
h
e

o
r
i
g
i
n

.
∗
/

n
u
m

b
e
r
O

fN
e
ig

h
b
o
r
s

=
g
e
t
N

e
ig

h
b
o
r
C

o
u
n
t
(
)
;

f
o
r

(
c
u
r
r
e
n
t
N

e
ig

h
b
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r

=
1
;

c
u
r
r
e
n
t
N

e
ig

h
b
o
r

<
=

n
u
m

b
e
r
O

fN
e
ig

h
b
o
r
s
;

c
u
r
r
e
n
t
N

e
ig

h
b
o
r
+

+
)
{

n
u
m

b
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r
O

fP
o
s
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s

=
g
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N

t
h
S
y
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o
p
s
is

P
o
s
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u
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c
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r
e
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N

e
ig
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r

)
;

f
o
r

(
c
u
r
r
e
n
t
P

o
s
t

=
1
;

c
u
r
r
e
n
t
P

o
s
t

<
=

n
u
m

b
e
r
O

fP
o
s
t
s
;

c
u
r
r
e
n
t
P

o
s
t
+

+
)
{

p
o
s
t
.
s
i
z
e

=
s
i
z
e
o
f
(
B

B
S
P

o
s
t
)
;

i
f

(
g
e
t
N

t
h
P

o
s
t
F

r
o
m

M
t
h
S
y
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o
p
s
is

(
c
u
r
r
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P

o
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t

,
c
u
r
r
e
n
t
N

e
ig

h
b
o
r

,
(
u
n
s
ig

n
e
d

c
h
a
r

d
a
t
a

∗
)

&
p
o
s
t
)
)
{

i
f

(
p
o
s
t
.
u
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=
=

g
e
t
P

F
r
a
g
U

I
D

(
)
)
{

s
t
a
t
e

.
h
o
p
s

=
0

x
f
f
;

b
r
e
a
k

;
}

}
} i
f

(
s
t
a
t
e

.
h
o
p
s
)
{

b
r
e
a
k

;

}
} /
∗ ∗

U
p
d
a
t
e
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h
e

L
E
D

s
a
n
d

B
B
S

p
o
s
t
i
n
g

l
i
s
t
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n

g
d
i
s
t
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n
c
e

fr
o
m

o
r
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.
∗
/

r
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m

o
v
e
P

o
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t
(
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o
p
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I
D

)
;

p
o
s
t
.
m

e
s
s
a
g
e

[
0
]

=
s
t
a
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e

.
h
o
p
s
;

p
o
s
t
T

o
B

B
S

(
h
o
p
s
I
D

,
s
i
z
e
o
f
(
u
n
s
ig

n
e
d

c
h
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,
p
o
s
t
.
m

e
s
s
a
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e

)
;

s
e
t
C

o
l
o
r
(
s
t
a
t
e

.
h
o
p
s
)
;

/
∗ ∗

A
d
d
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r
e
t
u
r
n

s
t
a
t
e
m

e
n
t

u
s
i
n
g

t
h
e

p
a
s
s
e
d

a
r
g
u
m

e
n
t
s
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o

a
v
o
i
d

a
∗

c
o
m

p
i
le
−

t
i
m

e
e
r
r
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.
∗
/

r
e
t
u
r
n

a
r
g
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+
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r
g
1

;
} u
n
s
ig

n
e
d

i
n
t

d
e
i
n

s
t
a
l
l
(
u
n
s
ig

n
e
d

i
n
t

a
r
g
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,
u
n
s
ig

n
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d

i
n
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r
g
1

)
{

/
∗ ∗

T
u
r
n

o
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a
l
l

L
E
D

s
b
e
f
o
r
e

d
e
l
e
t
i
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n

.
∗
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s
e
t
L

E
D
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n
t
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n
s
it

y
(
R
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F
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)
;

s
e
t
L

E
D

I
n
t
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n
s
it

y
(
R
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,
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)
;

s
e
t
L

E
D

I
n
t
e
n
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it

y
(
A
M

B
E
R
1
,
0
x
F
F

)
;

s
e
t
L

E
D

I
n
t
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n
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it

y
(
Y
E
L
L
O

W
1
,
0
x
F
F

)
;

s
e
t
L

E
D

I
n
t
e
n
s
it

y
(
G

R
E
E
N
1
,
0
x
F
F

)
;

d
i
e

(
)
;

/
∗ ∗

A
d
d

a
r
e
t
u
r
n

s
t
a
t
e
m

e
n
t

u
s
i
n
g

t
h
e

p
a
s
s
e
d

a
r
g
u
m

e
n
t
s

t
o

a
v
o
i
d

a
∗

c
o
m

p
i
le
−

t
i
m

e
e
r
r
o
r

.
∗
/

r
e
t
u
r
n

a
r
g
0

+
a
r
g
1

;
}
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R
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e
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N
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:
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.
c

∗
A

u
t
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o
r
:

J
o
s
h

L
i
f
t
o
n

∗
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t

M
o
d
i
f
i
e
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:
1
5
J
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N
2
0
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2

∗
S
u
m

m
a
r
y
:

D
i
v
i
d
e
s
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n

e
n
s
e
m

b
le

o
f

P
u
s
h
p
i
n
s

e
q
u
i
p
p
e
d

w
i
t
h

∗
l
i
g
h
t

s
e
n
s
o
r
s

i
n
t
o

t
h
o
s
e
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n

t
h
e

d
a
r
k

,
t
h
o
s
e

i
n

t
h
e
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i
g
h
t

∗
a
n
d
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h
o
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e

o
n
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h
e
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r
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s
i
d
e

o
f

t
h
e
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o
r
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e
r

b
e
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.

∗
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v
o
id
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e
t
C

o
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r
(
u
n
s
ig

n
e
d

c
h
a
r

)
;

t
y
p
e
d
e
f

s
t
r
u
c
t

P
r
o
c
e
s
s
F

r
a
g
m

e
n
t
S
t
a
t
e

{
u
n
s
ig

n
e
d

c
h
a
r

b
r
i
g
h

t
n

e
s
s

;
u
n
s
ig

n
e
d

i
n
t

b
a
s
e
l
i
n

e
;

}
P

F
r
a
g
S
t
a
t
e

;

#
d
e
f
i
n
e

D
A
R
K

0
#

d
e
f
i
n
e

L
IG

H
T

1

#
d
e
f
i
n
e

B
R
IG

H
T
N

E
S
S

0
x
3
8

u
n
s
ig

n
e
d

i
n
t

u
p
d
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t
e
(
u
n
s
ig

n
e
d

i
n
t
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r
g
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,
u
n
s
ig

n
e
d

i
n
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a
r
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1

)
{

/
∗ ∗

V
a
r
i
a
b
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s
l
o
c
a
l
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o

t
h
i
s

f
u
n
c
t
i
o
n

.
∗
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B
B

S
P

o
s
t

p
o
s
t
;

u
n
s
ig

n
e
d

c
h
a
r

o
n
B

o
r
d
e
r
;

u
n
s
ig

n
e
d

c
h
a
r

is
P

o
p
u
la

t
e
d

;
u
n
s
ig

n
e
d

c
h
a
r

c
u
r
r
e
n
t
N

e
ig

h
b
o
r
;

u
n
s
ig

n
e
d

c
h
a
r

n
u
m

b
e
r
O

fN
e
ig

h
b
o
r
s
;

u
n
s
ig

n
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d

c
h
a
r

c
u
r
r
e
n
t
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o
s
t
;

u
n
s
ig

n
e
d

c
h
a
r

n
u
m

b
e
r
O

fP
o
s
t
s
;

/
∗ ∗

C
h
a
n
g
e

t
h
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5
−

L
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D

d
i
s
p
l
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e
f
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c
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i
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h
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d
i
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.
∗
/

i
f

(
g
e
t
A

D
C

V
a
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e
(
1
)

>
s
t
a
t
e

.
b

a
s
e
l
i
n

e
)
{

s
t
a
t
e

.
b

r
i
g
h

t
n

e
s
s

=
L
IG

H
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;
s
e
t
L

E
D

I
n
t
e
n
s
it

y
(
R

E
D
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,

0
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;

} e
l
s
e
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.
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r
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s
e
t
L

E
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I
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t
e
n
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;
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U
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b
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.
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r
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(
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;

p
o
s
t
.
m

e
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e
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=
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.
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r
i
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n
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;
p
o
s
t
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o
B
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(
B
R
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s
i
z
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(
u
n
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ig

n
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c
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,
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o
s
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e
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;
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A
t
t
e
m

p
t

t
o

i
n

f
e
c
t
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h
e

f
i
r
s
t

u
n
i
n
f
e
c
t
e
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e
i
g
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u
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.
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b
r
i
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b
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i
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t
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s
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p
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r
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b
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b
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=
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e
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=
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=
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;
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;

c
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c
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b
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;

c
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;

c
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;
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{
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=
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{
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;
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=
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=
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;
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}
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b
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}
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=
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n
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;
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E
E
N
1
,

0
x
F
F

)
;

} /
∗ ∗

A
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d
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r
e
t
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r
n

s
t
a
t
e
m

e
n
t

u
s
i
n
g

t
h
e

p
a
s
s
e
d

a
r
g
u
m

e
n
t
s
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o
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o
i
d
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∗
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m

p
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t
i
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r
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.
∗
/

r
e
t
u
r
n
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r
g
0

+
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r
g
1

;
} u
n
s
ig

n
e
d

i
n
t

i
n

s
t
a

l
l
(
u
n
s
ig

n
e
d

i
n
t

a
r
g
0

,
u
n
s
ig

n
e
d

i
n
t
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r
g
1

)
{

/
∗ ∗

C
a
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b
r
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e

t
h
e

l
i
g
h
t

s
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n
s
o
r
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o

c
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r
r
e
n
t
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i
g
h
t
i
n

g
c
o
n
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i
t
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.
∗
/
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t
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D
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V
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(
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;

d
e
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y
(
0
x
F
F
F
F

)
;

s
t
a
t
e

.
b

a
s
e
l
i
n

e
=
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t
A

D
C

V
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lu

e
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;

s
t
a
t
e

.
b

r
i
g
h

t
n

e
s
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=
s
t
a
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e

.
b

a
s
e
l
i
n

e
;

s
e
t
L

E
D

I
n
t
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n
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it

y
(
A
M

B
E
R
1
,

0
x
0
0

)
;

/
∗ ∗

A
d
d

a
r
e
t
u
r
n

s
t
a
t
e
m

e
n
t

u
s
i
n
g

t
h
e

p
a
s
s
e
d

a
r
g
u
m

e
n
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o
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d
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∗
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p
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.
∗
/

r
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t
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n
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+
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1

;
}

116



u
n
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i
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d
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n

s
t
a
l
l
(
u
n
s
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n
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d

i
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t
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g
0

,
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n
s
ig

n
e
d

i
n
t
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1

)
{

/
∗

∗
T
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r
n

o
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f

a
l
l

e
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m
e
n
t
s

o
f
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e

L
E
D

d
i
s
p
l
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.
∗
/
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e
t
L

E
D

I
n
t
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n
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it
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(
R
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D

1
,
0
x
F
F

)
;

s
e
t
L

E
D

I
n
t
e
n
s
it

y
(
R

E
D

2
,
0
x
F
F

)
;

s
e
t
L

E
D

I
n
t
e
n
s
it

y
(
A
M

B
E
R
1
,
0
x
F
F

)
;

s
e
t
L

E
D

I
n
t
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n
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y
(
Y
E
L
L
O

W
1
,
0
x
F
F

)
;

s
e
t
L

E
D

I
n
t
e
n
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it

y
(
G

R
E
E
N
1
,
0
x
F
F

)
;

/
∗ ∗

A
d
d
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r
e
t
u
r
n

s
t
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t
e
m

e
n
t

u
s
i
n
g

t
h
e

p
a
s
s
e
d
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r
g
u
m

e
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s
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o
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∗
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p
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.
∗
/

r
e
t
u
r
n
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0

+
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g
1

;
}
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p
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u
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i
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:
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o
p
i
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e
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c
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p
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i
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i
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b
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c
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c
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.

T
h
e

∗
n
u
m

b
e
r
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f

c
o
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n
e
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s

i
n
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e

e
n
s
e
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b
le
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s
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l
l
i
e
d

t
o
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e
t
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m
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n
e

t
h
e

∗
s
h
a
p
e

o
f

t
h
e

l
i
g
h
t

p
a
t
t
e
r
n

−
−

c
i
r
c
l
e

,
s
q
u
a
r
e

,
o
r

t
r
i
a
n

g
l
e

.
∗
/

p
a
c
k
a
g
e

C
S
d
ir

;

im
p
o
r
t

j
a
v
a

.
i
o

.
S

e
r
i
a
l
i
z
a
b

l
e

;
im

p
o
r
t

S
im

u
la

t
o
r

.
∗

;

/
∗ ∗

P
a

t
t

e
r

n
R

e
c

C
S

B
i
l
l

B
u
t
e
r
a

∗
M

IT
M

e
d
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L
a
b

∗ ∗
C

la
s
s

d
e
f
i
n

i
t
i
o
n

f
o
r

a
p
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o
c
e
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s

f
r
a
g
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e
n
t

w
h
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h
e
n
t
e
r
s

t
h
e

∗
c
o
m

p
u
t
in

g
s
u
b
s
t
r
a
t
e

a
t

a
s
e
l
e
c
t
e
d

p
o
i
n
t

a
n
d

p
r
o
p
a
g
a
t
e
s

a
c
o
p
y

∗
o
f

i
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s
e
l
f

t
o

e
v
e
r
y

p
a
r
t
i
c
l
e

,
w

h
e
r
e

i
t

lo
o
k
s

f
o
r

p
o
s
t
s

fr
o
m

a
∗

b
i
n
a
r
y

s
e
n
s
o
r

.
I
n

p
a
r
t
i
c
l
e
s

w
h
e
r
e

t
h
e

s
e
n
s
o
r
s

a
r
e

o
n

,
t
h
i
s

∗
p
f
r
a
g

c
a
r
r
i
e
s

o
u
t

a
m

u
lt

i
−

s
t
a
g
e

a
lg

o
r
i
t
h
m

t
o

c
l
a
s
s
i
f
y

t
h
e

∗
c
o
n
t
i
n
u
o
u
s

r
e
g
i
o
n

a
s

a
s
q
u
a
r
e

,
a

t
r
i
a
n

g
l
e

o
r

a
c
i
r
c
l
e

.
∗ ∗

A
s
i
m

p
le

c
o
r
n
e
r

c
o
u
n
t
i
n
g

s
c
h
e
m

e
i
s

u
s
e
d

t
o

c
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i
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t
h
e

r
e
g
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n

∗
i
n
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e

t
h
r
e
e

s
h
a
p
e
s

.
E

a
c
h

p
f
r
a
g

e
s
t
i
m

a
t
e
s

t
h
e

∗
l
i
k
e
l
i
h
o
o
d

t
h
a
t

t
h
e

l
o
c
a
l

p
a
r
t
i
c
l
e
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s

a
c
o
r
n
e
r
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y
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m

p
u
t
in

g
t
h
e

∗
p
r
e
c
e
n
t
a
g
e

o
f

t
h
e

p
a
r
t
i
c
l
e

’
s

n
e
i
g
h
b
o
r
s

w
i
t
h

t
h
e
i
r

s
e
n
s
o
r
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∗
a
c
t
i
v
e

.
P

f
r
a
g
s

t
h
a
t

b
e
l
i
e
v
e

t
h
a
t

t
h
e
y

a
r
e

o
n
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o
r
n
e
r

∗
p
r
o
p
a
g
a
t
e

t
h
i
s

b
e
l
i
e
f
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e
n
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r
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t
h
e
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r
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o
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P
f
r
a
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s

u
s
e

t
h
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s

∗
r
a
d
i
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t
i
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g
i
n
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o
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o
u
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h
e
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b
e
r

o
f
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o
r
n
e
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h
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i
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∗
r
e
g
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w

h
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s
e
r
v
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a
s

a
d
i
s
c
r
i
m

i
n
a
n
t

f
u
n
c
t
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o
n
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o

c
l
a
s
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∗
r
e
g
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.
∗ ∗

O
n
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n
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,
t
h
e

f
i
r
s
t

t
a
s
k

i
s

p
r
o
p
a
g
a
t
e

a
c
o
p
y

o
f

i
t
s
e
l
f
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o

e
v
e
r
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∗
p
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c
l
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.
O

n
c
e

a
l
l

t
h
e

n
e
i
g
h
b
o
r
s
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r
e

i
n
f
e
c
t
e
d

,
i
t

c
h
e
c
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h
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∗
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c
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e
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b
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n
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.
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e
n
s
o
r
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r
e
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i
n
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”
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”
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h
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p
f
r
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u
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h
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i
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i
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r
e
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c
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e
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∗ ∗
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a
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c
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s
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i
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a
g
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a
b
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l
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p
o
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i
t
h

∗
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m
a
x
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u
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f
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i
n

t
e
g
e
r

w
o
r
d
s

(
a

4
w

o
r
d

h
e
a
d
e
r

+
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c
o
r
n
e
r
s
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∗ ∗
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0
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T
a
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S
h
a
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C
l
a
s
s
i
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i
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∗
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a
c
t
i
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f
l
a
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i
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f
l
a
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v
a
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e
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d
e
f
i
n
e
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i
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S
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r
n
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r

s
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(
i
n
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p
e
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c
e
n
t
a
g
e
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n
e
i
g
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t
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n

t
h
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∗
c
lo

s
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r
e
g
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[
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n
E

n
t
r
i
e
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(
i
n

t
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n
u
m

b
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r
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b
y
t
e

e
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r
i
e
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(
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∗ ∗
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r
n
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e
n
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s
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h
r
e
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o
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∗ ∗
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t
a
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r
n
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(
r
a
n
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c
t
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a
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b
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d
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n
c
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c
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c
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c
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e
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b
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c
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p
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e
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i
a
l
i
z
a
b

l
e

{

p
r
i
v
a
t
e

s
t
a
t
i
c

i
n
t
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P

o
r
t
I
D
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C

S
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.
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o
r
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I
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p

r
i
v
a
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t
a
t
i
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i
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p
a
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R

e
c
I
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a
t
R

e
c
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C
u
r
r
e
n
t
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r
t
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c
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c
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c
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c
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b
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i
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b
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i
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=
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c

=
(
i
n
t

)
p
o
s
t

[
b

a
s
e
O

f
f
s
e
t

+
1
]
;

i
n
t

s
c
o
r
e

=
(
i
n
t

)
p
o
s
t

[
b

a
s
e
O

f
f
s
e
t

+
2
]
;

i
f

(
(
I
D

t
a
g

!
=

(
i
n
t

)
lo

c
a
lT

a
g
I
D

)
&
&

(
I
D

t
a
g

>
=

0
.0

)
)
{

i
f

(
n
C

o
r
n
e
r
s

=
=

0
)
{

c
o
r
n
e
r
T

a
b
le

[
n
C

o
r
n
e
r
s
]
[
0
]

=
I
D

t
a
g

;
c
o
r
n
e
r
T

a
b
le

[
n
C

o
r
n
e
r
s
]
[
1
]

=
h
c
;

c
o
r
n
e
r
T

a
b
le

[
n
C

o
r
n
e
r
s
]
[
2
]

=
s
c
o
r
e

;
n
C

o
r
n
e
r
s
+

+
;
}

e
l
s
e

{
b
o
o
le

a
n

c
o
r
n
e
r
I
n
T

a
b
le

=
f
a
l
s
e

;
f
o
r

(
i
n
t

j
=

0
;

j
<

n
C

o
r
n
e
r
s
;

+
+

j
)
{

i
f

(
I
D

t
a
g

=
=

c
o
r
n
e
r
T

a
b
le

[
j
]
[
0

]
)

{
c
o
r
n
e
r
I
n
T

a
b
le

=
t
r
u
e

;
i
f

(
h
c

<
c
o
r
n
e
r
T

a
b
le

[
j
]
[
1

]
)

{
c
o
r
n
e
r
T

a
b
le

[
j
]
[
1
]

=
h
c
;

c
o
r
n
e
r
T

a
b
le

[
j
]
[
2
]

=
s
c
o
r
e

;
}

e
l
s
e

i
f

(
(
h
c

=
=

c
o
r
n
e
r
T

a
b
le

[
j
]
[
1
]
)

&
&

(
s
c
o
r
e

>
0
.
0
)
)

c
o
r
n
e
r
T

a
b
le

[
j
]
[
2
]

=
s
c
o
r
e

;
}
}

i
f

(
!
c
o
r
n
e
r
I
n
T

a
b
le

)
{
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i
f

(
n
C

o
r
n
e
r
s

<
(
m

a
x
C

o
r
n
e
r
s

−
1
)
)
{

c
o
r
n
e
r
T

a
b
le

[
n
C

o
r
n
e
r
s
]
[
0
]

=
(
d
o
u
b
le

)
I
D

t
a
g

;
c
o
r
n
e
r
T

a
b
le

[
n
C

o
r
n
e
r
s
]
[
1
]

=
(
d
o
u
b
le

)
h
c
;

c
o
r
n
e
r
T

a
b
le

[
n
C

o
r
n
e
r
s
]
[
2
]

=
(
d
o
u
b
le

)
s
c
o
r
e

;
n
C

o
r
n
e
r
s
+

+
;
}

e
l
s
e

S
y
s
t
e
m

.
e
r
r

.
p

r
i
n

t
l
n

(
”
C

S
d
ir

.
P

a
t
R

e
c
C

S
.
b
u
il

d
C

o
r
n
e
r
T

a
b
le

(
)
:

T
o
o

m
a
n
y

c
o
r
n

e
r
s

f
l
o
a
t
i
n

g
a
r
o
u
n
d
”

)
;
}
}
}

}
}

r
e
t
u
r
n

;
} /
/

C
o
m

p
a
r
e

t
h
e

l
o
c
a
l

p
o
s
t

a
g
a
i
n
s
t

t
h
e

c
o
n
t
e
n
t
s

o
f

t
h
e

c
o
r
n
e
r
T

a
b
le

/
/

R
e
t
u
r
n

a
”

r
e
p
o
s
t
”

/
”
n
o

r
e
p
o
s
t
”

d
e
c
i
s
i
o
n

.
/
/

T
h
is

f
u
n
c
t
i
o
n

i
s

a
t
w

o
s
t
a
g
e

p
r
o
c
e
s
s

.
I
n

t
h
e

f
i
r
s
t

s
t
a
g
e

,
/
/

e
v
e
r
y

c
o
r
n
e
r

e
n
t
r
y

i
n

t
h
e

l
o
c
a
l

p
o
s
t

i
s

c
o
m

p
a
r
e
d

a
g
a
i
n
s
t

t
h
e

/
/

c
o
n
t
e
n
t
s

o
f

t
h
e

c
o
r
n
e
r
T

a
b
le

.
I
f

n
e
c
e
s
s
a
r
y

,
t
h
e

l
o
c
a
l

c
o
r
n
e
r

/
/

i
n
f
o

i
s

u
p
d
a
t
e
d

.
I
n

t
h
e

s
e
c
o
n
d

s
t
a
g
e

,
a
l
l

t
h
o
s
e

e
n

t
r
i
e
s

i
n

/
/

t
h
e

c
o
r
n
e
r
T

a
b
le

t
h
a
t

a
r
e

n
o
t

a
lr

e
a
d
y

a
c
c
o
u
n
t
e
d

f
o
r

i
n

t
h
e

l
o
c
a
l

/
/

p
o
s
t

a
r
e

a
d
d
e
d

t
o

t
h
e

l
o
c
a
l

p
o
s
t
.

p
r
i
v
a
t
e

b
o
o
le

a
n

u
p
d
a
t
e
L

o
c
a
lP

o
s
t

(
i
n
t

n
e
w

S
c
o
r
e

)
{

b
o
o
le

a
n

r
e
p

o
s
t

=
f
a
l
s
e

;
i
f

(
c
f
P

o
s
t

[
2
]

!
=

n
e
w

S
c
o
r
e
)
{

c
f
P

o
s
t
[
2
]

=
n
e
w

S
c
o
r
e

;
r
e
p

o
s
t

=
t
r
u
e

;
}

i
f

(
a
d
d
L

o
c
a
lC

o
r
n
e
r

(
)
)

r
e
p

o
s
t

=
t
r
u
e

;

c
u
ll

D
e
a
d
L

o
c
a
lP

o
s
t
s

(
)
;

i
f

(
c
f
P

o
s
t

[
1
]

!
=

C
S
T

a
g
s
.
p
a
t
R

e
c
A

c
t
iv

e
I
D

)
{

c
f
P

o
s
t
[
1
]

=
C

S
T

a
g
s
.
p
a
t
R

e
c
A

c
t
iv

e
I
D

;
r
e
p

o
s
t

=
t
r
u
e

;
}

/
/

F
o
r

e
v
e
r
y

c
o
r
n
e
r

i
n

t
h
e
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o
c
a
l

p
o
s
t

,
c
o
m

p
a
r
e

i
t

a
g
a
i
n
s
t

t
h
e

/
/

c
o
r
n
e
r
T

a
b
le

a
n
d

u
p
d
a
t
e

i
t
s

s
t
a
t
e

.
c
l
e
a
r
C

o
r
n
e
r
T

a
b
l
e
F

l
a
g
s

(
)
;

i
f

(
c
f
P

o
s
t
[
3
]

>
0
.
0
)
{

d
o
u
b
le

[
]

c
o
r
n
e
r

=
n
e
w

d
o
u
b
le

[
3

]
;

f
o
r

(
i
n
t

i
=

0
;

i<
c
f
P

o
s
t
[3

];
+

+
i
)
{

i
n
t

b
a
s
e
O

f
f
s
e
t

=
4

+
(
i

∗
3
)
;

f
o
r

(
i
n
t

j
=

0
;

j
<

3
;
+

+
j
)

c
o
r
n
e
r
[
j
]

=
c
f
P

o
s
t

[
b

a
s
e
O

f
f
s
e
t

+
j
]
;

i
f

(
u
p
d
a
t
e
C

o
r
n
e
r

(
c
o
r
n
e
r
)
)
{

r
e
p

o
s
t

=
t
r
u
e

;
f
o
r

(
i
n
t

j
=

0
;

j
<

3
;
+

+
j
)

c
f
P

o
s
t

[
b

a
s
e
O

f
f
s
e
t

+
j
]

=
c
o
r
n
e
r
[
j
]
;
}
}
}

c
u
ll

D
e
a
d
L

o
c
a
lP

o
s
t
s

(
)
;

i
f

(
n
C

o
r
n
e
r
s

>
0
)
{

f
o
r

(
i
n
t

i
=

0
;

i<
n
C

o
r
n
e
r
s
;

+
+

i
)

/
/

c
o
r
n
e
r

i
s

u
n
a
c
c
o
u
n
t
e
d

f
o
r

i
f

(
c
o
r
n
e
r
T

a
b
le

[
i
]
[
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=
=

0
.
0
)

/
/

c
o
r
n
e
r

i
s
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o
t

t
a
g
g
e
d
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r
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i
l
l

(
m

a
r
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e
d

/
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w
i
t
h
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n
e
g
a
t
i
v
e

s
c
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r
e
)

i
f

(
c
o
r
n
e
r
T

a
b
le

[
i
]
[
2
]

>
=

0
.
0
)
{

i
f

(
c
f
P

o
s
t
[
3
]

<
(
d
o
u
b
le

)
m

a
x
C

o
r
n
e
r
s
)
{

i
n
t

b
a
s
e
O

f
f
s
e
t

=
4

+
(
(
i
n
t
)
c
f
P

o
s
t

[
3

]
∗

3
)
;

c
f
P

o
s
t

[
b

a
s
e
O

f
f
s
e
t
]

=
c
o
r
n
e
r
T

a
b
le

[
i
]
[
0

]
;

c
f
P

o
s
t

[
b

a
s
e
O

f
f
s
e
t
+

1
]

=
c
o
r
n
e
r
T

a
b
le

[
i
]
[
1
]

+
1
;

c
f
P

o
s
t

[
b

a
s
e
O

f
f
s
e
t
+

2
]

=
c
o
r
n
e
r
T

a
b
le

[
i
]
[
2

]
;

c
f
P

o
s
t
[
3
]

=
c
f
P

o
s
t

[
3
]

+
1
;

r
e
p

o
s
t

=
t
r
u
e

;
}

e
l
s
e

S
y
s
t
e
m

.
e
r
r

.
p

r
i
n

t
l
n

(
”
C

S
d
ir

.
P

a
t
R

e
c
C

S
.
u
p
d
a
t
e
L

o
c
a
lP

o
s
t
(
)
:

A
t
t
e
m

p
t
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o

a
p
p
e
n
d

t
o
o

m
a
n
y

c
o
r
n

e
r
s

t
o

l
o
c
a
l

p
o
s
t
”

)
;
}
}

r
e
t
u
r
n

(
r
e
p

o
s
t

)
;

} /
/

u
p

d
a

t
e

C
o

r
n

e
r

/
/

C
o
m

p
a
r
e

a
s
i
n

g
l
e

i
n
p
u
t

c
o
r
n
e
r

t
o

t
h
e

c
o
r
n
e
r
s
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o
m

t
h
e

/
/
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o
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n
e
r
T

a
b
le

,
a
n
d

i
f

n
e
c
e
s
s
a
r
y

u
p
d
a
t
e

t
h
e
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r
n
e
r

’
s
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t
a
t
e

.
I
f

/
/

t
h
e

i
n
p
u
t

c
o
r
n
e
r

i
s

a
l
o
c
a
l

c
o
r
n
e
r

(
a

c
o
r
n
e
r

c
e
n
t
e
r
e
d
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t

/
/

t
h
i
s
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r
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i
c
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d
o
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o
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h
i
n
g

,
b
e
c
a
u
s
e

t
h
e

l
o
c
a
l

c
o
r
n
e
r

i
s

/
/

t
r
e
a
t
e
d

i
n

t
h
e

p
r
e
v
i
o
u
s
l
y

c
a
l
l
e
d

f
u
n
c
t
i
o
n

a
d
d
L

o
c
a
lC

o
r
n
e
r
(
)
.

/
/

/
/

T
h
is

w
a
s

o
n
c
e
−

u
p
o
n
−

a
−

t
im

e
,

a
v
e
r
y

s
i
m

p
le

r
o
u
t
i
n
e

.
B

u
t

t
h
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I
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/
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e
c
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d
e
d
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o

a
d
d
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l
i
t
y

f
o
r

a
c
o
r
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p
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i
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o
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b
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o
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t
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g

/
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n
e
g
a
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s
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r
e
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.

A
s

a
s
p
a
c
e

s
a
v
i
n
g

m
e
a
s
u
r
e

I
i
n

s
i
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t
e
d
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n

/
/
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o
n
t
i
n
u
e
d

u
s
e
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h
e
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n
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r
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b
le

.
A

n
d
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h
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a
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r
e
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i
r
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d
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e
lc

o
m

e
e
x
e
r
c
i
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o
g
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/
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r
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n
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r
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i
v
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n
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p
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t
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h
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p
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a
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b
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i
b
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n
p
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r
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d
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b
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f
o
r
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e
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t
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r
n
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b
le

(
n
o
t
h
i
n
g

fo
u
n
d

,
n
o

s
o
u
r
c
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i
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r
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u
n
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.
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h
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r
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a
b
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r
d
s
:

/
/

/
/
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t
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i
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=
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=

=
=
=
=
=
=
=
=
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n
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r
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r
e
m

o
v
e

/
/
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c
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/
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”
u
n
m

a
r
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u
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/

(
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u
n

l
i
k
e
l
y

s
t
a
t
e

)
/
/
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/
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c
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i
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c
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/
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e
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p
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.
I
f

t
h
e
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p
r
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a
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p
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o
v
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o
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I
w

i
l
l
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s
q
u
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/
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b
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p
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b
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c
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b
le

I
D

t
a
g

=
c
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b
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b
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c
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c
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c
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=
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{
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b
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c
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b
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b
le

[
c

]
[
1

]
)

s
o
u
r
c
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b
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.
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b
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/
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b
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c
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b
e

a
/
/

r
e
s
e
r
v
e
d

w
o
r
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b
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r
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p
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b
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c
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c
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u
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c
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=
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u
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c
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c
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{

i
f

(
c
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r
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c
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r
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=
t
r
u
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.
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r
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u
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=
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.
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u
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;
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/
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c
a
lC

o
r
n
e
r

a
r
r
a
y

,
c
h
e
c
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c
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c
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c
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i
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c
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c
o
r
e

i
n

t
h
e

lo
c
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c
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b
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b
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c
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p
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c
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i
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c
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/
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/
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{
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=
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c

∗
3
)
;

i
f

(
c
f
P

o
s
t
[
k

]
>

0
.
0
)
{

c
f
P

o
s
t
[
k

]
=

−
1
.
0

∗
c
f
P

o
s
t
[
k

]
;

r
e
p

o
s
t

=
t
r
u
e

;
}
}

e
l
s
e

i
f

(
m

a
r
k

)
{

i
n
t

c
=

c
o
r
n
e
r
I
n
d
e
x

;
i
n
t

k
=

4
+

(
c

∗
3
)
;

i
f

(
c
f
P

o
s
t
[
k
+

2
]

>
0
.0

)
{

c
f
P

o
s
t
[
k
+

2
]

=
−

1
.0

∗
c
f
P

o
s
t
[
k
+

2
];

r
e
p

o
s
t

=
t
r
u
e

;
}
}
}

r
e
t
u
r
n

(
r
e
p

o
s
t

)
;

} p
r
i
v
a
t
e

v
o
id

c
l
e
a
r
C

o
r
n
e
r
T

a
b
l
e
F

l
a
g
s

(
)

{
f
o
r

(
i
n
t

i
=

0
;

i<
m

a
x
C

o
r
n
e
r
s
;

+
+

i
)

/
/

m
a
r
k

t
h
e

c
o
r
n
e
r

a
s

”
u
n
a
c
c
o
u
n
t
e
d

f
o
r
”

c
o
r
n
e
r
T

a
b
le

[
i
]
[
3

]
=

0
.
0

;
r
e
t
u
r
n

;
} /
/

”
D

e
a
d
”

c
o
r
n
e
r
s

a
r
e

m
a
r
k
e
d

b
y

a
n
e
g
a
t
i
v
e

ID
n
u
m

b
e
r
.

F
in

d
t
h
e
s
e

/
/

a
n
d

r
e
m

o
v
e

th
e
m

fr
o
m

t
h
e

l
o
c
a
l

p
o
s
t
.

p
r
i
v
a
t
e

v
o
id

c
u
ll

D
e
a
d
L

o
c
a
lP

o
s
t
s

(
)

{
i
f

(
c
f
P

o
s
t
[
3
]

>
0
.
0
)
{

b
o
o
le

a
n

r
e
w

r
i
t
e

=
f
a
l
s
e

;
f
o
r

(
i
n
t

i
=

0
;

i<
c
f
P

o
s
t
[3

];
+

+
i
)

{
i
f

(
c
f
P

o
s
t

[
4

+
(

i
∗

3
)
]

<
0
.
0
)

r
e
w

r
i
t
e

=
t
r
u
e

;
i
f

(
r
e
w

r
i
t
e

)
{

i
f

(
i

<
(
i
n
t
)
c
f
P

o
s
t
[3

]
−

1
)
{

f
o
r

(
i
n
t

j=
i
;

j
<

(
(
i
n
t
)
c
f
P

o
s
t
[3

]
−

1
)
;

+
+

j
)
{

i
n
t

k
=

4
+

(
j

∗
3
)
;

i
n
t

l
=

k
+

3
;

f
o
r

(
i
n
t

m
=

0
;

m
<

3
;
+

+
m

,
+

+
k
,

+
+

l
)

c
f
P

o
s
t
[
k

]
=

c
f
P

o
s
t
[
l
]
;
}
}

c
f
P

o
s
t
[
3
]

=
c
f
P

o
s
t
[
3
]

−
1
.
0
;

/
/

o
v
e
r
w

r
i
t
e

t
h
e

l
a
s
t

v
a
c
a
t
e
d

c
o
r
n
e
r

w
i
t
h

z
e
r
o
s

i
n
t

k
=

(
i
n
t

)
c
f
P

o
s
t

[
3

]
;

i
n
t

l
=

4
+

(
k

∗
3
)
;

c
f
P

o
s
t
[
l
]

=
0
.
0
;

c
f
P

o
s
t
[
l
+

1
]

=
0
.
0
;

c
f
P

o
s
t
[
l
+

2
]

=
0
.
0
;
}
}
}

r
e
t
u
r
n

;
}

}
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Appendix D

Bertha OS Source Code

The following listings present the various source code components comprising the Bertha

operating system.
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D
.1

P
ri

m
a
ry

H
e
a
d
e
r

F
il
e

/
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗

∗
B

e
r
t
h
a

.
h

∗
t
a
r
g
e
t
:

P
u
s
h
p
in

V
3

∗ ∗
J
o
s
h

L
i
f
t
o
n

∗
li

f
t
o
n
@

m
e
d
i
a

.
m

it
.
e
d
u

∗
M

IT
M

e
d
ia

L
a
b

∗
C

o
p
y
r
i
g
h
t

2
0
0
2

a
l
l

r
i
g
h
t
s

r
e
s
e
r
v
e
d

.
∗ ∗

L
a
s
t

m
o
d
i
f
i
e
d

0
7
M

A
R
2
0
0
2

b
y

l
i
f
t
o
n

.
∗ ∗

T
h
is

f
i
l
e

d
e
f
i
n

e
s

t
h
e

m
e
m

o
r
y

la
y
o
u
t

f
o
r

t
h
e

B
e
r
t
h
a

o
p
e
r
a
t
i
n
g

∗
s
y
s
t
e
m

a
s

im
p
le

m
e
n
t
e
d

o
n

t
h
e

C
y
g
n
a
l

C
8
0
5
1
F
0
1
6

m
i
c
r
o
p
r
o
c
e
s
s
o
r
.

∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
/

/
∗ ∗

E
n
u
m

e
r
a
t
io

n
s

u
s
e
d

t
h
r
o
u
g
h
o
u
t

t
h
e

o
p
e
r
a
t
i
n
g

s
y
s
t
e
m

.
∗
/

e
n
u
m

p
a
c
k
e
t
T

y
p
e
s
{

B
E
R
T
H
A
M

E
S
S
A
G

E
,

N
W

M
E
S
S
A
G
E
,

P
F
R
A
G

M
E
S
S
A
G

E
,

P
F
R
A
G

S
T
A
T
E
M

E
S
S
A
G

E
,

R
A
N
D
O
M

S
E
E
D
M

E
S
S
A
G
E

}
;

e
n
u
m

B
e
r
t
h
a
M

e
s
s
a
g
e
C

o
d
e
s
{

E
R
A
S
E
A
L
L
P
F
R
A
G

S
,

E
R
A
S
E
P
F
R
A
G

,
E
R
A
S
E
R
A
N
D
O
M

S
E
E
D

,
T
E
M

P
N
E
IG

H
B
O

R
ID

,
ID

V
E
T
O

,
S
E
T
T
IM

E
S
C
A

L
E

}
;

e
n
u
m

s
e
r
i
a
l
S

t
a
t
e
s

{
D

IS
A

B
L
E
D

,
ID

L
E

,
S
C
A
N
N
IN

G
,

S
E
N
D

IN
G

T
O

A
D

D
R
E
S
S
,

R
E
C
E
IV

IN
G

H
E
A
D

E
R

,
R
E
C
E
IV

IN
G

C
O

N
T
E
N
T

,
IG

N
O

R
IN

G
C
O

N
T
E
N
T

,
S
E
N
D
IN

G
H
E
A
D
E
R

,
S
E
N
D
IN

G
C
O

N
T
E
N
T

,
P
A
C
K

E
T
R
E
C
E
IV

E
D

,
P
A
C
K

E
T
S
E
N
T

,
S
T

A
S
IS

}
;

e
n
u
m

c
o
m

m
M

o
d
e
s
{

D
E
F
A
U
L
T

=
1
,

R
S
2
3
2
=

1
,

F
O
U
R
W

A
Y
IR

/
/

R
S
2
3
2

i
s

t
h
e

d
e
f
a
u
l
t

m
o
d
e
.

}
;

e
n
u
m

Q
u
e
u
e
P

a
c
k
e
t
R

e
t
u
r
n
C

o
d
e
s
{

P
A
C
K
E
T
N
O
T
Q
U
E
U
E
D

,
P
A
C
K
E
T
Q
U
E
U
E
D

,
P
A
C
K

E
T
T
R
A
N
S
M

IT
T
IN

G
}
;

e
n
u
m

L
E

D
c
o
lo

r
s
{

R
E
D

1
,

R
E
D

2
,

A
M

B
E
R
1
,

Y
E
L
L
O

W
1
,

G
R
E
E
N
1

}
;

/
∗ ∗

C
o
n
s
t
a
n
t
s

a
n
d

d
e
f
i
n

i
t
i
o
n

s
s
p
e
c
i
f
i
c

t
o

t
h
e

m
i
c
r
o
p
r
o
c
e
s
s
o
r

∗
h
a
r
d
w

a
r
e

.
E

i
t
h
e
r

8
0
5
1
−

s
p
e
c
i
f
i
c

o
r

C
8
0
5
1
F
0
1
6
−

s
p
e
c
i
f
i
c

.
∗
/

#
d
e
f
i
n
e

N
U
M

B
E
R
O
F
A
D
C
C
H
A
N
N
E
L
S

9
/
∗

T
e
m

p
s
e
n
s
o
r

+
8

p
i
n
n
e
d

o
u
t
.

∗
/

#
d
e
f
i
n
e

C
O
M

M
A
D
C
C
H
A
N
N
E
L

0
/
∗

A
D
C

c
h
a
n
n
e
l

o
n

c
o
m

m
m

o
d
u
le

.
∗
/

#
d
e
f
i
n
e

IR
A
D
C
T
H
R
E
S
H
O

L
D

0
x
0
2
0
0

/
∗

A
D
C

v
a
lu

e
f
o
r

w
h
ic

h
I
R

d
e
t
e
c
t
e
d

.
∗
/

#
d
e
f
i
n
e

X
d
a
t
a
S
iz

e
2
0
4
8

/
∗

2
K

b
y
t
e
s

e
x
t
e
r
n

a
l

m
e
m

o
r
y

(
R
A
M

)
.

∗
/

#
d
e
f
i
n
e

F
la

s
h
P

a
g
e
S
iz

e
5
1
2

/
∗

M
in

im
u
m

f
l
a
s
h

m
e
m

o
r
y

e
r
a
s
e

s
i
z
e

.
∗
/

#
d
e
f
i
n
e

E
r
a
s
e
d
P

F
r
a
g
C

h
a
r

0
x

f
f

/
∗

E
r
a
s
e
d

f
l
a
s
h

o
v
e
r
w

r
i
t
e

c
h
a
r
a
c
t
e
r

.
∗
/

t
y
p
e
d
e
f

u
n
s
ig

n
e
d

c
h
a
r

D
a
t
a
A

d
d
r
e
s
s
;

/
∗

2
5
6

b
y
t
e
s

.
∗
/

t
y
p
e
d
e
f

u
n
s
ig

n
e
d

c
h
a
r

I
d
a
t
a
A

d
d
r
e
s
s

;
/
∗

2
5
6

b
y
t
e
s

.
∗
/

t
y
p
e
d
e
f

u
n
s
ig

n
e
d

i
n
t

X
d
a
t
a
A

d
d
r
e
s
s
;

/
∗

2
0
4
8

b
y
t
e
s

.
∗
/

t
y
p
e
d
e
f

u
n
s
ig

n
e
d

i
n
t

C
o
d
e
A

d
d
r
e
s
s
;

/
∗

3
2

K
b
y
t
e
s
.

∗
/

t
y
p
e
d
e
f

u
n
s
ig

n
e
d

c
h
a
r

R
e
s
e
r
v
e
d
M

e
m

o
r
y
A

r
e
a

;
/
∗

S
m

a
ll

e
s
t

m
e
m

o
r
y

u
n
i
t
.

∗
/

t
y
p
e
d
e
f

u
n
io

n
A

d
d
r
e
s
s
a
b
le

L
o
n
g

{
/
∗

U
t
i
l
i
t
y

d
a
t
a

t
y
p
e

.
∗
/

u
n
s
ig

n
e
d

lo
n
g

L
o
n
g

;
/
∗

A
c
c
e
s
s

a
s

a
s
i
n

g
l
e

u
n
s
i
g
n
e
d

lo
n
g

.
∗
/

u
n
s
ig

n
e
d

i
n
t

I
n
t

[
2

]
;

/
∗

A
c
c
e
s
s

a
s

i
n

d
i
v
i
d
u
a
l

u
n
s
i
g
n
e
d

i
n

t
e
g
e
r
s

.
∗
/

u
n
s
ig

n
e
d

c
h
a
r

C
h
a
r
[
4

]
;
/
∗

A
c
c
e
s
s

a
s

i
n

d
i
v
i
d
u
a
l

u
n
s
i
g
n
e
d

b
y
t
e
s

.
∗
/

}
A

d
d
r
e
s
s
a
b
le

L
o
n
g

;
t
y
p
e
d
e
f

u
n
io

n
A

d
d
r
e
s
s
a
b
l
e
I
n
t

{
/
∗

U
t
i
l
i
t
y

d
a
t
a

t
y
p
e

.
∗
/

u
n
s
ig

n
e
d

i
n
t

I
n
t

;
/
∗

A
c
c
e
s
s

a
s

i
n

d
i
v
i
d
u
a
l

u
n
s
i
g
n
e
d

i
n

t
e
g
e
r
s

.
∗
/

u
n
s
ig

n
e
d

c
h
a
r

C
h
a
r
[
2

]
;
/
∗

A
c
c
e
s
s

a
s

i
n

d
i
v
i
d
u
a
l

u
n
s
i
g
n
e
d

b
y
t
e
s

.
∗
/

}
A

d
d
r
e
s
s
a
b
l
e
I
n
t
;

/
∗ ∗

T
im

in
g

c
o
n
s
t
a
n
t
s

.
D

e
t
e
r
m

in
e
d

i
n

l
a
r
g
e

p
a
r
t

b
y

t
h
e

b
a
n
d
w

i
d
t
h

∗
a
v
a
i
l
a
b
l
e

f
o
r

c
o
m

m
u
n
ic

a
t
io

n
,

9
2
1
6
0

b
a
u
d

,
w

h
ic

h
t
r
a
n

s
l
a
t
e
s

t
o

∗
a
p
p
r
o
x
i
m

a
t
e
ly

4
6
0
0

b
y
t
e
s
/
s
e
c
o
n
d

f
o
r

t
h
e

4
−

w
a
y

I
R

c
o
m

m
u
n
ic

a
t
io

n
∗

m
o
d
u
le

.
T

h
e

l
a
r
g
e
s
t

p
o
s
s
i
b
l
e

P
F
r
a
g

a
n
d

a
s
s
o
c
i
a
t
e
d

P
F

r
a
g
S
t
a
t
e

∗
i
s

a
p
p
r
o
x
i
m

a
t
e
ly

2
5
0
0

b
y
t
e
s

.
∗
/

#
d
e
f
i
n
e

O
N
E
S
E
C
O
N
D

1
8
4
3
3
1
8

#
d
e
f
i
n
e

O
N
E
M

IL
L
IS

E
C
O

N
D

1
8
4
4

#
d
e
f
i
n
e

D
E
L
A
Y
T
IM

E
0
x
F
F
F
F

#
d
e
f
i
n
e

m
in

I
D

V
e
t
o
W

a
it

T
im

e
(
(
u
n
s
ig

n
e
d

lo
n
g

)
3

∗
(
u
n
s
ig

n
e
d

lo
n
g

)
\

t
i
m

e
S
c
a
l
e

∗
(
u
n
s
ig

n
e
d

lo
n
g

)
D
E
L
A
Y
T
IM

E
)

#
d
e
f
i
n
e

m
in

N
e
ig

h
b
o
r
h
o
o
d
B

u
il

d
T

im
e

0
x
F
F
F
F

#
d
e
f
i
n
e

D
E
F
A
U
L
T
T
IM

E
S
C
A
L
E

3
0

#
d
e
f
i
n
e

N
E
IG

H
B
O

R
T
IM

E
O

U
T

(
5

∗
t
i
m

e
S
c
a
l
e

∗
D
E
L
A
Y
T
IM

E
)

#
d
e
f
i
n
e

B
e
r
t
h
a
M

e
s
s
a
g
e
S
iz

e
1
0

/
∗

M
in

im
u
m

o
f

1
0

b
y
t
e
s

.
∗
/

#
d
e
f
i
n
e

B
e
r
t
h
a
B

B
S
P

o
s
t
S
iz

e
B

e
r
t
h
a
M

e
s
s
a
g
e
S
iz

e
#

d
e
f
i
n
e

m
a
x
N

u
m

b
e
r
O

fP
F
r
a
g
s

1
/
/

m
e
m

e
:

j
u
s
t

t
e
s
t
i
n

g
.

/
/
#

d
e
f
i
n
e

m
a
x
N

u
m

b
e
r
O

fP
F
r
a
g
s

9
/
∗

B
a
s
e
d

o
n

2
K

b
y
t
e
s
/
P

F
r
a
g
∗
/

#
d
e
f
i
n
e

m
a
x
P

F
r
a
g
S
iz

e
2
0
4
8

/
∗

A
p
f
r
a
g

’
s

c
o
d
e

i
s

s
t
o
r
e
d

i
n

o
n
e

2
K

b
y
t
e

s
e
c
t
o
r
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S
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a
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]
;

e
x
t
e
r
n
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e
s
e
r
v
e
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M

e
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o
r
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A

r
e
a
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d
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;

e
x
t
e
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n

P
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r
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e

∗
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F
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g
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b
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;
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t
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n
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a
c
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x
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a
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e
c
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c
k
e
t
;

e
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t
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a
c
k
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c
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c
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t
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n
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;
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t
e
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s
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p
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o
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c
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t
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u
n
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n
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d

c
h
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x
d
a
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B
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r
t
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]
;
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t
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n
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n
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c
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b
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]
;
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t
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n
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n
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d
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x
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a
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S
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e
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x
t
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u
n
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x
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u
t
A

la
r
m

;
e
x
t
e
r
n

c
o
n
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u
n
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n
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d

c
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o
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C
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b
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;

e
x
t
e
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n
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o
n
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u
n
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c
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b
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T
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;
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n
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2
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;
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e
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r
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p
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.
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p
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∗ ∗
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i
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b
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o
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c
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i
n
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r
u
c
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p
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e
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e
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N
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b
e
r
O

fS
y
s
t
e
m

F
u
n
c
t
io

n
s

2
5
6

/
∗

H
o
o
k

i
n
t
o

s
y
s
t
e
m

c
a
l
l
s

f
o
r

p
r
o
c
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#
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i
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b
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d
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s
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e
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l
l
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D
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{
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p
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I
D
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l
l
I
D
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e
i
n
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t
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l
l
I
D

}
;

e
n
u
m

B
e
r
t
h
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{
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e
S
t
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m
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T
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p
I
D

}
;
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p
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.
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p
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i
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p
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c
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c
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c
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c
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c
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c
e
n

s
e
d

∗
p
r
o
f
e
s
s
i
o
n

a
l
s

.
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
/

/
∗
∗
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P
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p
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c
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c
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p
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8
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I
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p
o
r
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s
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h
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h
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F
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−

c
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p
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p
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o
m

e
o
f

t
h
e

p
o
r
t

I
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O

p
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e
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e
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e
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o
p
e
r
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b
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o
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e
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e
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t

s
p
e
c
i
f
i
c
a
l
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y
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u
p
p
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r
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s
e
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d
d
e
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r
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w
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u
c
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n
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r
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c
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c
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s
.
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∗
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∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
/

/
∗ ∗
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.

∗
/

s
b

i
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t
x
P

in
=

P
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ˆ
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;

/
/

T
r
a
n
s
m

it
p
i
n
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o
r

U
A
R
T

.
s
b

i
t

r
x
P

in
=

P
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ˆ
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;

/
/

R
e
c
e
i
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e

p
i
n
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o
r

U
A
R
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.
s
b

i
t

g
p
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0
P

in
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P
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ˆ
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;

/
/

G
e
n
e
r
a
l

p
u
r
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o
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e

I
/
O

p
i
n

o
n
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n
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o
r
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c
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r
.
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i
t
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in
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ˆ
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;
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r
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l
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r
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p
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n

o
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r
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c
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r
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t
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p
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in
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ˆ
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;

/
/

G
e
n
e
r
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e
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p
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r
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c
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p
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ˆ
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;
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p
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p
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ˆ
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;
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p
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p
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b
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;

P
F

r
a
g
L

o
c
a
lI

D
x
d
a
t
a

S
t
a
t
e
I
n
W

a
it

in
g
I
D

=
N

o
M

o
r
e
P

F
r
a
g
s
;

u
n
s
ig

n
e
d

c
h
a
r

x
d
a
t
a

B
e
r
t
h
a
M

e
s
s
a
g
e

[
B

e
r
t
h
a
M

e
s
s
a
g
e
S
iz

e
]

=
{

0
x
f
f

,
0

x
f
f

,
0

x
f
f

,
0

x
f
f

,
0

x
f
f

,
0

x
f
f

,
0

x
f
f

,
0

x
f
f

,
0

x
f
f

,
0

x
f
f

}
;

u
n
s
ig

n
e
d

c
h
a
r

x
d
a
t
a

P
F

r
a
g
S
t
a
t
u
s
[
m

a
x
N

u
m

b
e
r
O

fP
F
r
a
g
s
]
;

u
n
s
ig

n
e
d

i
n
t

x
d
a
t
a

t
im

e
S
c
a
l
e

=
D
E
F
A
U
L
T
T
IM

E
S
C
A
L
E

;
u
n
s
ig

n
e
d

lo
n
g

x
d
a
t
a

n
e
ig

h
b
o
r
T

im
e
o
u
t
A

la
r
m

;

v
o
id

m
a
in

(
v
o
id

)
{

/
∗ ∗

L
o
c
a
l

v
a
r
i
a
b
l
e
s

u
s
e
d

o
n
ly

f
o
r

t
h
e

m
a
in

lo
o
p

c
a
n

r
e
s
i
d
e

i
n

∗
t
h
e

d
a
t
a

m
e
m

o
r
y

s
p
a
c
e

o
n
ly

i
f

t
h
e
y

a
r
e

u
s
e
d

o
u
t
s
i
d
e

o
f

∗
P

F
r
a
g

e
x
e
c
u
t
i
o
n

.
∗
/

/
/

m
e
m

e
:

u
n
s
i
g
n
e
d

c
h
a
r

d
a
t
a

B
e
r
t
h
a
B

B
S
P

o
s
t
[
B

e
r
t
h
a
B

B
S
P

o
s
t
S
iz

e
]
;

u
n
s
ig

n
e
d

i
n
t

d
a
t
a

w
a
it

T
im

e
;

/
∗ ∗

I
n

i
t
i
a
l
i
z
a
t
i
o
n

.
∗
/

i
n

i
t
i
a
l
i
z
e
H

a
r
d

w
a
r
e

(
)
;

s
e
t
R

a
n
d
o
m

S
e
e
d

(
∗
(
(
u
n
s
ig

n
e
d

i
n
t

c
o
d
e

∗
)

R
a
n
d
o
m

S
e
e
d
A

d
d
r
e
s
s
)
)
;

e
n

a
b

l
e
G

l
o
b

a
l
I
n

t
e
r
r
u

p
t
s

(
)
;

s
t
a
r
t
R

e
a
lT

im
e
C

lo
c
k

(
)
;

e
n
a
b
le

L
D

R
M

o
d
u
le

(
)
;

se
tC

o
m

m
M

o
d
e
(
)
;

n
e
ig

h
b
o
r
T

im
e
o
u
t
A

la
r
m

=
2
∗N

E
IG

H
B
O

R
T
IM

E
O

U
T

;
/
∗ ∗

I
n
d
i
c
a
t
e

o
n
−

b
o
a
r
d

i
n

i
t
i
a
l
i
z
a
t
i
o
n

c
o
m

p
le

t
e

.
∗
/

fl
a
s
h
L

E
D

(
c
o
m

m
M

o
d
e
,
0
x
F
F
F
F

)
;

i
n

i
t
i
a
l
i
z
e
B

B
S

(
)
;

i
n

i
t
i
a
l
i
z
e
P

F
r
a
g
s

(
)
;

b
u
il

d
N

e
ig

h
b
o
r
h
o
o
d

(
)
;

w
h
il

e
(
!
is

N
e
ig

h
b
o
r
h
o
o
d
I
D

V
a
li

d
(
)
)
{

g
e
n
e
r
a
t
e
N

e
ig

h
b
o
r
h
o
o
d
I
D

(
)
;

} /
∗
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∗
/ ∗

I
n
d
i
c
a
t
e

n
e
t
w

o
r
k

i
n

i
t
i
a
l
i
z
a
t
i
o
n

c
o
m

p
le

t
e

.

fl
a
s
h
L

E
D

(
5

,
3
5
0
0
0
)
;

/
∗

C
o
n
t
r
o
l

lo
o
p

.
∗
/

w
h
il

e
(
1
)
{

/
∗ ∗

I
n
d
i
c
a
t
e

t
h
i
s

P
u
s
h
p
in

i
s

s
t
i
l
l

a
l
i
v
e

.
∗
/

fl
a
s
h
L

E
D

(
1

,0
x
3
F
F
F

)
;

/
∗ ∗

U
p
d
a
t
e

o
r

i
n

s
t
a

l
l

a
n
d

p
o
s
s
i
b
l
y

d
e
l
e
t
e

e
a
c
h

P
F
r
a
g

,
s
t
a
r
t
i
n

g
w

i
t
h

∗
t
h
e

f
i
r
s
t

.
A

s
s
u
m

e
s

e
a
c
h

in
c
o
m

in
g

P
F
r
a
g

i
s

a
u
t
o
m

a
t
i
c
a
ll

y
∗

a
l
l
o
c
a
t
e
d

a
P

F
r
a
g
S
t
a
t
e

.
T

h
e
n

p
e
r
f
o
r
m

h
o
u
s
e
k
e
e
p
i
n
g

f
o
r

t
h
e

N
W

∗
a
n
d

c
o
m

m
u
n
ic

a
t
io

n
s
y
s
t
e
m

.
∗
/

d
is

a
b
le

C
o
m

m
u
n
ic

a
t
io

n
(
)
;

/
/

m
e
m

e
:

L
i
n
k
e
d
L

i
s
t

k
lu

d
g
e

.
f
o
r

(
c
u
r
r
e
n
t
P

F
r
a
g
I
D

=
0
;

c
u
r
r
e
n
t
P

F
r
a
g
I
D

<
m

a
x
N

u
m

b
e
r
O

fP
F
r
a
g
s
;

c
u
r
r
e
n
t
P

F
r
a
g
I
D

+
+

)
{

i
f

(
is

P
F

r
a
g

(
c
u
r
r
e
n
t
P

F
r
a
g
I
D

)
&

&
!
is

P
F

r
a
g
I
n
T

r
a
n
s
it

(
c
u
r
r
e
n
t
P

F
r
a
g
I
D

)
)
{

v
a
li

d
a
t
e
P

F
r
a
g

(
c
u
r
r
e
n
t
P

F
r
a
g
I
D

)
;

i
f

(
is

P
F

r
a
g
V

a
li

d
(
c
u
r
r
e
n
t
P

F
r
a
g
I
D

)
)
{

i
f

(
i
s
P

F
r
a
g
I
n

s
t
a
l
l
e
d

(
c
u
r
r
e
n
t
P

F
r
a
g
I
D

)
)
{

c
a
ll

P
F

r
a
g

(
c
u
r
r
e
n
t
P

F
r
a
g
I
D

,
u
p
d
a
t
e
I
D

)
;

} e
l
s
e

{
c
a
ll

P
F

r
a
g

(
c
u
r
r
e
n
t
P

F
r
a
g
I
D

,
i
n

s
t
a
l
l
I
D

)
;

s
e
t
P

F
r
a
g
I
n

s
t
a
l
l
e
d

(
c
u
r
r
e
n
t
P

F
r
a
g
I
D

)
;

}
} e
l
s
e

{
s
e
t
P

F
r
a
g
R

e
m

o
v
e
R

e
a
d
y

(
c
u
r
r
e
n
t
P

F
r
a
g
I
D

)
;

}
} i
f

(
is

P
F

r
a
g
R

e
m

o
v
e
R

e
a
d
y

(
c
u
r
r
e
n
t
P

F
r
a
g
I
D

)
)
{

c
a
ll

P
F

r
a
g

(
c
u
r
r
e
n
t
P

F
r
a
g
I
D

,
d

e
i
n

s
t
a
l
l
I
D

)
;

r
e
m

o
v
e
P

F
r
a
g
(
c
u
r
r
e
n
t
P

F
r
a
g
I
D

)
;

} i
f

(
is

P
a
c
k
e
t
I
n
Q

u
e
u
e

(
)
)
{

a
t
t
e
m

p
t
T

o
S
e
n
d
P

a
c
k
e
t
(
)
;

}
} i
f

(
is

P
a
c
k
e
t
I
n
Q

u
e
u
e

(
)
)

{
/
/

e
n
a
b
le

C
o
m

m
u
n
ic

a
t
io

n
(
)
;

/
/

a
t
t
e
m

p
t
T

o
S
e
n
d
P

a
c
k
e
t
(
)
;

/
/

m
e
m

e
:

L
i
n
k
e
d
L

i
s
t

k
lu

d
g
e

.
}

/
/

e
l
s
e

{
/
/

e
n
a
b
le

C
o
m

m
u
n
ic

a
t
io

n
(
)
;

/
/

}
/
/

/
∗ ∗

M
a
k
e

s
y
s
t
e
m

p
o
s
t
s

t
o

t
h
e

B
B
S
.

∗
/

u
p
d
a
t
e
S
y
s
t
e
m

B
B

S
P

o
s
t
s
(
)
;

/
∗ ∗

P
e
r
fo

r
m

h
o
u
s
e
k
e
e
p
i
n
g

t
a
s
k
s

t
o

m
a
i
n
t
a
i
n

t
h
e

N
e
i
g
h
b
o
r
h
o
o
d

W
a
tc

h
.

∗
/

u
p
d
a
te

N
W

(
)
;

/
∗ ∗

D
o

n
o
t
h
i
n
g

f
o
r

a
r
a
n
d
o
m

,
b
u
t

m
in

im
u
m

a
m

o
u
n
t

o
f

t
i
m

e
.

∗
/

f
o
r

(
w

a
it

T
im

e
=

0
;

w
a
it

T
im

e
<

t
i
m

e
S
c
a
l
e

;
w

a
it

T
im

e
+

+
)
{

d
e
la

y
(
D
E
L
A
Y
T
IM

E
)
;

} d
e
la

y
(
r
a
n
d
o
m

(
)
)
;

/
∗ ∗

T
r
a
n
s
m

it
t
o

a
l
l

n
e
i
g
h
b
o
r
s

a
s
u
m

m
a
r
y

o
f

t
h
e

B
B
S
.

∗
/

b
r
o
a
d
c
a
s
t
S
y
n
o
p
s
i
s

(
)
;

}
}
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D
.9

P
F
ra

g
M

a
n
a
g
e
m

e
n
t

/
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗

∗
B

e
r
t
h
a
P

F
r
a
g
.
c

∗
t
a
r
g
e
t
:

P
u
s
h
p
in

V
3

∗ ∗
J
o
s
h

L
i
f
t
o
n

∗
li

f
t
o
n
@

m
e
d
i
a

.
m

it
.
e
d
u

∗
M

IT
M

e
d
ia

L
a
b

∗
C

o
p
y
r
i
g
h
t

2
0
0
2

a
l
l

r
i
g
h
t
s

r
e
s
e
r
v
e
d

.
∗ ∗

L
a
s
t

m
o
d
i
f
i
e
d

1
3
M

A
Y

2
0
0
2

b
y

l
i
f
t
o
n

.
∗ ∗

F
u
n
c
t
i
o
n
s

p
e
r
t
a
i
n
i
n
g

t
o

B
e
r
t
h
a

’
s

m
a
in

t
e
n
a
n
c
e

o
f

P
F

r
a
g
s
.

M
u
c
h

o
f

∗
t
h
i
s

m
a
in

t
e
n
a
n
c
e

i
s

c
a
r
r
i
e
d

o
u
t

t
h
r
o
u
g
h

m
a
n
i
p
u
la

t
i
o
n

o
f

t
h
e

∗
‘
b
i
t
F

l
a
g
s

’
d
a
t
a

h
e
ld

i
n

e
a
c
h

P
F

r
a
g
S
t
a
t
e

.
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
∗
/

#
in

c
lu

d
e

<
c
8
0
5
1
F

0
0
0

.
h
>

#
in

c
lu

d
e

<
P

u
s
h
p
in

H
a
r
d
w

a
r
e
V

3
.
h
>

#
in

c
lu

d
e

<
B

e
r
t
h
a

.
h
>

#
in

c
lu

d
e

<
B

e
r
t
h
a
P

F
r
a
g
S
h
a
r
e
d

.
h
>

#
in

c
lu

d
e

<
B

e
r
t
h
a
F

u
n
c
t
io

n
P

r
o
t
o
t
y
p
e
s
.
h
>

#
in

c
lu

d
e

<
B

e
r
t
h
a
G

lo
b
a
ls

.
h
>

/
∗ ∗

S
h
o
u
ld

b
e

c
a
l
l
e
d

a
f
t
e
r

a
r
e
s
e
t
.

C
h
e
c
k
s

f
l
a
s
h

f
o
r

v
a
l
i
d

p
r
o
c
e
s
s

∗
f
r
a
g
m

e
n
t
s

a
n
d

r
e
−

i
n

s
t
a

l
l
s

th
e
m

.
E

r
a
s
e
s

i
n

v
a
l
i
d

p
r
o
c
e
s
s

f
r
a
g
m

e
n
t
s
.

∗
/

v
o
id

i
n

i
t
i
a
l
i
z
e
P

F
r
a
g
s
(
v
o
id

)
{

X
d
a
t
a
A

d
d
r
e
s
s

x
d
a
t
a

in
d
e
x

;
f
o
r

(
in

d
e
x

=
0
;

in
d
e
x

<
m

a
x
P

F
r
a
g
S
t
a
t
e
T

a
b
le

S
iz

e
;

in
d
e
x
+

+
)
{

P
F

r
a
g
S
t
a
t
e
T

a
b
le

[
in

d
e
x

]
=

0
;

} f
o
r

(
in

d
e
x

=
0
;

in
d
e
x

<
m

a
x
N

u
m

b
e
r
O

fP
F
r
a
g
s
;

in
d
e
x
+

+
)
{

/
∗ ∗

C
le

a
r

a
l
l

s
t
a
t
u
s

f
l
a
g
s

a
n
d

c
h
e
c
k

f
o
r

v
a
l
i
d

P
F

r
a
g
s
.

∗
/

P
F

r
a
g
S
t
a
t
u
s
[
in

d
e
x

]
=

0
;

i
f

(
!
a
l
l
o
c
a
t
e
P

F
r
a
g
S

t
a
t
e

(
(
P

F
r
a
g
L

o
c
a
lI

D
)

in
d
e
x

,
1
)
)

{
s
e
t
P

F
r
a
g
R

e
m

o
v
e
R

e
a
d
y

(
(
P

F
r
a
g
L

o
c
a
lI

D
)

in
d
e
x

)
;

} i
f

(
is

P
F

r
a
g
V

a
li

d
(
(
P

F
r
a
g
L

o
c
a
lI

D
)

in
d
e
x

)
)
{

s
e
t
P

F
r
a
g

(
(
P

F
r
a
g
L

o
c
a
lI

D
)

in
d
e
x

)
;

}
}

} /
∗ ∗

A
l
l
o
c
a
t
e
s

a
n

e
n
t
r
y

o
f

t
h
e

a
p
p
r
o
p
r
i
a
t
e

s
i
z
e

i
n

t
h
e

P
F

r
a
g
S
t
a
t
e
T

a
b
le

∗
f
o
r

t
h
e

s
t
a
t
e

o
f

t
h
e

P
F
r
a
g

i
n

q
u
e
s
t
i
o
n

.
R

e
t
u
r
n
s

a
p
o
i
n
t
e
r

t
o

∗
t
h
a
t

s
t
a
t
e

.
I
f

t
h
e

r
e
t
u
r
n
e
d

p
o
i
n
t
e
r

i
s

n
u
ll

,
t
h
e

m
e
m

o
r
y

w
a
s

n
o
t

∗
s
u

c
c
e
s
s
f
u

l
l
y

a
l
l
o
c
a
t
e
d

.
∗
/

P
F

r
a
g
S
t
a
t
e

x
d
a
t
a

∗
a
l
l
o
c
a
t
e
P

F
r
a
g
S

t
a
t
e
(
P

F
r
a
g
L

o
c
a
lI

D
id

,
u
n
s
ig

n
e
d

c
h
a
r

is
N

e
w

)
r
e
e
n

t
r
a
n

t
{

P
F

r
a
g
S
t
a
t
e

x
d
a
t
a

∗
x
d
a
t
a

s
t
a
t
e
P

t
r

=
0
;

i
f

(
is

N
e
w

)
{

v
a
li

d
a
t
e
P

F
r
a
g

(
id

)
;

/
/

P
F

r
a
g
s

d
o
n

’
t

c
o
m

e
p
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i
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.
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(
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{
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P
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i
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;
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P
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r
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n
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e
n
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−
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S
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P
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b
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b
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;

}
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e

i
f

(
id

!
=
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i
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;
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P
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r
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c
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c
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b
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b
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;
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=
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;

} r
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∗ ∗

T
h
is

i
s

B
e
r
t
h
a

’
s

e
n
t
r
y

p
o
i
n
t

f
o
r

c
a
l
l
i
n

g
f
u
n
c
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c
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n
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c
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c
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c
t
i
o
n

i
s

c
a
l
l
e
d

a
n
d

1
i
s

r
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r
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.
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r
e
t
u
r
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.
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u
n
s
ig

n
e
d

c
h
a
r

c
a
ll

P
F

r
a
g

(
P
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c
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{
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p
f
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&
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p
f
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;
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{
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u
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c
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u
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i
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P
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f
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c
a
l
l
I
D

)
)
;
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;

}
} e
l
s
e

{
r
e
t
u
r
n

0
;
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j
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c
k
s

t
o

m
a
k
e

s
u
r
e

t
h
e

P
F
r
a
g

i
s
n

’
t

n
u
l
l

a
n
d

t
h
a
t

∗
i
t

p
a
s
s
e
s

i
t
s

c
h
e
c
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f
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l
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c
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b
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u
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P

F
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c
r
c

=
0
;

u
n
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b
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=
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−
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P
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−
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P
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>
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=
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c
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b
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c
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e
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;

c
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c
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[ c
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c
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b
le

[
c
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;

c
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b
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c
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b
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c
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=

(
(
(
u
n
s
ig

n
e
d

c
h
a
r

x
d
a
t
a

∗
)

&
(
(
∗
(
P

F
r
a
g
P
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−
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c
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P
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;
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c
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b
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c
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;
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c
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c
r
c

)
{

s
e
t
P

F
r
a
g
V

a
li

d
(
id

)
;

}
} e
l
s
e

{
c
le

a
r
P

F
r
a
g
V

a
li

d
(
id

)
;

}
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∗ ∗
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c
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b
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c
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c
i
a
t
e
d

w
i
t
h

t
h
a
t

P
F
r
a
g
.

∗
T

h
is

f
u
n
c
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b
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p
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b
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r
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c
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P
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;
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r
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n
t
(
(
L

is
t
E

le
m

e
n
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b
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b
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=
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P
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c
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P
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+
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{
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c
o
d
e

∗
)

c
o
d
e
P

t
r
)

!
=
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u
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;
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;
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i
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i
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p
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−

b
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i
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p
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c
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c
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u
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p
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p
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p
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c
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c
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p
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c
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c
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c
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p
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c
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p
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b
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i
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c
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b
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b
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r
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v
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r
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/
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F
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p
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d
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c
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d
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e
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c
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p
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p
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{
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b
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u
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/
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(
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=

S
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c
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c
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=
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p
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c
t
e
d

.

∗
/

i
f

(
(
(
n
e
ig

h
b
o
r
T

im
e
o
u
t
A

la
r
m

=
=
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b
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=
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b
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c
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h
b
o
r
P

t
r

=
(
N

e
ig

h
b
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e
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n
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{
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∗ ∗
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b
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p
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b
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;
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b
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e
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h
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h
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b
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e
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;
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b
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u
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;
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;
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;
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;
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;
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;
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;
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;
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;
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;
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;
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;
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;
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;
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;
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;
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;
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;
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s
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b
o
r

o
r

t
h
e

p
o
s
t

d
o
e
s

n
o
t

∗
e
x
i
s
t

,
1

o
t
h
e
r
w

i
s
e

.
∗
/

u
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p
s
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p
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P
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p
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{
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P
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{
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e
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=
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/
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−
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{
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−

s
i
z
e
o
f
(
R

e
s
e
r
v
e
d
M

e
m

o
r
y
A

r
e
a

)
;

} /
∗ ∗

C
o
p
y

fr
o
m

o
r
i
g
i
n

t
o

d
e
s
t
i
n

a
t
i
o
n

.
∗
/

w
h
il

e
(
le

n
g
t
h
−
−

)
{
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+
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;
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e
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;

}
} r
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;
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{
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;
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&
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=
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{
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t
)

&
N
W

,
m

a
x
N

W
S
iz

e
)
;

i
f

(
n
e
ig

h
b
o
r
P

t
r
)
{
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−
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=
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;
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R
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k

i
f

c
h
a
n
n
e
l

i
s

o
p
e
n

.
∗
/

i
f

(
s
e
r
i
a
l
S

t
a
t
e

!
=

S
C
A
N
N
IN

G
)
{

d
e
la

y
(
r
a
n
d
o
m

(
)
)
;

i
f

(
s
e
r
i
a
l
S

t
a
t
e

!
=

S
C
A
N
N
IN

G
)
{

r
e
t
u
r
n

0
;

}
} d

i
s
a
b

l
e
S

e
r
i
a
l
R

e
c
e
i
v
e

(
)
;

c
l
e
a
r
T

r
a
n

s
m

i
t
I
n

t
e
r
r
u

p
t
F

l
a
g

(
)
;

c
l
e
a
r
R

e
c
e
i
v
e
I
n

t
e
r
r
u

p
t
F

l
a
g

(
)
;

e
n

a
b

l
e
S

e
r
i
a
l
I
n

t
e
r
r
u

p
t
s

(
)
;

s
w

it
c
h

(
c
o
m

m
M

o
d
e
)
{

c
a
s
e

(
R

S
2
3
2

)
:

s
e
r
i
a
l
S

t
a
t
e

=
S
E
N
D
IN

G
H
E
A
D
E
R

;
c
u
r
r
e
n
t
B

y
t
e

=
1
;

S
B
U

F
=

t
r
a
n
s
m

it
P

a
c
k
e
t
.
t
o
A

d
d
r
e
s
s
;

r
e
t
u
r
n

1
;

b
r
e
a
k

;
c
a
s
e

(
F
O
U
R
W

A
Y
IR

)
:

s
e
r
i
a
l
S

t
a
t
e

=
S
E
N
D
IN

G
T
O

A
D
D
R
E
S
S
;

c
u
r
r
e
n
t
B

y
t
e

=
1
;

d
is

a
b
le

T
im

e
r
2

(
)
;

b
y
t
e
B

u
f
f
e
r

=
t
r
a
n
s
m

it
P

a
c
k
e
t
.
t
o
A

d
d
r
e
s
s
;

S
B
U

F
=

e
n
c
o
d
e
N

y
b
b
le

T
a
b
le

[
0
x
0
F

&
b
y
t
e
B

u
f
f
e
r

]
;

b
y
t
e
B

u
f
f
e
r

>
>

=
4
;

b
y
t
e
s
R

e
m

a
in

in
g

=
1
;

r
e
t
u
r
n

1
;

b
r
e
a
k

;
d
e
f
a
u
l
t

:
d
is

a
b
le

C
o
m

m
u
n
ic

a
t
io

n
(
)
;

e
n
a
b
le

C
o
m

m
u
n
ic

a
t
io

n
(
)
;

b
r
e
a
k

;
}

} r
e
t
u
r
n

0
;

} /
∗ ∗

T
h
is

f
u
n
c
t
i
o
n

i
s

c
a
l
l
e
d

o
n
c
e

a
c
o
m

p
le

t
e

p
a
c
k
e
t

h
a
s

b
e
e
n

r
e
c
e
i
v
e
d

.
∗

T
h
is

f
u
n
c
t
i
o
n

m
a
n
a
g
e
s

t
h
e

v
a
l
i
d
a
t
i
o
n

o
f

t
h
e

r
e
c
e
i
v
e
d

p
a
c
k
e
t

a
n
d

∗
p
a
s
s
e
s

t
h
e

c
o
n
t
e
n
t

o
n

t
o

a
p
p
r
o
p
r
i
a
t
e

h
a
n
d
le

r
s
.

∗
/

v
o
id

p
a
c
k
e
t
R

e
c
e
iv

e
d

(
v
o
id

)
{

P
F

r
a
g
L

o
c
a
lI

D
x
d
a
t
a

p
f
r
a
g
I
n
d
e
x

;
L

is
t
E

le
m

e
n
t

x
d
a
t
a

∗
x
d
a
t
a

e
le

m
e
n
t
P

t
r
;

d
is

a
b
le

T
im

e
r
2

(
)
;

/
/

D
o
n

’
t

w
a
n
t

t
o

t
i
m

e
o
u
t
.

i
f

(
is

B
u
il

d
in

g
N

e
ig

h
b
o
r
h
o
o
d

(
)
)
{

i
f

(
r
e
c
e
i
v
e
P

a
c
k
e
t
.C

R
C

=
=

te
m

p
C

R
C

)
{

a
d
d
N

e
ig

h
b
o
r
(
r
e
c
e
i
v
e
P

a
c
k
e
t
.
fr

o
m

A
d
d
r
e
s
s
)
;

a
d
d
N

e
ig

h
b
o
r
(
r
e
c
e
i
v
e
P

a
c
k
e
t
.
t
o
A

d
d
r
e
s
s
)
;

}
} e
l
s
e

i
f

(
r
e
c
e
i
v
e
P

a
c
k
e
t
.C

R
C

=
=

p
a
c
k
e
t
C

R
C

8
(&

r
e
c
e
i
v
e
P

a
c
k
e
t
)
)
{

s
w

it
c
h

(
r
e
c
e
i
v
e
P

a
c
k
e
t
.
p
a
c
k
e
t
T

y
p
e
)
{

c
a
s
e

B
E
R
T
H
A
M

E
S
S
A
G
E

:
p
r
o
c
e
s
s
B

e
r
t
h
a
M

e
s
s
a
g
e
(
r
e
c
e
i
v
e
P

a
c
k
e
t
.
fr

o
m

A
d
d
r
e
s
s
)
;

b
r
e
a
k

;
c
a
s
e

N
W

M
E
S
S
A
G
E

:
/
∗ ∗

C
h
a
n
g
e

t
h
e

n
u
l
l

s
y
n
o
p
s
i
s

a
t

t
h
e

e
n
d

o
f

t
h
e

l
i
s
t

∗
t
o

a
r
e
a
l

s
y
n
o
p
s
i
s

.
S
i
z
e

o
f

t
h
e

s
y
n
o
p
s
i
s

∗
i
n

c
lu

d
e
s

t
h
e

n
u
l
l

e
le

m
e
n
t

a
t

t
h
e

e
n
d

t
o

b
e

∗
a
d
d
e
d

s
h
o
r
t
l
y

.
∗
/

e
le

m
e
n
t
P

t
r

=
g
e
t
L

a
s
t
L

is
t
E

le
m

e
n
t
(
(
L

in
k
e
d
L

is
t
)

N
W

)
;

∗
e
le

m
e
n
t
P

t
r

=
r
e
c
e
i
v
e
P

a
c
k
e
t
.
c
o
n

t
e
n

t
S

i
z
e

+
s
i
z
e
o
f
(
N

e
ig

h
b
o
r
)
;

/
∗ ∗

A
s
s
i
g
n

t
h
e

n
e
w

s
y
n
o
p
s
i
s

t
o

t
h
e

n
e
i
g
h
b
o
r

fr
o
m

∗
w

h
e
n
c
e

i
t

c
a
m

e
.

∗
/

(
(
(
N

e
ig

h
b
o
r

x
d
a
t
a

∗
)

e
le

m
e
n
t
P

t
r
)
−

>
id

)
=

r
e
c
e
i
v
e
P

a
c
k
e
t
.
fr

o
m

A
d
d
r
e
s
s
;

/
∗ ∗

T
h
e

n
e
i
g
h
b
o
r

j
u
s
t

r
e
c
e
i
v
e
d

i
s

n
o
t

D
O
A

.
∗
/

c
le

a
r
N

e
ig

h
b
o
r
D

e
a
d

(
e
le

m
e
n
t
P

t
r
)
;

/
∗ ∗

C
a
p

t
h
e

e
n
d

o
f

t
h
e

N
W

w
i
t
h

a
n

u
l
l

e
le

m
e
n
t
.

∗
/

e
le

m
e
n
t
P

t
r

=
(
L

is
t
E

le
m

e
n
t

x
d
a
t
a

∗
)
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(
(
(
u
n
s
ig

n
e
d

c
h
a
r

x
d
a
t
a

∗
)

e
le

m
e
n
t
P

t
r
)

+
∗
e
le

m
e
n
t
P

t
r
)
;

∗
e
le

m
e
n
t
P

t
r

=
0
;

/
∗ ∗

C
a
p

t
h
e

e
n
d

o
f

t
h
e

s
y
n
o
p
s
i
s

j
u
s
t

a
d
d
e
d

w
i
t
h

a
∗

n
u
l
l

e
le

m
e
n
t
.

∗
/

e
le

m
e
n
t
P

t
r
+

+
;

∗
e
le

m
e
n
t
P

t
r

=
0
;

/
∗ ∗

C
h
e
c
k

i
f

t
h
e

s
y
n
o
p
s
i
s

j
u
s
t

a
d
d
e
d

s
h
o
u
ld

r
e
p
la

c
e

∗
a
n

o
ld

e
r

v
e
r
s
i
o
n

o
f

i
t
s
e
l
f
.

∗
/

e
le

m
e
n
t
P

t
r
−
−

;
e
le

m
e
n
t
P

t
r

=
(
L

is
t
E

le
m

e
n
t

x
d
a
t
a

∗
)

(
(
(
u
n
s
ig

n
e
d

c
h
a
r

x
d
a
t
a

∗
)

e
le

m
e
n
t
P

t
r
)
−

r
e
c
e
i
v
e
P

a
c
k
e
t
.
c
o
n

t
e
n

t
S

i
z
e

−
s
i
z
e
o
f
(
N

e
ig

h
b
o
r
)
)
;

i
f

(
g
e
t
N

e
ig

h
b
o
r
(
r
e
c
e
i
v
e
P

a
c
k
e
t
.
fr

o
m

A
d
d
r
e
s
s
)

!
=

(
N

e
ig

h
b
o
r

x
d
a
t
a

∗
)

e
le

m
e
n
t
P

t
r
)
{

r
e
m

o
v
e
N

e
ig

h
b
o
r
(
r
e
c
e
i
v
e
P

a
c
k
e
t
.
fr

o
m

A
d
d
r
e
s
s
)
;

} /
∗ ∗

I
n
d
i
c
a
t
e

t
o

t
h
e

P
F

r
a
g
s

t
h
a
t

t
h
e

N
W

i
s

n
o
w

f
r
e
e

.
∗
/

c
le

a
r
N

W
B

u
s
y

(
)
;

b
r
e
a
k

;
c
a
s
e

P
F
R
A
G
M

E
S
S
A
G
E

:
/
∗ ∗

A
d
d

a
b
la

n
k

s
t
a
t
e

e
n
t
r
y

t
o

f
o
r

t
h
e

n
e
w

P
F
r
a
g
.

∗
/

f
o
r

(
p
f
r
a
g
I
n
d
e
x

=
0
;

p
f
r
a
g
I
n
d
e
x

<
m

a
x
N

u
m

b
e
r
O

fP
F
r
a
g
s
;

p
f
r
a
g
I
n
d
e
x
+

+
)
{

/
∗ ∗

I
t
’
s

n
o
t

p
o
s
s
i
b
l
e

f
o
r

m
o
r
e

t
h
a
n

o
n
e

P
F
r
a
g

t
o

∗
b
e

i
n

t
r
a
n

s
i
t

a
t

a
n
y

g
i
v
e
n

t
i
m

e
.

∗
/

i
f

(
is

P
F

r
a
g
I
n
T

r
a
n
s
it

(
p
f
r
a
g
I
n
d
e
x

)
)
{

c
l
e
a
r
P

F
r
a
g
I
n
T

r
a
n
s
i
t
(
p
f
r
a
g
I
n
d
e
x

)
;

/
∗ ∗

H
a
v
in

g
a

s
t
a
t
e

i
s

a
c
o
n
d
i
t
i
o
n

o
f

b
e
i
n
g

a
∗

P
F
r
a
g
.

E
i
t
h
e
r

t
h
e

s
t
a
t
e

w
a
s

r
e
c
e
i
v
e
d

∗
b
e
f
o
r
e

t
h
e

P
F
r
a
g

i
t
s
e
l
f

w
a
s

r
e
c
e
i
v
e
d

,
o
r

∗
t
h
e

P
F
r
a
g

m
u
s
t

b
e

a
l
l
o
c
a
t
e
d

f
r
e
s
h

s
t
a
t
e

∗
m

e
m

o
r
y
.

∗
/

i
f

(
p
f
r
a
g
I
n
d
e
x

=
=

S
t
a
t
e
I
n
W

a
it

in
g
I
D

)
{

S
t
a
t
e
I
n
W

a
it

in
g
I
D

=
N

o
M

o
r
e
P

F
r
a
g
s
;

v
a
li

d
a
t
e
P

F
r
a
g

(
p
f
r
a
g
I
n
d
e
x

)
;

i
f

(
is

P
F

r
a
g
V

a
li

d
(
p
f
r
a
g
I
n
d
e
x
)

&
&

(
(
g
e
t
P

F
r
a
g
S
t
a
t
e
(
p
f
r
a
g
I
n
d
e
x

)
−

>
s
i
z
e
)
−

s
i
z
e
o
f
(
P

F
r
a
g
S
t
a
t
e
)

+
s
i
z
e
o
f
(
R

e
s
e
r
v
e
d
M

e
m

o
r
y
A

r
e
a
)

=
=

P
F

r
a
g
P

o
in

t
e
r
s
[
p
f
r
a
g
I
n
d
e
x
]−

>
s
t
a
t
e
S

i
z
e

)
)

{
s
e
t
P

F
r
a
g

(
p
f
r
a
g
I
n
d
e
x

)
;

} e
l
s
e

{
s
e
t
P

F
r
a
g
R

e
m

o
v
e
R

e
a
d
y

(
p
f
r
a
g
I
n
d
e
x

)
;

}
}

e
l
s
e

{ i
f

(
a
l
l
o
c
a
t
e
P

F
r
a
g
S

t
a
t
e
(
p
f
r
a
g
I
n
d
e
x

,
1
)
)

{
s
e
t
P

F
r
a
g

(
p
f
r
a
g
I
n
d
e
x

)
;

} e
l
s
e

{
s
e
t
P

F
r
a
g
R

e
m

o
v
e
R

e
a
d
y

(
p
f
r
a
g
I
n
d
e
x

)
;

}
} b
r
e
a
k

;
}

} b
r
e
a
k

;
c
a
s
e

P
F
R
A
G

S
T
A
T
E
M

E
S
S
A
G

E
:

/
∗ ∗

T
h
e

l
o
c
a
l

ID
s
h
i
p
p
e
d

w
i
t
h

t
h
e

P
F

r
a
g
S
t
a
t
e

i
s

o
n
ly

∗
a
p
p
l
i
c
a
b
l
e

t
o

t
h
e

P
u
s
h
p
in

fr
o
m

w
h
ic

h
i
t

c
a
m

e
.

A
∗

n
e
w

ID
v
a
l
i
d

f
o
r

t
h
i
s

P
u
s
h
p
in

m
u
s
t

b
e

a
s
s
i
g
n
e
d

.
∗
/

(
(
(
P

F
r
a
g
S
t
a
t
e

x
d
a
t
a

∗
)

r
e
c
e
i
v
e
P

a
c
k
e
t
.
c
o
n
t
e
n
t
P

t
r
)
−

>
id

)
=

S
t
a
t
e
I
n
W

a
it

in
g
I
D

;
b
r
e
a
k

;
c
a
s
e

R
A
N
D
O
M

S
E
E
D
M

E
S
S
A
G
E

:
b
r
e
a
k

;
d
e
f
a
u
l
t

:
b
r
e
a
k

;
}

} e
l
s
e

{
s
w

it
c
h

(
r
e
c
e
i
v
e
P

a
c
k
e
t
.
p
a
c
k
e
t
T

y
p
e
)
{

c
a
s
e

B
E
R
T
H
A
M

E
S
S
A
G
E

:
/
∗ ∗

D
o
n

’
t

d
o

a
n
y
t
h
i
n
g

.
.
.

i
g
n
o
r
e

t
h
e

m
e
s
s
a
g
e
.

∗
/

b
r
e
a
k

;
c
a
s
e

N
W

M
E
S
S
A
G
E

:
/
∗ ∗

F
r
e
e

t
h
e

N
W

.
N

o
o
t
h
e
r

c
h
a
n
g
e
s

a
r
e

n
e
c
e
s
s
a
r
y

.
∗
/

c
le

a
r
N

W
B

u
s
y

(
)
;

b
r
e
a
k

;
c
a
s
e

P
F
R
A
G
M

E
S
S
A
G
E

:
/
∗ ∗

T
h
r
o
w

a
w

a
y

t
h
e

i
n
c
o
m

p
le

t
e

P
F
r
a
g
.

∗
/

f
o
r

(
p
f
r
a
g
I
n
d
e
x

=
0
;

p
f
r
a
g
I
n
d
e
x

<
m

a
x
N

u
m

b
e
r
O

fP
F
r
a
g
s
;

p
f
r
a
g
I
n
d
e
x
+

+
)
{

i
f

(
is

P
F

r
a
g
I
n
T

r
a
n
s
it

(
p
f
r
a
g
I
n
d
e
x

)
)
{

s
e
t
P

F
r
a
g
R

e
m

o
v
e
R

e
a
d
y

(
p
f
r
a
g
I
n
d
e
x

)
;

b
r
e
a
k

;
}

} b
r
e
a
k

;
c
a
s
e

P
F
R
A
G

S
T
A
T
E
M

E
S
S
A
G

E
:

/
∗ ∗

U
n
d
o

c
h
a
n
g
e
s

t
o

t
h
e

P
F

r
a
g
S
t
a
t
e
T

a
b
le

.
∗
/

b
r
e
a
k

;
c
a
s
e

R
A
N
D
O
M

S
E
E
D
M

E
S
S
A
G
E

:
/
∗ ∗

D
o
n

’
t

n
e
e
d

t
o

d
o

a
n
y
t
h
i
n
g

.
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∗
/

b
r
e
a
k

;
d
e
f
a
u
l
t

:
b
r
e
a
k

;
}

} /
∗ ∗

T
h
is

s
h
o
u
ld

b
e

t
h
e

v
e
r
y

l
a
s
t

a
c
t
i
o
n

p
e
r
f
o
r
m

e
d

.
∗
/

s
e
r
i
a
l
S

t
a
t
e

=
S
C
A
N
N
IN

G
;

} /
∗ ∗

S
e
t
s

t
h
e

m
e
d
iu

m
o
v
e
r

w
h
ic

h
c
o
m

m
u
n
ic

a
t
io

n
t
a
k
e
s

p
la

c
e

.
∗
/

v
o
id

se
tC

o
m

m
M

o
d
e
(
v
o
id

)
{

s
e
tU

A
R

T
M

o
d
e
1

(
)
;

/
/

8
−

b
i
t

s
e
r
i
a
l

c
o
m

m
u
n
ic

a
t
io

n
.

T
2
C
O

N
=

0
x
0
1

;
/
/

C
o
n
f
i
g
u
r
e

t
i
m

e
r

2
(
n
o

a
u
t
o
−

r
e
lo

a
d

)
.

C
K
C
O
N

|=
0

x
2
0

;
/
/

S
e
t

t
i
m

e
r

2
t
o

r
u
n

o
f
f

s
y
s
t
e
m

c
lo

c
k

.
T
M

O
D

|=
0

x
2
0

;
/
/

S
e
t

t
i
m

e
r
1

a
s

8
−

b
i
t

a
u
t
o

r
e
lo

a
d

.
P
C
O
N

|=
0

x
8
0

;
/
/

D
o
u
b
le

b
a
u
d

r
a
t
e

;
i
e

,
S
M

O
D

=
1
.

/
∗ ∗

D
e
t
e
r
m

in
e

t
h
e

m
o
d
e

o
f

c
o
m

m
u
n
ic

a
t
io

n
.

∗
/

e
n
a
b
le

A
D

C
(
)
;

i
f

(
g
e
t
A

D
C

V
a
lu

e
(C

O
M

M
A
D
C
C
H
A
N
N
E
L
)

>
IR

A
D
C
T
H
R
E
S
H
O

L
D

)
{

c
o
m

m
M

o
d
e

=
F
O
U
R
W

A
Y
IR

;
} e
l
s
e

{
c
o
m

m
M

o
d
e

=
R

S
2
3
2

;
} s
w

it
c
h

(
c
o
m

m
M

o
d
e
)
{

c
a
s
e

R
S
2
3
2

:
s
e
tU

A
R

T
M

o
d
e
1

(
)
;

/
/

8
−

b
i
t

s
e
r
i
a
l

c
o
m

m
u
n
ic

a
t
io

n
.

B
A
U
D
R
A
T
E

=
B

A
U

D
1
9
2
0
0

;
/
/

S
e
t

t
i
m

e
r
1

r
e
lo

a
d

.
b
r
e
a
k

;
c
a
s
e

F
O
U
R
W

A
Y
IR

:
B
A
U
D
R
A
T
E

=
B

A
U

D
9
2
1
6
0
;

P
R
T
1
C
F

&
=

0
x
0
F

;
/
/
|

I
R

C
h
a
n
n
e
l0

=
1
;

/
/
|

I
R

C
h
a
n
n
e
l1

=
1
;

/
/
|

S
e
t

p
i
n
s

P
1
.
[
4
−

7
]

a
s

i
n
p
u
t
s
.

I
R

C
h
a
n
n
e
l2

=
1
;

/
/
|

I
R

C
h
a
n
n
e
l3

=
1
;

/
/
|

b
r
e
a
k

;
d
e
f
a
u
l
t

:
b
r
e
a
k

;
}

} /
∗ ∗

I
n

i
t
i
a
t
e
s

a
n

i
n
t
e
r
r
u
p
t
−

d
r
i
v
e
n

s
c
a
n

a
n
d

r
e
c
e
p
t
i
o
n

o
f

a
p
a
c
k
e
t
.

∗
/

v
o
id

e
n
a
b
le

C
o
m

m
u
n
ic

a
t
io

n
(
v
o
id

)
{

c
u
r
r
e
n
t
B

y
t
e

=
0
;

b
y
t
e
s
R

e
m

a
in

in
g

=
0
;

e
n
a
b
le

T
im

e
r
1

(
)
;

c
l
e
a
r
T

i
m

e
r
2
I
n
t
e
r
r
u
p
t
F

l
a
g

(
)
;

e
n
a
b
le

T
im

e
r
2
I
n
t
e
r
r
u
p
t

(
)
;

e
n

a
b

l
e
S

e
r
i
a
l
R

e
c
e
i
v
e

(
)
;

c
l
e
a
r
T

r
a
n

s
m

i
t
I
n

t
e
r
r
u

p
t
F

l
a
g

(
)
;

c
l
e
a
r
R

e
c
e
i
v
e
I
n

t
e
r
r
u

p
t
F

l
a
g

(
)
;

c
le

a
r
P

a
c
k
e
t
I
n
Q

u
e
u
e

(
)
;

c
le

a
r
N

W
B

u
s
y

(
)
;

e
n

a
b

l
e
S

e
r
i
a
l
I
n

t
e
r
r
u

p
t
s

(
)
;

s
e
r
i
a
l
S

t
a
t
e

=
S
C
A
N
N
IN

G
;

} /
∗ ∗

S
h
u
t
s

d
o
w
n

c
o
m

m
u
n
ic

a
t
io

n
.

∗
/

v
o
id

d
is

a
b
le

C
o
m

m
u
n
ic

a
t
io

n
(
v
o
id

)
{

s
e
r
i
a
l
S

t
a
t
e

=
D

IS
A

B
L
E
D

;
d
is

a
b
le

T
im

e
r
1

(
)
;

d
is

a
b
le

T
im

e
r
2

(
)
;

d
i
s
a
b

l
e
T

i
m

e
r
2
I
n

t
e
r
r
u

p
t

(
)
;

d
i
s
a
b

l
e
S

e
r
i
a
l
I
n

t
e
r
r
u

p
t
s

(
)
;

d
i
s
a
b

l
e
S

e
r
i
a
l
R

e
c
e
i
v
e

(
)
;

c
l
e
a
r
T

i
m

e
r
2
I
n
t
e
r
r
u
p
t
F

l
a
g

(
)
;

c
l
e
a
r
T

r
a
n

s
m

i
t
I
n

t
e
r
r
u

p
t
F

l
a
g

(
)
;

c
l
e
a
r
R

e
c
e
i
v
e
I
n

t
e
r
r
u

p
t
F

l
a
g

(
)
;

c
le

a
r
P

a
c
k
e
t
I
n
Q

u
e
u
e

(
)
;

c
le

a
r
N

W
B

u
s
y

(
)
;

} /
∗ ∗

H
a
n
d
le

s
r
e
c
e
i
v
e
d

b
y
t
e
s

b
y

b
u
i
l
d
i
n

g
u
p

a
p
a
c
k
e
t

o
n
e

b
y
t
e

a
t

a
∗

t
i
m

e
.

T
h
is

f
u
n
c
t
i
o
n

i
s

i
n
d
e
p
e
n
d
e
n
t

o
f

t
h
e

p
h
y
s
i
c
a
l

la
y
e
r

o
f

∗
c
o
m

m
u
n
ic

a
t
io

n
u
s
e
d

.
∗
/

v
o
id

s
e
t
N

e
x
t
P

a
c
k
e
t
B

y
t
e
(
u
n
s
ig

n
e
d

c
h
a
r

c
)
{

s
w

it
c
h

(
s
e
r
i
a
l
S

t
a
t
e

)
{

c
a
s
e

S
C
A
N
N
IN

G
:

i
f

(
c

=
=

N
e
ig

h
b
o
r
h
o
o
d
I
D

||
c

=
=

G
L
O

B
A
L
A
D
D
R
E
S
S

||
is

B
u
il

d
in

g
N

e
ig

h
b
o
r
h
o
o
d

(
)
)
{

l
i
s
t
e
n

T
o
A

l
l
B

y
t
e
s

(
)
;

r
e
c
e
i
v
e
P

a
c
k
e
t
.
t
o
A

d
d
r
e
s
s

=
0
;

r
e
c
e
i
v
e
P

a
c
k
e
t
.
fr

o
m

A
d
d
r
e
s
s

=
0
;

r
e
c
e
i
v
e
P

a
c
k
e
t
.
p
a
c
k
e
t
T

y
p
e

=
0
;

r
e
c
e
i
v
e
P

a
c
k
e
t
.
c
o
n

t
e
n

t
S

i
z
e

=
0
;

r
e
c
e
i
v
e
P

a
c
k
e
t
.C

R
C

=
0
;

c
u
r
r
e
n
t
B

y
t
e

=
0
;

/
∗ ∗

F
a
ll

t
h
r
o
u
g
h

t
o

n
e
x
t

c
a
s
e

.
∗
/

s
e
r
i
a
l
S

t
a
t
e

=
R
E
C
E
IV

IN
G

H
E
A
D

E
R

;
} e
l
s
e

{
/
∗ ∗

I
g
n
o
r
e

a
l
l

a
l
l

b
y
t
e
s

n
o
t

a
d
d
r
e
s
s
e
d

t
o

t
h
i
s

P
u
s
h
p
in

.
∗

T
h
is

i
n

c
lu

d
e
s

t
h
o
s
e

b
y
t
e
s

fr
o
m

i
n
c
o
m

p
le

t
e

p
a
c
k
e
t
s
.

∗
/

b
r
e
a
k

;
}

c
a
s
e

R
E
C
E
IV

IN
G

H
E
A
D

E
R

:
/
∗ ∗

W
a
it

u
n

t
i
l

e
n
d

o
f
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o
A

d
d
r
e
s
s

b
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o
a
d
c
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t
.

∗
/

i
f

(
(
c
=
=

r
e
c
e
i
v
e
P

a
c
k
e
t
.
t
o
A

d
d
r
e
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s
)

&
&

(
c
u
r
r
e
n
t
B

y
t
e
=

=
1
)
)
{

b
r
e
a
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;
}
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e
c
e
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e
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c
k
e
t
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+
c
u
r
r
e
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t
B

y
t
e
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+
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=
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;

/
∗ ∗

F
i
n
i
s
h
e
d

r
e
c
e
i
v
i
n

g
t
h
e

h
e
a
d
e
r

.
D

e
c
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e
w

h
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t
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o
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w

i
t
h
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n
t
e
n
t
.

∗
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f

(
c
u
r
r
e
n
t
B

y
t
e
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=

P
A
C
K

E
T
H
E
A
D

E
R
S
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E
)
{
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f

(
is

B
u
il

d
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g
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e
ig

h
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r
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d
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c
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y
t
e

=
0
;
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m

p
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R
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;

te
m

p
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R
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8
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a
b
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[
te

m
p
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R
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c
e
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c
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e
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;
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p
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b
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[
te

m
p
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R
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c
e
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c
k
e
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;

te
m

p
C

R
C

=
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R
C

8
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b
le

[
te

m
p
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R
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ˆ
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e
c
e
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v
e
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a
c
k
e
t
.
p
a
c
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e
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y
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;

te
m

p
C

R
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R
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8
T

a
b
le

[
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m
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R
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ˆ
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(
u
n
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n
e
d

c
h
a
r

x
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e
c
e
i
v
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c
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e
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n
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e
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;

te
m

p
C

R
C

=
C

R
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T
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b
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te

m
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ˆ
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(
u
n
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ig

n
e
d

c
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r

x
d
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(
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e
c
e
i
v
e
P

a
c
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e
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n

t
e
n
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S

i
z
e
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;

i
f

(
r
e
c
e
i
v
e
P

a
c
k
e
t
.
c
o
n

t
e
n

t
S

i
z
e

)
{

s
e
r
i
a
l
S

t
a
t
e

=
IG

N
O

R
IN

G
C
O

N
T
E
N
T

;
} e
l
s
e

{ s
e
r
i
a
l
S

t
a
t
e

=
P
A
C
K

E
T
R
E
C
E
IV

E
D
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}

} e
l
s
e

i
f

(
r
e
c
e
i
v
e
P

a
c
k
e
t
.
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o
n

t
e
n

t
S

i
z
e
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=
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{

c
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r
r
e
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t
B

y
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e

=
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;

r
e
c
e
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e
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a
c
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e
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.
c
o
n
t
e
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P
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=
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e
t
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o
n
t
e
n
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;

i
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r
e
c
e
i
v
e
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c
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e
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.
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o
n
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r
i
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E
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{ s
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R
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{ s
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i
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b
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c
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p
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i
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c
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c
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;
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e

)
{

s
e
r
i
a
l
S

t
a
t
e

=
P
A
C
K

E
T
R
E
C
E
IV

E
D

;
} b
r
e
a
k

;
c
a
s
e

IG
N
O

R
IN

G
C
O

N
T
E
N
T

:
c
u
r
r
e
n
t
B

y
t
e
+

+
;

i
f

(
is

B
u
il

d
in

g
N

e
ig

h
b
o
r
h
o
o
d

(
)
)
{

te
m

p
C

R
C

=
C

R
C

8
T

a
b
le

[
te

m
p
C

R
C

ˆ
c

]
;

} i
f

(
c
u
r
r
e
n
t
B

y
t
e

>
=

r
e
c
e
i
v
e
P

a
c
k
e
t
.
c
o
n

t
e
n

t
S

i
z
e

)
{

s
e
r
i
a
l
S

t
a
t
e

=
P
A
C
K

E
T
R
E
C
E
IV

E
D

;
} b
r
e
a
k

;
d
e
f
a
u
l
t

:
b
r
e
a
k

;
}

} /
∗ ∗

R
e
t
u
r
n
s

t
h
e

n
e
x
t

b
y
t
e

t
o

s
e
n
d

o
u
t

o
v
e
r

t
h
e

c
o
m

m
u
n
ic

a
t
io

n
l
i
n

k
.

∗
/

u
n
s
ig

n
e
d

c
h
a
r

g
e
t
N

e
x
t
P

a
c
k
e
t
B

y
t
e

(
)

r
e
e
n

t
r
a
n

t
{

u
n
s
ig

n
e
d

c
h
a
r

x
d
a
t
a

n
e
x
t
;

s
w

it
c
h

(
s
e
r
i
a
l
S

t
a
t
e

)
{

c
a
s
e

S
E
N
D
IN

G
H
E
A
D
E
R

:
n
e
x
t

=
∗
(
(
(
u
n
s
ig

n
e
d

c
h
a
r

∗
)

&
t
r
a
n
s
m

it
P

a
c
k
e
t
)

+
(
c
u
r
r
e
n
t
B

y
t
e
+

+
)
)
;

i
f

(
c
u
r
r
e
n
t
B

y
t
e

>
=

P
A
C
K

E
T
H
E
A
D

E
R
S
IZ

E
)
{

c
u
r
r
e
n
t
B

y
t
e

=
0
;

i
f

(
t
r
a
n
s
m

it
P

a
c
k
e
t
.
c
o
n

t
e
n

t
S

i
z
e

>
0
)
{

s
e
r
i
a
l
S

t
a
t
e

=
S
E
N
D
IN

G
C
O

N
T
E
N
T

;
} e
l
s
e

{
s
e
r
i
a
l
S

t
a
t
e

=
P
A
C
K
E
T
S
E
N
T

;
}

} b
r
e
a
k

;
c
a
s
e

S
E
N
D
IN

G
C
O

N
T
E
N
T

:
s
w

it
c
h

(
t
r
a
n
s
m

it
P

a
c
k
e
t
.
p
a
c
k
e
t
T

y
p
e
)
{

c
a
s
e

P
F
R
A
G
M

E
S
S
A
G
E

:
/
∗ ∗

F
a
ll

t
h
r
o
u
g
h

t
o

n
e
x
t

c
a
s
e

.
∗
/

c
a
s
e

R
A
N
D
O
M

S
E
E
D
M

E
S
S
A
G
E

:
n
e
x
t

=
∗
(
(
(
u
n
s
ig

n
e
d

c
h
a
r

c
o
d
e

∗
)
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(
t
r
a
n
s
m

it
P

a
c
k
e
t
.
c
o
n
t
e
n
t
P

t
r
)
)

+
(
c
u
r
r
e
n
t
B

y
t
e
+

+
)
)
;

b
r
e
a
k

;
d
e
f
a
u
l
t

:
n
e
x
t

=
∗
(
t
r
a
n
s
m

it
P

a
c
k
e
t
.
c
o
n
t
e
n
t
P

t
r

+
(
c
u
r
r
e
n
t
B

y
t
e
+

+
)
)
;

b
r
e
a
k

;
} i
f

(
c
u
r
r
e
n
t
B

y
t
e

>
=

t
r
a
n
s
m

it
P

a
c
k
e
t
.
c
o
n

t
e
n

t
S

i
z
e

)
{

s
e
r
i
a
l
S

t
a
t
e

=
P
A
C
K
E
T
S
E
N
T

;
} b
r
e
a
k

;
d
e
f
a
u
l
t

:
b
r
e
a
k

;
} r
e
t
u
r
n

n
e
x
t
;

} /
∗ ∗

D
e
t
e
r
m

in
e
s

w
h
e
r
e

t
o

p
u
t

t
h
e

d
a
t
a

c
o
n
t
a
i
n
e
d

i
n

t
h
e

in
c
o
m

in
g

∗
p
a
c
k
e
t

b
a
s
e
d

o
n

i
n
f
o
r
m

a
t
i
o
n

c
o
n
t
a
i
n
e
d

i
n

t
h
e

h
e
a
d
e
r

.
R

e
t
u
r
n
s

a
∗

n
u
l
l

p
o
i
n
t
e
r

i
f

t
h
e

r
e
q
u
e
s
t

c
a
n
n
o
t

b
e

a
c
c
o
m

m
o
d
a
te

d
f
o
r

a
n
y

∗
r
e
a
s
o
n

(
s
p
a
c
e

l
i
m

i
t
a
t
i
o
n

s
,

i
n

v
a
l
i
d

h
e
a
d
e
r

,
e
t
c

.
)
.

∗
/

u
n
s
ig

n
e
d

c
h
a
r

x
d
a
t
a

∗
g
e
t
C

o
n
t
e
n
t
P

t
r
(
v
o
id

)
{

P
F

r
a
g
L

o
c
a
lI

D
x
d
a
t
a

in
c
o
m

in
g
P

F
r
a
g

;
s
w

it
c
h

(
s
e
r
i
a
l
S

t
a
t
e

)
{

c
a
s
e

R
E
C
E
IV

IN
G

H
E
A
D

E
R

:
i
f

(
(
S
t
a
t
e
I
n
W

a
it

in
g
I
D

!
=

N
o
M

o
r
e
P

F
r
a
g
s
)

&
&

(
r
e
c
e
i
v
e
P

a
c
k
e
t
.
p
a
c
k
e
t
T

y
p
e

!
=

P
F
R
A
G
M

E
S
S
A
G
E

)
)
{

/
∗ ∗

T
h
e

P
F

r
a
g
S
t
a
t
e

t
h
a
t

w
a
s

p
r
e
v
i
o
u
s
l
y

r
e
c
e
i
v
e
d

w
a
s

n
o
t

∗
f
o
l
l
o
w

e
d

i
m

m
e
d
i
a
t
e
ly

b
y

a
P

F
r
a
g

a
n
d

s
h
o
u
ld

t
h
e
r
e
f
o
r
e

∗
b
e

d
e
l
e
t
e
d

.
∗
/

s
e
t
P

F
r
a
g
R

e
m

o
v
e
R

e
a
d
y

(
S
t
a
t
e
I
n
W

a
it

in
g
I
D

)
;

S
t
a
t
e
I
n
W

a
it

in
g
I
D

=
N

o
M

o
r
e
P

F
r
a
g
s
;

} s
w

it
c
h

(
r
e
c
e
i
v
e
P

a
c
k
e
t
.
p
a
c
k
e
t
T

y
p
e
)
{

c
a
s
e

N
W

M
E
S
S
A
G
E

:
/
∗ ∗

W
a
r
n

P
F

r
a
g
s

t
h
a
t

t
h
e

N
W

w
i
l
l

s
o
o
n

b
e
c
o
m

e
u
n
u
s
a
b
le

.
∗

I
n

t
h
e

i
n

t
e
r
e
s
t

o
f

t
i
m

e
e
f
f
i
c
i
e
n

c
y

,
b
u
t

a
t

t
h
e

r
i
s
k

o
f

∗
v
i
o
l
a
t
i
n

g
d
a
t
a

s
y
n
c
h
r
o
n
y

,
t
h
i
s

c
o
u
ld

b
e

p
la

c
e
d

i
n

∗
p
a
c
k
e
t
R

e
c
e
i
v
e
d

(
)
.

∗
/

s
e
t
N

W
B

u
s
y

(
)
;

/
∗ ∗

L
i
m

i
t

t
h
e

s
i
z
e

o
f

t
h
e

in
c
o
m

in
g

s
y
n
o
p
s
i
s

i
f

t
h
e
r
e

i
s

∗
n
o
t

e
n
o
u
g
h

r
o
o
m

f
o
r

i
t

.
R

e
c
a
ll

t
h
a
t

t
h
e

n
u
l
l

e
le

m
e
n
t

∗
i
n

d
i
c
a
t
i
n

g
t
h
e

e
n
d

o
f

t
h
e

s
y
n
o
p
s
i
s

m
u
s
t

b
e

a
d
d
e
d

a
n
d

∗
i
s

n
o
t

i
n
c
lu

d
e
d

i
n

t
h
e

c
a
l
c
u
l
a
t
i
o
n

o
f

∗
r
e
c
e
i
v
e
P

a
c
k
e
t
.
c
o
n
t
e
n
t
S
i
z
e

.
∗
/

i
f

(
m

a
x
N

W
S
iz

e
>

g
e
t
L

i
s
t
S

i
z
e

(
(
L

in
k
e
d
L

is
t
)

N
W

)
+

s
i
z
e
o
f
(
N

e
ig

h
b
o
r
)

+
s
i
z
e
o
f
(
L

is
t
E

le
m

e
n
t
)
)
{

i
f

(
r
e
c
e
i
v
e
P

a
c
k
e
t
.
c
o
n

t
e
n

t
S

i
z
e

>
(
m

a
x
N

W
S
iz

e
−

g
e
t
L

i
s
t
S

i
z
e

(
(
L

in
k
e
d
L

is
t
)

N
W

)
−

s
i
z
e
o
f
(
N

e
ig

h
b
o
r
)
−

s
i
z
e
o
f
(
L

is
t
E

le
m

e
n
t
)
)
)
{

r
e
c
e
i
v
e
P

a
c
k
e
t
.
c
o
n

t
e
n

t
S

i
z
e

=
m

a
x
N

W
S
iz

e
−

g
e
t
L

i
s
t
S

i
z
e

(
(
L

in
k
e
d
L

is
t
)

N
W

)
−

s
i
z
e
o
f
(
N

e
ig

h
b
o
r
)
−

s
i
z
e
o
f
(
L

is
t
E

le
m

e
n
t
)
;

}

/
∗ ∗

P
r
e
t
e
n
d

t
h
e

l
a
s
t

n
u
l
l

e
le

m
e
n
t

i
s

n
o

lo
n
g
e
r

n
u
l
l

a
n
d

∗
r
e
t
u
r
n

a
p
o
i
n
t
e
r

t
o

i
t
s

s
y
n
o
p
s
i
s

a
s

t
h
e

p
la

c
e

t
o

p
u
t

∗
t
h
e

in
c
o
m

in
g

s
y
n
o
p
s
i
s

.
O

n
ly

a
f
t
e
r

t
h
e

s
y
n
o
p
s
i
s

i
s

∗
c
o
p
i
e
d

s
h
o
u
ld

t
h
e

n
u
l
l

e
le

m
e
n
t

b
e

c
h
a
n
g
e
d

t
o

a
∗

n
o
n
−

n
u
l
l

v
a
lu

e
.

∗
/

r
e
t
u
r
n

(
(
u
n
s
ig

n
e
d

c
h
a
r

x
d
a
t
a

∗
)

g
e
t
L

a
s
t
L

is
t
E

le
m

e
n
t
(
(
L

in
k
e
d
L

is
t
)

N
W

)
)

+
(
s
i
z
e
o
f
(
N

e
ig

h
b
o
r
)
−

s
i
z
e
o
f
(
L

is
t
E

le
m

e
n
t

)
)
;

} b
r
e
a
k

;
c
a
s
e

P
F
R
A
G
M

E
S
S
A
G
E

:
i
f

(
S
t
a
t
e
I
n
W

a
it

in
g
I
D

!
=

N
o
M

o
r
e
P

F
r
a
g
s
)
{

/
∗ ∗

T
h
e

in
c
o
m

in
g

P
F
r
a
g

’
s

s
t
a
t
e

h
a
s

a
lr

e
a
d
y

a
r
r
i
v
e
d

.
∗
/

in
c
o
m

in
g
P

F
r
a
g

=
S
t
a
t
e
I
n
W

a
it

in
g
I
D

;
} e
l
s
e

{
/
∗ ∗

T
h
e

in
c
o
m

in
g

P
F
r
a
g

d
i
d

n
o
t

c
o
m

e
w

i
t
h

a
n

a
s
s
o
c
i
a
t
e
d

∗
s
t
a
t
e

.
∗
/

in
c
o
m

in
g
P

F
r
a
g

=
a
ll

o
c
a
t
e
P

F
r
a
g
L

o
c
a
lI

D
(
)
;

} i
f

(
in

c
o
m

in
g
P

F
r
a
g

!
=

N
o
M

o
r
e
P

F
r
a
g
s

&
&

r
e
c
e
i
v
e
P

a
c
k
e
t
.
c
o
n

t
e
n

t
S

i
z
e

<
=

m
a
x
P

F
r
a
g
S
iz

e
)
{

s
e
t
P

F
r
a
g
I
n
T

r
a
n
s
it

(
in

c
o
m

in
g
P

F
r
a
g

)
;

r
e
t
u
r
n

(
(
u
n
s
ig

n
e
d

c
h
a
r

x
d
a
t
a

∗
)

P
F

r
a
g
P

o
in

t
e
r
s
[
in

c
o
m

in
g
P

F
r
a
g

]
)
;

} b
r
e
a
k

;
c
a
s
e

P
F
R
A
G

S
T
A
T
E
M

E
S
S
A
G

E
:

S
t
a
t
e
I
n
W

a
it

in
g
I
D

=
a
ll

o
c
a
t
e
P

F
r
a
g
L

o
c
a
lI

D
(
)
;

i
f

(
S
t
a
t
e
I
n
W

a
it

in
g
I
D

!
=

N
o
M

o
r
e
P

F
r
a
g
s
)
{

s
e
t
P

F
r
a
g
I
n
T

r
a
n
s
it

(
S
t
a
t
e
I
n
W

a
it

in
g
I
D

)
;

r
e
t
u
r
n

(
u
n
s
ig

n
e
d

c
h
a
r

x
d
a
t
a

∗
)

a
l
l
o
c
a
t
e
P

F
r
a
g
S

t
a
t
e
(
S
t
a
t
e
I
n
W

a
it

in
g
I
D

,
0

)
;

} b
r
e
a
k

;
c
a
s
e

R
A
N
D
O
M

S
E
E
D
M

E
S
S
A
G
E

:
i
f

(
r
e
c
e
i
v
e
P

a
c
k
e
t
.
c
o
n

t
e
n

t
S

i
z
e

<
=

2
∗
R

a
n
d
o
m

S
e
e
d
S
iz

e
)
{

r
e
t
u
r
n

(
(
u
n
s
ig

n
e
d

c
h
a
r

x
d
a
t
a

∗
)

R
a
n
d
o
m

S
e
e
d
A

d
d
r
e
s
s
)
;

} b
r
e
a
k

;
d
e
f
a
u
l
t

:
i
f

(
r
e
c
e
i
v
e
P

a
c
k
e
t
.
c
o
n

t
e
n

t
S

i
z
e

<
=

B
e
r
t
h
a
M

e
s
s
a
g
e
S
iz

e
)
{

r
e
t
u
r
n

&
B

e
r
t
h
a
M

e
s
s
a
g
e

;
} b
r
e
a
k

;
} b
r
e
a
k

;
d
e
f
a
u
l
t

:
b
r
e
a
k

;
} r
e
t
u
r
n

0
;

} /
∗
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∗
N

o
t
e

o
n

t
h
e

U
A
R
T

:
∗

I
n

t
e
r
r
u
p
t

n
u
m

b
e
r

4
i
s

t
h
e

s
e
r
i
a
l

i
n

t
e
r
r
u
p
t
.

A
s
e
r
i
a
l

i
n

t
e
r
r
u
p
t

∗
i
s

c
a
l
l
e
d

a
n
y

t
i
m

e
R

I
o
r

T
I

i
s

s
e
t

t
o

1
.

T
h
is

c
a
n

b
e

d
o
n
e

i
n

∗
e
i
t
h
e
r

s
o
f
t
w

a
r
e

o
r

h
a
r
d
w

a
r
e

.
R

I
i
s

s
e
t

t
o

1
b
y

t
h
e

U
A
R
T

h
a
r
d
w

a
r
e

∗
w

h
e
n
e
v
e
r

t
h
e

U
A
R
T

h
a
s

c
o
m

p
le

t
e
d

r
e
c
e
i
v
i
n

g
a

b
y
t
e

.
T

h
e

b
y
t
e

j
u
s
t

∗
r
e
c
e
i
v
e
d

r
e
s
i
d
e
s

i
n

S
B
U
F

.
T

I
i
s

s
e
t

t
o

1
b
y

t
h
e

U
A
R
T

h
a
r
d
w

a
r
e

∗
w

h
e
n
e
v
e
r

t
h
e

U
A
R
T

h
a
s

c
o
m

p
le

t
e
d

t
r
a
n
s
m

i
t
t
i
n
g

a
b
y
t
e

.
L

o
a
d
in

g
a

∗
b
y
t
e

i
n
t
o

S
B
U
F

i
n

i
t
i
a
t
e
s

t
h
e

t
r
a
n
s
m

i
s
s
i
o
n

o
f

t
h
a
t

b
y
t
e

b
y

t
h
e

∗
U
A
R
T

.
T

h
u
s
,

t
h
e

s
t
a
t
e
m

e
n
t

S
B
U
F
=
S
B
U
F

i
n

s
t
r
u
c
t
s

t
h
e

U
A
R
T

t
o

∗
t
r
a
n
s
m

i
t

t
h
e

b
y
t
e

i
t

l
a
s
t

r
e
c
e
i
v
e
d

.
B

o
th

T
I

a
n
d

R
I

a
r
e

o
n
ly

∗
c
le

a
r
e
d

t
o

0
i
n

s
o
f
t
w

a
r
e

;
t
h
e

h
a
r
d
w

a
r
e

d
o
e
s

n
o
t

c
l
e
a
r

th
e
m

a
t

a
l
l
.

∗ ∗
T

h
is

i
n

t
e
r
r
u
p
t

s
e
r
v
i
c
e

r
o
u
t
i
n
e

c
h
e
c
k
s

t
h
e

s
t
a
t
e

o
f

t
h
e

∗
t
r
a
n
s
m

i
s
s
i
o
n

o
r

r
e
c
e
p
t
i
o
n

p
r
o
c
e
s
s
e
s

a
n
d

a
c
t
s

a
c
c
o
r
d
i
n
g
ly

;
i
t

∗
e
i
t
h
e
r

t
r
a
n
s
m

i
t
s

t
h
e

n
e
x
t

b
y
t
e

o
r

i
t

l
o
g
s

t
h
e

b
y
t
e

j
u
s
t

r
e
c
e
i
v
e
d

∗
a
n
d

w
a
i
t
s

f
o
r

t
h
e

n
e
x
t

b
y
t
e

.
T

h
e

b
y
t
e
H

a
lf

S
e
n
t

v
a
r
i
a
b
l
e

k
e
e
p
s

t
a
b
s

∗
o
n

w
h
ic

h
h
a
l
f

o
f

t
h
e

d
a
t
a

b
y
t
e

(
h
i
g
h

n
y
b
b
le

o
r

lo
w

n
y
b
b
le

)
i
s

∗
b
e
i
n
g

d
e
a
l
t

w
i
t
h

.
A

ll
o
t
h
e
r

g
l
o
b
a
l

s
t
a
t
e

r
e
g
a
r
d
i
n
g

s
e
r
i
a
l

∗
c
o
m

m
u
n
ic

a
t
io

n
i
s

h
e
ld

i
n

t
h
e

s
e
r
i
a
l
S

t
a
t
e

v
a
r
i
a
b
l
e

.
∗
/

v
o
id

s
e
r
i
a
l
I
n

t
e
r
r
u

p
t

(
v
o
id

)
i
n

t
e
r
r
u

p
t

4
{

/
∗ ∗

T
h
e

r
e
c
e
i
v
e

i
n

t
e
r
r
u
p
t

(
R

I
)

i
n

d
i
c
a
t
e
s

t
h
a
t

t
h
e

U
A
R
T

h
a
s

c
o
m

p
le

t
e
d

∗
r
e
c
e
i
v
i
n

g
a

b
y
t
e

.
∗
/

i
f

(
R

I
)
{

c
l
e
a
r
R

e
c
e
i
v
e
I
n

t
e
r
r
u

p
t
F

l
a
g

(
)
;

r
e
n
e
w

R
e
c
e
iv

e
T

im
e
o
u
t
(
)
;

e
n
a
b
le

T
im

e
r
2

(
)
;

s
w

it
c
h

(
c
o
m

m
M

o
d
e
)
{

c
a
s
e

R
S
2
3
2

:
/
/

E
a
c
h

n
e
t
w

o
r
k

b
y
t
e

i
s

a
d
a
t
a

b
y
t
e

.
s
e
t
N

e
x
t
P

a
c
k
e
t
B

y
t
e
(
S
B
U

F
)
;

b
r
e
a
k

;
c
a
s
e

F
O
U
R
W

A
Y
IR

:
/
/

T
w
o

n
e
t
w

o
r
k

b
y
t
e
s

f
o
r

e
a
c
h

d
a
t
a

b
y
t
e

.
i
f

(
!
b
y
t
e
s
R

e
m

a
in

in
g

)
{

b
y
t
e
B

u
f
f
e
r

=
d
e
c
o
d
e
N

y
b
b
le

T
a
b
le

[S
B
U

F
]
;

b
y
t
e
s
R

e
m

a
in

in
g

=
1
;

} e
l
s
e

{
b
y
t
e
B

u
f
f
e
r

|=
(
d
e
c
o
d
e
N

y
b
b
le

T
a
b
le

[S
B
U

F
]

<
<

4
)
;

b
y
t
e
s
R

e
m

a
in

in
g

=
0
;

s
e
t
N

e
x
t
P

a
c
k
e
t
B

y
t
e
(
b
y
t
e
B

u
f
f
e
r

)
;

} b
r
e
a
k

;
d
e
f
a
u
l
t

:
/
/

T
h
is

s
h
o
u
ld

n
e
v
e
r

h
a
p
p
e
n

.
b
r
e
a
k

;
} i
f

(
s
e
r
i
a
l
S

t
a
t
e

=
=

P
A
C
K

E
T
R
E
C
E
IV

E
D

)
{

li
s
t
e
n
T

o
A

d
d
r
e
s
s
B

y
t
e
s

(
)
;

p
a
c
k
e
t
R

e
c
e
iv

e
d

(
)
;

}
} i
f

(
T

I
)
{

c
l
e
a
r
T

r
a
n

s
m

i
t
I
n

t
e
r
r
u

p
t
F

l
a
g

(
)
;

s
w

it
c
h

(
c
o
m

m
M

o
d
e
)
{

c
a
s
e

R
S
2
3
2

:
i
f

(
s
e
r
i
a
l
S

t
a
t
e

!
=

P
A
C
K
E
T
S
E
N
T

)
{

S
B
U

F
=

g
e
t
N

e
x
t
P

a
c
k
e
t
B

y
t
e

(
)
;

} e
l
s
e

i
f

(
s
e
r
i
a
l
S

t
a
t
e

=
=

P
A
C
K
E
T
S
E
N
T

)
{

c
le

a
r
P

a
c
k
e
t
I
n
Q

u
e
u
e

(
)
;

e
n

a
b

l
e
S

e
r
i
a
l
R

e
c
e
i
v
e

(
)
;

s
e
r
i
a
l
S

t
a
t
e

=
S
C
A
N
N
IN

G
;

i
f

(
t
r
a
n
s
m

it
P

a
c
k
e
t
.
p
a
c
k
e
t
T

y
p
e

=
=

P
F
R
A
G

S
T
A
T
E
M

E
S
S
A
G

E
)
{

/
∗ ∗

A
P

F
r
a
g
S
t
a
t
e

w
a
s

j
u
s
t

s
e
n
t
.

T
h
e

a
c
c
o
m

p
a
n
y
in

g
∗

P
F
r
a
g

m
u
s
t

b
e

s
e
n
t

i
m

m
e
d
i
a
t
e
ly

.
∗
/

t
r
a
n
s
m

it
P

a
c
k
e
t
.
p
a
c
k
e
t
T

y
p
e

=
P
F
R
A
G
M

E
S
S
A
G
E

;
t
r
a
n
s
m

it
P

a
c
k
e
t
.
c
o
n
t
e
n
t
P

t
r

=
(
u
n
s
ig

n
e
d

c
h
a
r

x
d
a
t
a

∗
)

P
F

r
a
g
P

o
in

t
e
r
s

[
(
(
P

F
r
a
g
S
t
a
t
e

x
d
a
t
a

∗
)

(
t
r
a
n
s
m

it
P

a
c
k
e
t
.
c
o
n
t
e
n
t
P

t
r
)
)
−

>
id

]
;

t
r
a
n
s
m

it
P

a
c
k
e
t
.
c
o
n

t
e
n

t
S

i
z
e

=
(
(
P

F
r
a
g

c
o
d
e

∗
)

(
t
r
a
n
s
m

it
P

a
c
k
e
t
.
c
o
n
t
e
n
t
P

t
r
)
)
−

>
s
i
z
e

;
t
r
a
n
s
m

it
P

a
c
k
e
t
.C

R
C

=
p
a
c
k
e
t
C

R
C

8
(&

t
r
a
n
s
m

it
P

a
c
k
e
t
)
;

s
e
t
P

a
c
k
e
t
I
n
Q

u
e
u
e

(
)
;

a
t
t
e
m

p
t
T

o
S
e
n
d
P

a
c
k
e
t
(
)
;

}
} b
r
e
a
k

;
c
a
s
e

F
O
U
R
W

A
Y
IR

:
i
f

(
b
y
t
e
s
R

e
m

a
in

in
g

)
{

/
∗ ∗

S
e
n
d

s
e
c
o
n
d

h
a
l
f

o
f

t
h
e

b
y
t
e

b
e
i
n
g

s
e
n
t
.

∗
/

S
B
U

F
=

e
n
c
o
d
e
N

y
b
b
le

T
a
b
le

[
0
x
0
F

&
b
y
t
e
B

u
f
f
e
r

]
;

b
y
t
e
s
R

e
m

a
in

in
g

=
0
;

} e
l
s
e

i
f

(
s
e
r
i
a
l
S

t
a
t
e

=
=

S
E
N
D
IN

G
T
O

A
D
D
R
E
S
S
)
{

/
∗ ∗

S
t
a
r
t

c
o
u
n
t
d
o
w

n
t
o

s
e
n
d
i
n
g

n
e
x
t

b
y
t
e

.
∗
/

t
im

e
r
2

=
T
IM

E
R
2
T
R
A
N
S
M

IT
R
E
L
O

A
D

;
c
l
e
a
r
T

i
m

e
r
2
I
n
t
e
r
r
u
p
t
F

l
a
g

(
)
;

e
n
a
b
le

T
im

e
r
2

(
)
;

} e
l
s
e

i
f

(
s
e
r
i
a
l
S

t
a
t
e

!
=

P
A
C
K
E
T
S
E
N
T

)
{

/
∗ ∗

S
e
n
d

t
h
e

n
e
x
t

b
y
t
e

i
n

t
h
e

p
a
c
k
e
t
.

∗
/

b
y
t
e
B

u
f
f
e
r

=
g
e
t
N

e
x
t
P

a
c
k
e
t
B

y
t
e

(
)
;

S
B
U

F
=

e
n
c
o
d
e
N

y
b
b
le

T
a
b
le

[
0
x
0
F

&
b
y
t
e
B

u
f
f
e
r

]
;

b
y
t
e
B

u
f
f
e
r

>
>

=
4
;

b
y
t
e
s
R

e
m

a
in

in
g

=
1
;

} e
l
s
e

i
f

(
s
e
r
i
a
l
S

t
a
t
e

=
=

P
A
C
K
E
T
S
E
N
T

)
{

c
le

a
r
P

a
c
k
e
t
I
n
Q

u
e
u
e

(
)
;

e
n

a
b

l
e
S

e
r
i
a
l
R

e
c
e
i
v
e

(
)
;

s
e
r
i
a
l
S

t
a
t
e

=
S
C
A
N
N
IN

G
;

i
f

(
t
r
a
n
s
m

it
P

a
c
k
e
t
.
p
a
c
k
e
t
T

y
p
e

=
=

P
F
R
A
G

S
T
A
T
E
M

E
S
S
A
G

E
)
{

/
∗ ∗

A
P

F
r
a
g
S
t
a
t
e

w
a
s

j
u
s
t

s
e
n
t
.

T
h
e

a
c
c
o
m

p
a
n
y
in

g
∗

P
F
r
a
g

m
u
s
t

b
e

s
e
n
t

i
m

m
e
d
i
a
t
e
ly

.
∗
/

t
r
a
n
s
m

it
P

a
c
k
e
t
.
p
a
c
k
e
t
T

y
p
e

=
P
F
R
A
G
M

E
S
S
A
G
E

;
t
r
a
n
s
m

it
P

a
c
k
e
t
.
c
o
n
t
e
n
t
P

t
r

=
(
u
n
s
ig

n
e
d

c
h
a
r

x
d
a
t
a

∗
)

P
F

r
a
g
P

o
in

t
e
r
s

[
(
(
P

F
r
a
g
S
t
a
t
e

x
d
a
t
a

∗
)

(
t
r
a
n
s
m

it
P

a
c
k
e
t
.
c
o
n
t
e
n
t
P

t
r
)
)
−

>
id

]
;

t
r
a
n
s
m

it
P

a
c
k
e
t
.
c
o
n

t
e
n

t
S

i
z
e

=
(
(
P

F
r
a
g

c
o
d
e

∗
)

(
t
r
a
n
s
m

it
P

a
c
k
e
t
.
c
o
n
t
e
n
t
P

t
r
)
)
−

>
s
i
z
e

;
t
r
a
n
s
m

it
P

a
c
k
e
t
.C

R
C

=
p
a
c
k
e
t
C

R
C

8
(&

t
r
a
n
s
m

it
P

a
c
k
e
t
)
;

s
e
t
P

a
c
k
e
t
I
n
Q

u
e
u
e

(
)
;
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a
t
t
e
m

p
t
T

o
S
e
n
d
P

a
c
k
e
t
(
)
;

}
} b
r
e
a
k

;
d
e
f
a
u
l
t

:
/
/

S
h
o
u
ld

n
e
v
e
r

g
e
t

h
e
r
e

.
b
r
e
a
k

;
}

}
} v
o
id

t
i
m

e
r
2
I
n

t
e
r
r
u

p
t
(
v
o
id

)
i
n

t
e
r
r
u

p
t

5
{

s
w

it
c
h

(
c
o
m

m
M

o
d
e
)
{

c
a
s
e

F
O
U
R
W

A
Y
IR

:
/
∗ ∗

N
o
t
h
i
n
g

i
n

t
e
r
e
s
t
i
n

g
o
n

c
u
r
r
e
n
t

c
h
a
n
n
e
l
,

s
o

s
w

i
t
c
h

t
o

t
h
e

∗
n
e
x
t

c
h
a
n
n
e
l
.

∗
/

i
f

(
s
e
r
i
a
l
S

t
a
t
e

=
=

S
C
A
N
N
IN

G
)
{

I
R

C
h
a
n
n
e
lS

e
le

c
t
0

=
˜

I
R

C
h
a
n
n
e
lS

e
le

c
t
0

;
i
f

(
!
I
R

C
h
a
n
n
e
lS

e
le

c
t
0

)
{

I
R

C
h
a
n
n
e
lS

e
le

c
t
1

=
˜

I
R

C
h
a
n
n
e
lS

e
le

c
t
1

;
} t
im

e
r
2

=
T
IM

E
R
2
R
E
C
E
IV

E
R
E
L
O

A
D

;
} /
∗ ∗

S
e
n
d

t
h
e

p
a
c
k
e
t

r
e
c
i
p
i
e
n

t
’
s

a
d
d
r
e
s
s

s
e
v
e
r
a
l

t
i
m

e
s

s
e
p
a
r
a
t
e
d

∗
b
y

a
b
y
t
e

i
n

t
e
r
v
a
l
.

∗
/

e
l
s
e

i
f

(
s
e
r
i
a
l
S

t
a
t
e

=
=

S
E
N
D
IN

G
T
O

A
D
D
R
E
S
S
)
{

i
f

(
c
u
r
r
e
n
t
B

y
t
e
+

+
<

B
R
O

A
D

C
A
S
T
A
D

D
R
E
S
S
R
E
P
IT

IT
IO

N
S
)
{

b
y
t
e
B

u
f
f
e
r

=
t
r
a
n
s
m

it
P

a
c
k
e
t
.
t
o
A

d
d
r
e
s
s
;

S
B
U

F
=

e
n
c
o
d
e
N

y
b
b
le

T
a
b
le

[
0
x
0
F

&
b
y
t
e
B

u
f
f
e
r

]
;

b
y
t
e
B

u
f
f
e
r

>
>

=
4
;

b
y
t
e
s
R

e
m

a
in

in
g

=
1
;

} e
l
s
e

{
s
e
r
i
a
l
S

t
a
t
e

=
S
E
N
D
IN

G
H
E
A
D
E
R

;
c
u
r
r
e
n
t
B

y
t
e

=
1
;

b
y
t
e
B

u
f
f
e
r

=
g
e
t
N

e
x
t
P

a
c
k
e
t
B

y
t
e

(
)
;

S
B
U

F
=

e
n
c
o
d
e
N

y
b
b
le

T
a
b
le

[
0
x
0
F

&
b
y
t
e
B

u
f
f
e
r

]
;

b
y
t
e
B

u
f
f
e
r

>
>

=
4
;

b
y
t
e
s
R

e
m

a
in

in
g

=
1
;

} d
is

a
b
le

T
im

e
r
2

(
)
;

} /
∗ ∗

T
h
e

r
e
s
t

o
f

t
h
e

p
a
c
k
e
t

d
i
d
n

’
t

a
r
r
i
v
e

a
n
d

t
h
e

r
e
c
e
i
v
e

t
i
m

e
d

∗
o
u
t
.

S
t
o
p

r
e
c
e
i
v
i
n

g
.

∗
/

e
l
s
e

i
f

(
R
E
N

)
{

d
is

a
b
le

C
o
m

m
u
n
ic

a
t
io

n
(
)
;

/
/
|

R
e
s
e
t

c
o
m

m
u
n
ic

a
t
io

n
s
t
a
t
e

.
e
n
a
b
le

C
o
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|
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b
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b
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c
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c
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c
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/
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h
t
m

l
∗

8
b
i
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ˆ
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ˆ
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c
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c
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c
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;
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p
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;

} b
r
e
a
k

;
d
e
f
a
u
l
t

:
f
o
r

(
i
=

0
;

i
<

(
∗

p
a
c
k
e
t
)
.
c
o
n

t
e
n

t
S

i
z
e

;
i
+

+
)
{

c
r
c

=
C

R
C

8
T

a
b
le

[
c
r
c

ˆ
(
∗

(
(
(
∗

p
a
c
k
e
t
)
.
c
o
n
t
e
n
t
P

t
r
)

+
i
)
)
]
;

} b
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c
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/
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=
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=
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.
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