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Abstract

The idea of an Artificial Sensate Skin device that mimics the characteristics and functions
of its analogous living tissue whether human or animal is not new. Yet, most of the current
related work has been focused in the development of either materials, flexible electronics or
ultra-dense sensing matrices and Wide Area Sensor Networks. The current work describes
the design and implementation of a new type of Artificial Sensate Skin. This Artificial
Sensate Skin is implemented as a low-power, highly scalable and mechanically flexible Wired
Sensor Network. This Skin is composed of one or many Skin Patches which in turn are
composed of one or many Skin Nodes. Each node is able to measure Strain, Pressure,
Ambient Light, Pressure, Sound and Mechanoreception. Each Skin Patch can either work as
a stand-alone device or as a data extraction device if this is attached to a Personal Computer
through a different type of device referred to as Brains. Each Skin Node and therefore each
Skin Patch is Dynamically Adaptable meaning that they can adapt to external stimuli by
either modifying their behavior or by completely changing their code. Construction of a
sensate skin in such a modular fashion promises intrinsic scalability, where peer-to-peer
connections between neighbors can reduce local data, which can then be sent to the brain
by the high-speed common backbone. The current project also involves the design and
implementation of the software components needed; these include a PC Graphical User
Interface, application software and the firmware required by the embedded microcontrollers.
Results show that needed resources like bandwidth are greatly minimized because of the
addition of embedded processing power. Results also indicate that the platform can be used
as a scalable smart material to cover interactive surfaces, or simply to extract a rich set of
dense multi-modal sensor data.
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Chapter 1

Introduction

“Imagination is the beginning of creation. You imagine what you desire, you

will what you imagine and at last you create what you will. ”

– George Bernard Shaw

The integumentary system or in other words, our skin is perhaps one of the most

versatile organs in the human body. Our skin is not only a protective layer that

shields us from the harshness of the environment, it has many other functions that enable

us to survive and communicate. These functions include: Interaction with surrounding

environment; Regulation of body temperature; Storage of energy as fat; Excretion of body

waste through sweat; Absorption of substances like medicines and oxygen and finally, Alert

through multimodal sensations and several forms of physical pain[72].

The human skin is also the largest organ in the human body with the average person having

over 20 square feet of skin. From a mechanical point of view it is an amazing material: it is

able to regenerate itself from wear and tear (cuts), it is flexible, contractible and expandable

and it is able to withstand erosion, mechanical stress and swift temperature changes like

few other known materials [20],[36].

From a sensing perspective, the human skin is also quite remarkable. By using different kinds

of receptors, it is able to sense touch, vibration, pressure, shear, stretching, temperature

17



(hotness or coolness), mechanoreception by using hair, and several different forms of physical

pain[56]. In summary, our skin is much more than a protective surface as it allows us to

interact with other people as well as with our physical environment.

If we take into account the aforementioned characteristics and functions of the human skin,

it comes as small wonder why people have been trying to emulate it as close as possible.

The development of an Artificial Sensate Skin makes economical sense if we consider the

huge amount of its potential applications. Some may be evident at first, like using it to

increase the autonomy of robots or monitoring a physical quantity in a scientific experiment;

others might require more thought, yet the possibilities are endless. Everything from space

exploration and aircraft control, to motion capture, patient care, surveillance and even

recreation will benefit from a device that closely resembles our skin[43].

1.1 Problem Definition and Motivation

The idea of an Artificial Sensate Skin is anything but new; the literature containing work

related to the fields touched on this Thesis, namely Sensor Networks, their associated pro-

tocols and Artificial Skins, is vast and broad. It covers the entire span of the technological

abstraction layers from microfabrication to software simulations. However, two general

trends can be observed as described by Paradiso in [50]: Either they are implemented as

dense sensing matrices where individual sensors have to be individually routed to a concen-

trator or Central Processing Unit, or as completely de-centralized Sensor Networks.

This has led to the development of either sensor technologies that are ultra dense in nature

such as capacitive fabrics or densely packed VLSI sensor matrices (like CCDs), or extremely

distributed like Smart dust that cover areas as large as a city or even more. In the former

case, bandwidth can become a problem because of the immense amount of data generated.

This kind of sensor must have a dedicated processing unit to be able to operate the sensor

matrix. In the second case, because of the distance between nodes and the large areas in-

volved, they are very difficult to use in applications where the stimuli of interest is restricted

to smaller areas, probably not larger than a room.
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The current project, named S.N.A.K.E Skin or Sensor Network Array Kapton Embedded

Skin, attempts to attack these problems by having a mixture of both worlds. To do this,

two things are done: first, each node is given processing power so that data can be processed

locally; second, nodes are brought much closer together, just about enough so that they can

be connected to each other to create a skin-like surface that can react to the same kinds of

stimuli that our skin encounters.

Furthermore, the addition of processing power enables each node to calculate higher or-

der features, so that if a central unit like a PC needs to extract data from the network,

these higher order parameters, like shadow forms and pressure gradients, can be transferred

instead of raw data, which saves network resources.

Therefore, the statement of the project goal can be now stated as follows:

To explore and develop a deeper understanding of the different design approaches and tech-

nical constraints involved in the fabrication and implementation of a Sensor Network that

emulates some of the sensory characteristics and functionality of the Human Skin.

1.2 Synopsis

This work is divided into six chapters. The current chapter gives a general introduction by

providing the motivation behind the project, the problem that it is trying to attack, and a

general overview of the system developed for such a purpose.

Chapter 2 provides some background work. This chapter will briefly talk about various

technologies, projects and ideas in this area that ground the current project.

Chapter 3 describes in detail the Hardware system designed for the project. This chapter

is divided into four sections. The first one outlines the design directives followed throughout

the entire design of the project. The second one talks about the topology of the S.N.A.K.E.

Sensor Network. The third section describes the design of the substrate used for the nodes.

The last section describes the design of the Brains.
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Chapter 4 talks about the different Software components that had to be developed. This

chapter is subdivided into three sections. The first one details the specifics of the Firmware

components developed for the embedded processors. The second section describes the PC

software that works as a front end to manage the Skin Patches. Finally the last section

talks about the details of the communications software.

Chapter 5 details the Results generated by the entire project. This chapter is also subdi-

vided into three main sections. The first one gives the mechanical results of the hardware

platform and describes how well they performed. The second presents all the results of the

different sensing modalities and modes of operation of the Skin Patches, along with sensor

performance and data plots. The last section gives a set of performance metrics under which

the entire project performance was judged.

The last part, Chapter 6, gives the conclusions derived from the Results Chapter, while

also giving some suggestions for possible applications and future work.

1.3 System Overview

Now, a brief system overview of the entire project is provided to give a broad idea of the

different components that will make up the S.N.A.K.E. Skin system. For a more detailed

treatment of the different components, the reader is advised to read Chapters 3 and 4.

Based on the problem definition and motivations set up before, the current work will there-

fore focus on the design and implementation of a novel type of sensor network that inherits

a subset of the characteristics of the human skin. As such, this Artificial Sensate Skin, will

be implemented in a flexible substrate as a dense, low-power, and dynamically adaptable

Wired Sensor Network. Its design also contemplates that it will be highly scalable and

portable, so that it can be formed and “grown” to cover surfaces of different shapes and

sizes.
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Hardware

Each Skin Patch is composed of one or many Skin Nodes, each of which is capable of

sensing six different physical quantities. Each node is also given processing power, a direct

connection to its immediate neighbors, and a connection to a fast backbone bus. Finally,

nodes are capable of actuating through the use of an on-board, multi-color LED. This means

that each node is an independent and autonomous entity within the Sensor Network.

Data extraction and network management is done through a different entity: the Brains.

These devices ensure the reliability of the network and deal with administrative tasks like

network re-programming, data collection, and overall synchronization. They also arbitrate

the use of the backbone bus.

Software

Several different Software components were also created to control the network. First, since

each node is capable of changing its behavior by changing its code, application software

and a simple Operating System were created. Second, application firmware was developed

to indicate the nodes when and how to obtain data from its sensing channels. Finally, a

graphical front end was be developed so that a personal computer can be used to gather

data and control the network.
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Chapter 2

Artificial Sensate Skins

“We stand on the shoulders of giants.”

– Bernard of Chartres

Following the Introduction, the current chapter talks about several previous projects

that in some way or another, inspired or contributed to the idea on which this project

is based. Given the Sensor Network nature of the project, the design choices draw heavily

upon several different types of technologies that are briefly outlined in this chapter. The first

section highlights some of the similarities and differences of several types of Sensor Networks.

These were subdivided into two different types according to the level of integration of their

sensing elements into Sensor Networks as Sensate Skins and Ultra-dense Sensor Arrays.

The second section talks about other technologies that are also related to this project but

had much less influence. These are mentioned so that the current project can be then

established within the broader context of its technological field.

2.1 Artificial Sensate Skins

The concept of “Artificial Sensate Skins” refers to a very specific type of device that in some

way or another, try to copy either the functionality or appearance (or both) of its analogous
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living tissue. Particularly in the projects from the Media Lab’s Responsive Environments

Group, these devices are generally implemented as a Sensor Networks in which several smart

sensing elements or nodes are capable of extracting information from the environment.

Although there have been several projects that have attempted to to this, their approaches

have been extremely different from each other, the main difference being the amount of

integration between sensing elements, and their density. Let us now describe each one of

them in detail, so that their relationship to the current project can be better understood.

2.1.1 Sensor Networks as Sensate Skins

The main characteristic of these devices is that the level of integration of their sensors and

their density is not as high as with Dense Sensor Arrays but it is much greater than for

typical Wireless Sensor Networks. Much of the work related to these Artificial Sensate Skins

was either pioneered or heavily developed by faculty and students at the MIT Media Lab.

In fact there are three projects that are very closely related to the one presented in this

document, and therefore, not only served as major sources of inspiration, but were valuable

sources of experience from which this project drew from.

This section will then attempt to summarize the contributions of these three projects along

with a selected few from outside of the Media Lab by emphasizing their relative strengths

and weaknesses compared to the proposed ongoing work.

Artificial Sensate Skins at the MIT Media Lab

Paintable Computer: Perhaps the starting point of the big interest in Artificial Skins and

dense Sensor Networks at the Media Lab, was the work of William Butera[6]. In his Ph.D

thesis, Butera presents a new programming paradigm for ultra-dense and ultra-miniaturized

computing particles, called Paintable Computing. He defines Paintable Computing as: “an

agglomerate of numerous, finely dispersed, ultra-miniaturized computing particles; each po-

sitioned randomly, running asynchronously and communicating locally”. In other words, he
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Figure 2-1: Created by MIT Media Lab’s Responsive Environments group, Tribble is a
Distributed Sensor Network that works like an Artificial Sensate Skin

presented a plausible processing and communications method for programming an other-

wise seemingly chaotic computing platform, and therefore enabled much of the future work

that would be developed by other groups at the lab.

Tribble: Based on Butera’s work, and perhaps the most relevant to the work described here

was developed at the Responsive Environments Group by Lifton[41] with the name Tribble

or Tactile Reactive Interface Built By Linked Elements. Tribble is a dense, multi-modal and

peer-to-peer Sensor Network assembled as a plastic sphere that is made up of tiles or Skin

Patches resembling a soccer ball. Tribble is shown on Figure 2-1. This was

Each of its nodes is capable of routing data to its neighbors, and it was created as a

completely decentralized Sensor Network. Moreover, each one of the nodes is capable of

processing its own generated data without the need of a centralized processing unit. It

has however, several design characteristics that make it somewhat inflexible and difficult to

adapt. First of all, its shape is fixed to that of a sphere-shell-like object, which obviously

prevents its from being used to wrap arbitrarily shaped objects.

The second design problem is that even its smaller node is somewhat large, which means

that it is difficult to achieve high sensing density. It is also power hungry, heavy and stiff;

yet Tribble not only set the standard by which this project is measured, but it was also a
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Figure 2-2: Leonardo’s Hand

great hardware test-bed in which some of the already existing sensor network algorithms

were tested. In short, Tribble is the foundation of the current project and in fact many of

the design characteristics that will be outlined in Chapter 3 section will heavily draw upon

the experience gained from this project.

Sensate Skin: Another Media Lab project that relates to this research was the work

done by Daniel Stiehl regarding Sensate Skins for robots[65]. In his Masters Thesis, Stiehl

describes a method to give a robot the ability to sense pressure through a silicon skin.

Although the goal of his work is similar to that of the current project, Sensate Skin was

more concerned with the mechanical and morphological aspects of the skin, so that this

could be adapted to the body parts that make up their test robot Leonardo. It can also

only sense pressure, and every sensor must be routed to a central processing unit. This can

be seen in Figure 2-2.

Pushpin Computing: Also by Lifton [40],[39], at the Responsive Environments group, a

Sensor Network platform with the name of Pushpin Computing was created. Its intention

was to approach the sensor network world from a ground-up perspective by making a testbed

with over a hundred peer-to-peer wireless sensor nodes freely distributed across a table-top

as opposed to the more typical top-down approach proceeded by software simulations. The
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Figure 2-3: Pushpin Computing Platform

Pushpin computing platform is presented in Figure 2-3

This project however, is quite different from that proposed in the current work as it is

centered on Sensor Networks and the possible algorithms that can run on the developed

platform, rather than on Artificial Sensate Skins. It is also constrained to a fixed rigid

substrate and nodes are not directly connected to each other. Still, it is relevant in the

sense that it has been a successful attempt to create a dense distributed computing plat-

form in which real applications like shadow tracking and accounts time of flight have been

implemented.

Although the S.N.A.K.E. Skin project is not intended to work entirely as a Distributed

Sensor Network like the Pushpin platform did, it does attempt to combine the advantages

of distributed and centralized processing, so the Pushpin platform proved to be an invaluable

source of experience from which the new platform greatly benefited.
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Artificial Sensate Skins elsewhere

The MIT Media Lab is not the only institute interested in such ideas though, and several

other similar projects have been created by people outside of the Lab. But perhaps the main

supporter of this concept is Dr. Vladimir J. Lumelsky from the University of Wisconsin-

Madison. His 2002 article “Sensitive Skin” [43] is essentially a call-to-arms to generate

interest in the scientific community, so that devices with characteristics similar to those of

the human skin are created. To demonstrate their idea, they created a prototype of a Skin

Patch with infrared lights and receivers that were used as proximity sensors. The prototype

presented in the article is shown on Figure 2-4(a).

This is not the only recent work outside of the Media Lab though, as many others have

attempted different ways to recreating our sense of touch[37][45]. Some of the most relevant

works are mentioned in the following list and they can be seen in Figure 2-4.

� Hakozaki[17] proposes a method to create a flexible robot skin to cover wide robot

surfaces (fig. 2-4(b)).

� Yamada[75] shows a way of detecting deformations in a rubber membrane by optical

means (fig. 2-4(c)).

� Hritsu[22] proposes a similar way of tracking deformations in a finger-like structure

(fig. 2-4(d)).

� D. Um presents in [69] a very similar Sensitive Skin to Tribble, however it lacks local

processing power (fig. 2-4(e)).

� Rekimoto introduces a capacitive “Smart Skin” sensor in [58] for its use in interactive

surfaces (fig. 2-4(f)).

Unlike the work presented earlier, all of these examples rely on a centralized processing unit

to process the data extracted from the sensors.
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(a) Sensitive Skin by Lumelsky (b) Flexible robot skin by Hakozaki

(c) Tactile sensor by Yamada (d) Tactile sensor by Hritsu

(e) Modularized Sensitive Skin by D. Um (f) Smart Skin sensor by Rekimoto

Figure 2-4: Dense sensor arrays as artificial skins
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2.1.2 Ultra-dense Sensor Arrays

This second category of Artificial Sensate Skins differs from the previous one because of

their ultra-high sensor density. The other main difference is that these are also never

implemented as sensor networks but rather as sensor matrices. This means that each sensor

must be individually routed to a central processing unit. There are numerous works that

have developed high-density sensing arrays for their use as Artificial Skins some of which

are presented in the following list:

� Takao Someya in [62] presents a large-area flexible sensor matrix with organic field

effect transistors (fig. 2-5(a)).

� M. Sergio describes a textile-based capacitive sensor array that can be used as sensitive

skin[44] (fig. 2-5(b)).

� Yong Xu, reports an IC-integrated flexible sensor skin that can sense shear stresses

for a possible aerospace application[74] (fig. 2-5(c)).

� Papakostas talks about a large-area printable force sensor for smart skin applications

based on a piezoresistive effect[49] (fig. 2-5(d)).

� Engel and others[11] talk about a multi-modal flexible skin fabricated with polymer

micro-machining methods (fig. 2-5(e)).

� Darren Leigh presents DiamondTouch, a technology to create table-top input devices

based on capacitive sensing (fig. 2-5(f)).

The problem with these approaches though is that as sensor density increases, so does the

bandwidth required to retrieve information from the sensors. Moreover, a central processing

unit is forcefully required because the sensors can’t do anything by themselves. In spite

of this, these devices are currently the ones that have the greatest physical and functional

resemblance to our skin.

It is also necessary to say that there are several other projects with similar characteristics,

however, the previous list only presents a few as a way to exemplify them.
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(a) Sensor Matrix by Someya (b) Capacitive-based textile sensor by Sergio
M.

(c) IC-integrated flexible skin sensor by Xu (d) Large-area force sensor by Papakostas

(e) Engel’s Multi-modal flexible skin fabricated
with polymer micro-machining techniques

(f) Table-top capacitive input device by Leigh

Figure 2-5: Dense sensor arrays as artificial skins
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2.2 Flexible Circuits

Although, not exactly Artificial Skins, the subject of flexible circuits is relevant because of

two main reasons: first, most of the reference works presented before use some kind of flex

circuit technology, because of its ability to bend and in some cases stretch, in in analogy to

animal skin. Second because this project will be based on a Sensor Network implemented

in flexible nodes fabricated with this technology.

The concept of flexible circuits is not new, actually the concept dates back to 1904[13]. Yet,

in spite of their favorable physical characteristics, it wasn’t until recently that the use of

Flex circuits became more widespread, mainly because the level of integration in today’s

electronic devices would be impossible without its use. This section is subdivided into two

parts. The first one gives a broad overview of the elements of Flex circuit technology. The

second one describes other similar technologies that have been recently proposed.

2.2.1 Flex Technology

First of all, what exactly is Flex Technology? From the Handbook of Flexible Circuits by

Ken Gilleo[13]: “Flexible circuitry is a patterned array of conductors supported by a flexible

dielectric film.”

This of course is a very broad definition but it generally refers to any circuit patterned on

top of a flexible substrate. It can be as simple as a cable or as complex as the motherboard

of a portable computer with several layers made up of different materials. They all however,

share some common characteristics, like the thinness of the dielectric materials used for their

construction (about 12µm) and their remarkable ability to flex and bend.

The construction of flexible circuits is very different from typical rigid circuits because

many different materials can be used for their construction. The following list shows the

components that go into the construction of flex circuit boards:

Dielectric Base Film: this is the most important component of a flexible circuit because
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it will determine its final mechanical, electrical and chemical properties. These are

usually very thin layers of a heat-resistant polymer which serves as the circuit substrate

Conductors: since the mechanical properties of flex circuits are determined by the materi-

als they are built with, several different metal alloys can be used if different mechanical

properties of the typical copper films are desired.

Adhesives: if the metal is not electro-deposited onto the substrate, adhesive layers must

be used to bond the conductor films to the backing base films.

Platings and Finishes: sometimes conductors are treated with special finishes to keep

the conductors from oxidizing and maintain good solderability. Gold platings are also

common to increase the overall performance of the conductors.

Protective Surfaces: the majority of circuits are usually covered with protective layers to

insulate the conductors from the environment. Other covering finishes like soldermasks

are used to keep solder only in the specified areas. In the case of flexible circuits

though, special covering layers have to be used so that these don’t crack when the

circuit is bent.

Material selection is not the only different thing between Flex and rigid circuits. Since

Flexible circuits can be conformed to the shape of its container or even constantly flex1,

they are generally constructed very differently than their rigid counterparts. Some of the

construction types are shown in Figure 2-62

These are only a few of the vast amount of fabrication options available. In fact, every man-

ufacturer offers specialized capabilities that can be used to further enhance the functionality

of the Flex circuits. Chapter 3 will describe in more detail some of the other fabrication

options and the details of the design choices used for the current project.

1This is generally referred to as Dynamic Flex
2Extracted from Minco’s design guide
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Figure 2-6: Types of Flex circuits[46]

2.2.2 Other Technologies

Flex technology is not the only form of flexible circuitry, however. There other types

of flexible circuits that have been developed for other specific applications, and could be

applied to develop an Artificial Sensate Skin.

The most prominent example is perhaps the work done by Stéphanie Lacour[35]. By deposit-

ing an ultra-thin gold layer on top of a PDMS, substrate she has created a new conducting

material that can be stretched much like our own skin.

Other types of flexible circuits are much less related to the area of Artificial Skins like

Jacobson’s E-paper[33] and printable electronics, but the technologies used to create them

might one day also be applied to fabricate an Artificial Sensate Skin. These projects though,

are still under research and thus would be better suited for future applications.

Finally, two special issues of IEEE Proceedings (July and August 2005) were devoted to

Flexible Electronics.

34



Chapter 3

Hardware

“Inanimate objects can be classified scientifically into three major categories;

those that don’t work, those that break down and those that get lost.”.

– Russell Baker

The current chapter describes the hardware system which is the foundation of the

project. The System is based on a set of design directives which are outlined first so

that the reader can have a better understanding of the design choices made throughout this

and upcoming chapters. Once these directives are mentioned, a thorough description of the

hardware components along with their selection criteria will be provided. The chapter ends

with a brief description of the three different communications channels used by the three

hardware devices that make up the system: the Skin Network, Network Hubs or Brains and

an associated Windows�based Personal Computer.

3.1 Design Philosophy

As it was mentioned in the previous chapter, the main goal of this project is to create a

Sensor Network that emulates some of the functions and mechanical characteristics of the
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human skin. The following design principles thus provided the criteria for the selection of

materials and electrical components with which the project elements were created:

Scalability: crucial for covering large surfaces, especially if the node size is small.

High Sensor Density: necessary to achieve high sensor resolution.

Sensing Variety: to allow a broader range of applications and to enable the study of the

impact that different sensor types would have on available resources.

Robustness: given that the Artificial Sensate Skin was implemented as a Wired Sensor

Network, reliability of network components and communications links are essential

for good operation of the system.

Low Maintenance: this is so that the Artificial Skin can operate as a “black box” device

and to keep the administrative tasks to a minimum.

Mechanical Flexibility: a key point in the design of the Artificial Skin was to make it

flexible so that it can be bent and wrapped around arbitrarily shaped objects.

Ultra-low Power Consumption: ultra-low power is also highly desirable, given that as

the network grows, the number of network nodes grows quadratically and so poten-

tially does power consumption.

Small Node Footprint: goes hand by hand with high sensor density; the smaller the

footprint with the same number of sensors per node, the higher the density and

therefore resolution for a given covered area.

It is important to note that even though the Skin Network contains a high speed serial

communications backbone, “high speed” is not mentioned as a main design point because

of two reasons: first, one of the goals of the project is to prove that it is possible to limit

the network traffic1 by including processing power into every node in the Skin. And second,

the project will also try to provide clues that will help to understand how the inclusion of
1And therefore reduce the overall resources needed to manage a large Skin Network
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different sensing modalities will affect the necessary bandwidth that such a system would

require.

3.2 Network Design

The high-level design for the Skin follows that of a Sensor Network based on a star network

topology. Each spoke of the star is composed of a concentrator node or Brain that manages

a Skin Patch made up of n nodes. The Skin Patches or sub-networks are based on a mesh

topology with the addition of a backbone bus. Figure 3-1 shows the Skin Network Topology.

Figure 3-1: S.N.A.K.E. Skin Network Topology

This approach guarantees the scalability of the system at both network levels. Each patch

of skin can be made of any arbitrary size2 without affecting other patches, and at the same

time multiple patches of skin can be connected together through their brains to a PC.

This in no way means that a Skin Patch can’t be used without a PC connected or even a

Brain. Having processing power in each node gives them the ability to process data locally

without the need to relay it to a centralized processing unit as in the works presented in

[69], [11] and [43]. This also means that skin patches can be used either connected to a

2Up to the limit of the backbone bus
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(a) Skin Patches as data extraction devices (b) Skin Patch in stand-alone mode

Figure 3-2: Skin Patch modes of operation

PC with a brain in a data extraction scenario, or by themselves as a stand-alone sensing-

processing-actuation distributed platform. The former may be useful to monitor pressure

gradients on an airplane’s wing, when this is tested inside of a wind-tunnel for example.

The later would be better suited if the material is to be used as an interactive architectural

material3. Figure 3-2 shows the two ways the Skin Patch Network can work.

We now describe the different communication links that the project contains. Although

these links are designed according to the specific needs of the involved elements, many of

the points described above are observed during the design of these communications channels.

Reliability, for example, is a key issue because the integrity of the network depends on the

stability of the communications links. For this reason, several redundant links are provided

for the backbone network. Scalability is also observed and specific measures were taken

to ensure this. We will come back to these points though when the links are individually

described.

3.2.1 I2C Backbone

According to the previous section, the Skin Patches are equipped with a network backbone.

There are of course many ways of implementing it, but which is the adequate for the project?

3More on this point is provided in the Actuation and Sound sensing sections
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It is clear that a serial protocol must be used to avoid the high number of lines that a parallel

port would require, but then again, which one is the right option? There are a multitude of

serial protocols for embedded systems to choose from: SPI, I2C , Microwire, UART, RS-232

and others. To make the right choice, we have to start from what we know:

� The Skin Patch network can be made up of tens up to a few hundred nodes.

� One of the goals of the project is to minimize bandwidth through local processing of

data.

� If the skin is working as a stand-alone device, it would be desirable to use the backbone

as a multi-master, multi-slave bus.

� If the skin is connected to a computer, it would be desirable to have only one master

(the Brain) and multiple slaves (the nodes), depending on whether multiple patches

are needed

� Number of communications lines should be minimized to decrease wiring complexity.

By taking this into consideration, we can easily discard SPI because it can’t be used as a

multi-master bus and needs four lines plus a common ground; we can also discard UART,

RS-232, and Microwire, because they can’t handle more than 2 devices without multiplexing.

I2C on the other hand is capable of doing everything outlined above and it can be run at

up to 400Kbps in fast mode and up to 3.4Mbps in high-speed mode. Moreover, the chosen

microcontroller has an I2C hardware module so it does not even need to be implemented in

software and it also requires only 2 lines: Serial Data (SDA) and Serial Clock (SCL).

Running I2C at the higher speeds requires special considerations, however. The I2C bus can

allow multiple devices to be connected connected to the data lines, because it uses what is

referred to as a wired and, which means that the lines can be pulled down, but not up to avoid

short circuits. This is accomplished by using either open collector devices or by alternating

the states of the connected devices between high-impedance and a permanent pull-down.
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Figure 3-3: I2C Routing pattern

The bus is then limited only by the rise and fall times specified by the I2C standard [54],

which also means that the bus is limited by its allowed maximum capacitance.

Since there are no devices pulling up the lines of the bus, this has to be done by pull-up

devices, generally resistors that connect the bus lines to the power supply. Whenever the

bus lines are unused, the bus idles by staying equal to the supply voltage. The problem

with this situation though, is that when a device transitions either line from a logical 0 to

a logical 1, it must release the line and let the pull-up device drive the line to the supply

voltage; if this is done with a resistor, then the line will behave like an RC circuit with a

typical exponential response. In other words, it will be slow.

To ensure the reliability goals and scalability that we mentioned before, we have to en-

sure that the bus can support as many devices as possible and that there are redundant

connections so that communications are not lost. The first objective is ensured by routing

both I2C lines to all adjacent neighbors in a + shape shown in Figure 3-34. The second

objective, scalability is more difficult to guarantee because the I2C standard dictates that

there should not be more than 400pF in either bus line to ensure the correct operation of

the bus. This puts a severe limit on the amount of devices and bus length that can be

used. There are, however, two ways around this limitation: the first one requires the use

of I2C expanders like the Philips P82B715 and P82B96 chips, which increase this limit up

4Actual routing is shown on Appendix C
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Figure 3-4: I2C Active pull-up devices

to 4000pF; the second one involves using an active pull-up device. The first option involves

adding more components to the nodes, which is something we want to avoid, but the second

option involves only the modification of the pull-up devices, of which there is only one per

patch

Active pull-up devices charge up the bus lines faster than a resistor. The most typical

kind is a current-mirror. Current mirrors work as current sources injecting current into the

bus lines and thus charging up the capacitance with a linear instead of inverse exponential

response. The slope of this line is controlled by the source biasing and it can be made as

fast as the current capacity of the transistors used will allow. The schematic of in Figure

3-4 shows this configuration.

This approach is used by the project, and it will be described in more detailed when the

hardware of the Brains is mentioned; the actual gain in speed, however, will be shown

in the Results Chapter. One last thing to mention is that whenever the skin is working

in stand-alone mode, no active pull-ups are used because these are placed in the Brain.

This could mean that if there is no Brain connected to the network, the backbone will

not work. This is not the case, however, because each node provides a footprint to add a

pull-up device if needed. Another option would be to designate a central node in the Skin

Patch and add active pull-up devices to it. The backbone is not however meant for node to

node communications, this is done through another communications channel which will be

described next.
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3.2.2 Peer to Peer

As we already mentioned, node to node communications has a different design. What is

the reason for this and what kind of communications link is used? The inclusion of a com-

munications link that allows each node to directly communicate to its adjacent immediate

neighbors is inspired from the fact that cells in our skin do this to adjust their sensitivity to

foreign stimuli. When cells are stimulated they generate an electrical pulse that informs our

brain of the event, however when doing so, they release neurochemical transmitters that are

received by neighboring cells. This is also used by our eyes to adjust to different amounts

of light, and our noses when they become accustomed to certain smells[68],[32].

The addition of a communications link that allows nodes to have peer-to-peer communi-

cations is not then responding just to a technical need, but is in fact an emulation of a

biological effect observed in living tissues. With this feature, it is expected that the Skin

Nodes, will be capable of combining data sensed by their neighbors with that of their own,

thus extracting more meaningful information about stimuli events. It will also decrease or

eliminate traffic on the backbone bus for inter-node communications.

Peer-to-peer communications is realized by using a custom-created serial protocol similar

to Microwire, which uses three lines plus a common ground to transfer information back

and forth between nodes. These lines are Serial Transmit (STX), Serial Receive (SRX) and

Flow Control (FC). Each node is then connected with three different lines to their four

closest neighbors, needing a total of 12 interrupt-capable processor pins. More on the serial

protocol will be mentioned in the Software chapter that follows. Also, the full routing of

the nodes is presented in Appendix C, which show how these lines are connected.

3.2.3 USB PC link

The last communications link included in the project is a USB PC link. As we have seen

before, scalability looms large in the design of the project. USB allows the top level of the

network topology to keep with this design philosophy because of its inherent design. USB
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(a) Flex Node Front (b) Flex Node Back

Figure 3-5: Flex Nodes

has a physical bus topology, but a logical star topology which allows multiple Brains to be

connected together. USB also provides enough bandwidth to handle the data requirements

that connecting multiple brains would involve.

USB is also an industry accepted protocol that has proved to be successful for practically

any electronic device created in the last few years from cellphones to portable cameras. It

is easy to implement and there are a wide selection of readily available devices that easily

add USB functionality to practically anything. A full description of the devices used here

will be provided in the Brain section further ahead on this chapter.

3.3 Nodes

Every Skin Patch is a Sensor Network composed by one or many Sensor Nodes. Each node

is composed of a multi-layer, flexible circuit substrate or PCB that is capable of sensing six

different physical quantities:

1. Strain/Bending: by using two orthogonal custom-made strain gages

2. Proximity/Activity: by using a piezoelectric cantilever

3. Absolute Pressure: by using a Quantum-tunneling effect material

4. Ambient Light: by adding an integrated sensor
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5. Audio: by adding a MEMS microphone

6. Temperature: by using an integrated temperature sensor

In addition to the sensors, an ultra-low power microcontroller, programming header, ex-

ternal crystal and RGB LED are also included. This means that each node is capable of

sensing, processing and actuating independently from each other. This approach, not only

makes the Network more reliable and robust, in accordance with one of the design prin-

ciples, but it also provides each node with the processing power required to eliminate the

need to route signals from every sensor to a Central Processing Unit, typical of dense sensor

arrays like the ones presented in Haris[18] and Papakostas[49].

3.3.1 Substrate Design

The Nodes were built using Flex Circuit Technology following the recommendations found

in Gilleo[13] and Harper[19]. Flex technology was chosen on top of other technologies de-

scribed in the previous chapter, because it is a well established technology that has proved

to be successful in many commercial products[47]. It also has many of the mechanical

properties that conform to the project specifications: flex can be conformed to any arbi-

trarily shaped container, flexed continuously and virtually indefinitely, is stress compliant,

extremely thin and it withstands high temperatures. It is also widely available through sev-

eral manufacturers, and there is a vast amount of reference information about it[64][13][19].

Choosing a newer technology like the one proposed by Lacour[35], for example, would have

created numerous constraints on the project and, because of lack of technological maturity,

place the emphasis of the research in the fabrication techniques rather than in the mentioned

goals.

Flex circuits are different from regular rigid PCB’s because they can be manufactured with a

very wide selection of materials, and unlike their rigid counterparts, a material stack-up must

be provided to the manufacturer as part of the design process. Flex circuits are composed

of four major parts: one or many dielectric base films whose properties depend on the
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Figure 3-6: Node substrate material stack

material5, one or more conducting layers, their respective adhesive layers and any necessary

finishing layers. However, even though the material selection and the combination between

possible elements is very broad, there are typical standardized combinations of adhesives,

base materials and conductive layers. Perhaps the most popular combination is Copper film

over a Polyimide base because of its low cost and favorable electrical properties. The Skin

Nodes are based on this basic material combination with a few necessary modifications.

Lets now describe the material stack-up and design options selected for the project. Figure

3-6 presents the entire material stack layer by layer. First, there were two main options to

choose from for the base material: Mylarr (Polyester film) and Kaptonr (Polyimide film).

According to Gilleo, Mylar is about 20 times cheaper than Kapton, has excellent flexibility,

moisture resistance and electrical characteristics but it has very low tear resistance and it

can’t withstand the high temperatures required for soldering. Kapton films are much more

expensive and moisture absorbent than Polyester films but they are easier to prototype with

because they can support the temperature used for soldering electrical components. A 2mil

(50.8µm) Kapton layer was therefore chosen as the Node substrate.

The Skin Nodes also contain 4 conductive layers, three of them made of 1oz (35.5µm) copper

and one of a special copper and nickel alloy called constantan(Cu55Ni45). Constantan is

not as good a conductor as copper, but it has some properties that make it ideal for other

purposes [23]. This will be explained in one of the following sections when the different

node sensors are explained. Again, there are several options when choosing the right kind
5Usually Polyimide or Polyester films but can also be epoxy-glass, glass-resin or others
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Table 3.1: Material thicknesses and standards

of conductor. Gold and silver are better options than copper, but they are evidently more

expensive. Polymer Thick Film conductors are also widely used in flexible circuits because

they can be applied as inks, but they tend to be more resistive than copper. As with

rigid circuits, copper offers the best tradeoff between cost and performance but in the case

of flexible circuits, the metal can be either electro-deposited onto the substrate or glued

as think rolled annealed copper laminates. Rolled annealed copper has the advantage of

supporting virtually infinite flexing cycles, while electro-deposited copper tends to crack

under these circumstances. Since the idea of the project is to emulate the way a skin would

behave, RA copper was chosen in spite of a marginal increase in cost.

Finally, both sides of the nodes had to be covered by a protective layer to isolate the

conductive traces from the environment, and to serves as a solder mask. There are four

main options: coverfilm, screened solder mask, photoimageable solder mask or dry film

solder mask. Coverfilm is the cheapest, but it has to be machined like any other layer which

limits the pad size and hole sizes. Photoimageable solder masks or coverlays are flexible

versions of their FR-4 cousins; they are a bit more expensive but they allow for pads and

vias of practically any size, plus they offer the advantage of being re-workable [73] which is

essential for prototyping.

An acrylic adhesive (Pyralux) was used to join the different layers together and make up

the stack. All of these materials, along with their exact thicknesses and specifications are

included in the IPC-4203[29] and IPC-4204[30] industry standards that can be obtained from
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Figure 3-7: Flex circuit cost as a function of fabrication complexity[46]

www.ipc.org. Table 3.1 lists the thicknesses and fabrication standards used to fabricate the

substrate6.

Cost Considerations

Material selection however, is only the first step when designing a flexible PCB. There are

many mechanical considerations to make that have a big impact on cost: circuit size, shape,

overall thickness, minimum bend radius, mechanical fittings and circuit terminations must

all be included into the design phase as well. But before going into these in detail, a brief

cost analysis is necessary to illustrate why some design decisions were made.

Flexible circuits are broadly classified depending on the types and number of layers used

for their construction7, and the type chosen will affect the cost, mechanical flexibility, and

mechanical stability. Generally speaking, the greater the number of layers per circuit, the

greater the fabrication complexity and therefore cost. Layers should be added sparingly

then, to keep design/fabrication complexity and costs to a minimum. Keeping the layer

count low also increases the flexibility8 and compliance of the material, which in the case
6Courtesy of Dan Hansler of Pioneer Circuits, Inc
7Classified as Single-sided, Back-bared, Double Sided, Multilayer, and Rigid-Flex
8Characterized by the maximum bend radius
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(a) Node Front (b) Node Back

Figure 3-8: Rigid node prototype

of this project are crucial. Figure 3-79 shows the relative cost increase for different types

of flex. There are several other factors that also increase cost, but analyzing all of them

in detail would be beyond the scope of this document; the reader is welcome to check the

provided references if further information is needed.

It is clear that multi-layer boards cost more than twice than the average double-layer flex

board and more than thrice that of single-layer boards. Yet, it is necessary to resort to

the more expensive multi-layer flex boards in order to have enough layers to route all the

electronic components required by the goals of the project. Manufacturing the final boards

is not the only costly part, though, as they must be first prototyped. A typical four-

layer rigid board of this size can be prototyped for less than $50, the same prototype on

flex usually costs between $800 and $1,200 because of the labor involved. For this reason,

prototyping of the Skin Nodes was done on regular rigid boards, and only the “final” version

was fabricated on flex. Not all of the functionality could be tested in the rigid prototypes,

but they were essential for the design, debug and first tests. These boards are shown on

Figure 3-8.

9Courtesy of Minco�: http://www.minco.com/uploadedFiles/Products/Flex_Circuits/aa24-flex_design.pdf
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Mechanical Design

Once cost issues have been addressed, we can proceed to describe some of the mechanical

aspects behind the design of the Skin substrate. Again, things like mechanical terminations

and fittings, shape, size, number and types of layers, overall thickness and minimum bend

radius all have to be taken into account when designing the circuit.

The shape of the Skin Node was chosen to be roughly square with two overhanging flaps

to create mechanical connections to adjacent nodes. This can be seen in any of the layouts

of Appendix C or Figure 3-5. Making the nodes square has several advantages: first, unlike

complex tiling of polygonal-shaped nodes, square nodes can be made equal to each other

avoiding the need to make distinctions between them in the network and thus simplifying

the coding of applications; second, they can be easily tiled to form any arbitrary shape, like

pixels in a monitor; third, one of the characteristics of the network communications scheme

is that every node can communicate directly to its adjacent immediate neighbors, which in

the case of a quadrilateral shape is a maximum of four10 (except for edge and corner nodes).

This not only helps to keep the routing and wiring simple but it helps to keep the necessary

available processor port-pin-count low, which is important to maximize functionality.

Mechanical terminations are another big design choice. There are many possible ways

to connect flexible boards to each other many of which are outlined in Minco’s design

guide[46]. For the first Skin Network revision, Physical Reconfigurability was not included

as a design point because of its increased complexity both in hardware and in software.

Basically, network reconfigurability in the context of the project means that nodes can be

easily rearranged, which would have many advantages over a fixed network configuration,

but it requires a type of connector/mechanical terminator that can allow nodes to be easily

plugged and unplugged while maintaining a high enough degree of mechanical stability so

that communication links (backbone and peer-to-peer) are not frequently lost. None of

the evaluated mechanical terminators could achieve this with ease, so a semi-permanent

termination method was chosen instead. The chosen Node connection scheme is similar to

that presented by Um in [69], and it was implemented with header holes that can be joined
10North, South, East, West
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Figure 3-9: Skin Patch mechanical terminations

together by soldering single in-line, break-away headers, which can be seen in Figure 3-9.

Header holes are located in the overhanging flaps so that nodes can be tiled without much

overlap.

Size was another major consideration; all circuit dimensions can be seen in Figure C-3.

How big should the Nodes be such that there is enough space to accommodate all the

necessary components, while keeping an acceptable level of sensor density per covered area?

This is essentially a cost problem since more expensive fabrication techniques like blind and

buried vias are needed to increase the component and routing density of the Skin Nodes

since there is virtually no space left for compacting the layout. This can be observed in

Figure C-4 included in Appendix C. However, given that costs are already high and that

these are pricey options, the costs would have become prohibitively expensive. Accordingly,

these options were then left for a possible second revision. Finally, Some extra space was

needed for to allow bonding of a special material used for the pressure sensors; this is why

the Nodes are not routed close to the edges.

Yet the most important mechanical characteristic, and the one that separates this design

from rigid PCBs is its ability to bend and flex. Flexibility of the board is influenced by many

things, but the three main ones are material selection, final substrate thickness and

routing techniques. Material selection was already described, but in terms of flexibility,

rolled annealed thin films are the best for applications that require constant bending. One

could arbitrarily choose extremely thin (up to about 9µm thick) films, but they are not good
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Figure 3-10: Node with electrical components being flexed

at withstanding large stresses which lead to hairline cracks on the conductors that cause

faulty electrical connections. For this case, standard 1oz copper was chosen. Final substrate

thickness simply depends on the number of layers on the material stack; the more layers,

the smaller the minimum bend radius that the substrate can take without permanently

deforming or cracking. The thicknesses of the entire stack and each layer are shown in

Table 3.1. A good rule of thumb is that the minimum bend radius should be at least 24

times the total thickness of the substrate, however this is best defined in IPC’s document

IPC-2223 [31]. Figure 3-10 shows an example of a fully-assembled node being flexed

Routing and Component Placement Issues

The routing of the board requires special mention. There were several issues that either

limited or complicated the electrical routing of the board. First of all, there are only two

layers available for electrical components, as the inner layers are only for routing and sensing.

The top or outer skin layer layer was rendered almost useless for component placement

because the real estate was used up by the electrodes required for the pressure sensors; the

only available space was occupied by the ambient light sensor, LED, and microphone, which

by necessity had to be on the outer layer. Second, as it was seen before, layer count must

be kept low because of cost and flexibility issues, so power and ground planes could not be
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used, which only further complicate the routing. Third, including a microcontroller on a

flex board is difficult because the bending can cause it to pop out. One solution for this is

to wire bond the processor chip as thinned bare-die silicon but this is well beyond the scope

of the current project.

A more conventional workaround for this is using either rigidizers or rigid-flex, but the

former can’t be used if components have to be placed directly underneath the area to

be rigidized, and the later would have been prohibitively expensive. Several routing and

component placement tricks, which are shown on the following list, had to be used to reduce

overall stress points; these are shown on Figure 3-11.

1. The microcontroller was placed in the center of the bottom layer, and the components

that had to be on the top layer plus the crystal were placed directly opposite of the

microcontroller on the top layer so that their large bodies worked as rigidizers.

2. Because the node footprint is small, and the center of the board was now somewhat

rigid, bending was mainly constrained to the outer regions of the board, so every

component that had to be placed in the outer region of the bottom layer was aligned

to the bending axis so that stress points at its pins are minimized.

3. Whenever possible, traces were routed so that they would meet at pads/vias through

the center, except for those cases where this would create unnecessary extra curves

and corners.

4. The Ibeam effect shown on Figure 3-11(d), limits bend radius, and is therefore mini-

mized throughout the layout of the circuit. This also helps to keep crosstalk between

routed signals to a minimum, which is good for speed as well.

5. Routing Corners are natural stress points, so they were routed underneath components

whenever possible.

6. Rounded corners were also used to increase the bending life of the nodes.

7. Sharp corners create stress points so the curvature radius of the corners was kept large

when possible.
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(a) Rigidized center (b) Aligned components

(c) Rounded routing and Centered
Routing

(d) IBeam Effect

(e) Teardrops and Fillets (f) Corners routed under components

Figure 3-11: Routing techniques
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8. Teardrops and filleting were added to all pads and vias.

9. Components were also chosen to be as small as possible, so that bend radius is not

limited by this. If components are large, then the substrate will not be able to bend

without components breaking off.

There is one last thing to mention. Because of the necessary number of layers and the

presence of surface mount components on both layers of the board, the nodes will certainly

not be as flexible as a natural skin, plus are not, of course, elastic and 3-axis conformable.

These and other results will be mentioned in Chapter 5.

3.3.2 Power Circuitry

As we mentioned in the previous subsection, component selection was made in such a way so

that component size and orientation would not much hinder the bending of the circuit. In

general, this means selecting components as small and compact (not elongated) as possible,

otherwise there would be a risk of components breaking off the substrate as shown in Figure

3-11(b).

Referring back to the design principles of section 3.1, one of the key points is to have a

reliable network. Reliability in the case of network power distribution is gained by providing

each node with their own power supply or individually wiring each node to a centralized one.

Connecting each node to a central power supply would be a step back in the design, because

it would mean that each node has to be wired, which is exactly what we are trying to avoid

by having processing power in each node. The other option would be to have a coin-cell

battery in every node, but these are generally not rechargeable, bulky in relationship to

node size and would hinder flexing motion.

The next best option is to provide as many redundant power and ground connections

throughout the network as possible. This is the option implemented in the SNAKE project,

and therefore every node has a power and ground connection to each one of their immediate

neighbors (North, South, East, West). Since the Skin Network topology is dictated by the
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shape in which the nodes are connected, the nodes at the edges of whatever network shape

is chosen would obviously have less than the four maximum redundant power links. The

worst case scenario here, would be when the network topology is a straight link of nodes

connected in a line, which provides no redundancy. Power to the network is therefore dis-

tributed from a centralized unit, but no individual wiring is necessary, because each node

provides power its adjacent neighbors.

Each node is provided with a NCP553SQ33T1 linear voltage regulator that provides a

constant 3.3V supply to each node. This regulator is ideal because not only does it come

in a ultra-small and compact SC-70-4 package, but it also does not need any external

components except for an optional output capacitor. It is an ideal regulator, because it

has a 12V maximum input voltage, which allows for a very wide range of power supply

voltages; it has an output current capacity of up to 180mA with a 650mV dropout, more

than enough for the node circuitry, and it only consumes 2.8µA of quiescent power, which

which suits our goal of low power consumption.

Power requirements of the network vary widely, mainly because the size of the Skin will

change, depending on the number of nodes connected. Either a large battery or a bench-

top power supply can be used, but for the specific case of the skin patch built to test

the project, a Rose Electronics LI-2S1P-2200 7.4V Lithium-ion battery pack was chosen,

mainly because they were available from previous projects but also because they have a

high-discharge rate of 2.20A/h. This means that if each node consumes an average of

15mA, one battery can provide enough power to operate roughly 140 Nodes for about an

hour. Actual power consumption is much less than 15mA, but this and other results will

be mentioned in Chapter 5. Figure 3-12 shows the power components.

3.3.3 Processor

Microcontroller selection was also a critical part in the design of the Node Hardware. Fol-

lowing with the established design principles, the chosen microcontroller should be capable
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(a) 7.4V, 2.2mAh Li-ion Battery (b) 3.3V Regulator in each node

Figure 3-12: Power components

of processing all data generated by the node’s 11 sensing channels11 and still have enough

processing power remaining to handle the two communications channels provided(I2C and

P2P). It should also be capable of ultra-low power operation and have enough ports and

peripherals (timers, ports additional hardware) to handle data and tasks efficiently. Finally,

it needs to include a relatively large amount of RAM (> 10KB) on die, to handle sampled

data and data packets, and come in the smallest possible package.

There are hundreds of microcontrollers available, however only a few manage to have the

required characteristics. The PIC24H family of microcontrollers for example, would be an

excellent choice, if it wasn’t for their large size. Others like the PIC18, Atmel’s AVRs,

and 8051-based families (Silicon Labs, Intel, Atmel) come in a broad variety of memory

sizes, hardware peripherals and special features, however they are all 8-bit microcontrollers,

which complicates the handling of large quantities of data, and they are also generally

power-hungry, requiring an average of 300µA per MHz.

The MCU with the most adequate balance of characteristics for the project was a Texas In-

struments MSP430F1611. The MSP430 family of microcontrollers has the best-in-class

power management modes and ultra-low power consumption [26]. With five different

low power modes, 16-bit native operation, less than 6µS standby wake-up time, and a

300nA deep sleep mode, the MSP430 has the most flexibility when low power is needed[27].

MSP430’s can run up to 8.000Mhz with an optional external crystal and up to 5.000Mhz

112 Strain/Bending, 2 Motion sensors, 4 Pressure sensors, 1 Ambient Light sensor, 1 Microphone, 1
Temperature sensor
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(a) MSP430F1610 QFN Package (b) FFC programming header

Figure 3-13: Microcontroller with programming header

with the internal DCO. For this case, an external ABMM2-8.000MHZ-E2-T 8.000Mhz SMD

Crystal which was included to mainly drive the serial backbone at a higher speed.

The MSP430F1611 comes in a very compact 9mm-by-9mm leadless 64-QFN package with

48 general purpose I/O pins and two hardware serial modules that can be configured as

either USART, SPI or I2C ports. It also includes 10KB of RAM and 48KB of Flash, a

hardware multiplier, a DMA controller, two timers, a supply voltage supervisor, and a 10-

input channel, 12-bit ADC module. Although features like the hardware I2C controller,

DMA and hardware multiplier are not absolutely necessary for the system, they are highly

desirable because the network backbone uses an I2C protocol; DMA can be used to transfer

sampled sensor data to RAM leaving the processor free for other tasks; and the hardware

multiplier greatly speeds many of the calculations.

Probably the only drawbacks to selecting this microcontroller were its relatively big size

compared to other MCUs of the same and other families12 and its price, which at the time

this project was created was of roughly $12.0. These microcontrollers went also unexpect-

edly out of stock of all major providers when the flexible boards were already created, and

the restocking date was beyond the project time frame, so MSP430F1610 had to be used

instead with the minor disadvantage of having only half of the RAM. Fortunately, this had

no major impact on the operation of the network, but then again this will be mentioned

1264-QFN is almost 4 times larger than a 32-QFN used by the MSP430F123
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in more detail in the Results Chapter. Finally, since this is a first revision prototype, an

FH12-10S-0.5SH FPC programming header was included for debugging purposes. Both,

processor and header are shown in Figure 3-13

3.3.4 Sensing Modalities and Actuation

The human skin is capable of sensing many different physical quantities. Every square

centimeter of skin is filled with hundreds of nerve fibers sensitive to temperature, light, vi-

brations, pressure, mechanoreception, and many different forms of pain13. This subsection,

describes some of the available sensing technologies with which it is possible to emulate

some of the sensing capabilities of the human skin while comparing their characteristics to

illustrate why one was chosen over the others.

The sensor subsystem of the Skin Nodes is composed of the actual sensors themselves,

their associated analog signal processing, and the ADC module of the chosen MSP430

microcontroller. Although they are all independent of each other and use very different

sensing technologies, they all share the same selection criteria, and follow the previously

mentioned design points. Sensor technologies were selected in such a way so that:

a. Analog-processing component count is minimized.

b. Sensors can be integrated into the substrate if possible.

c. They observe ultra-low power operation.

d. They are analogous to a sensor present in human skin.

Unless otherwise noted, all of the signal conditioning circuits use the same amplifier from

Maxim IC: MAX4400AXK which comes in a tiny SC-70-5 package, and consumes only

320µA of quiescent current. Although there are other devices that consume considerably

less power, like the Texas Instruments OPA347 or TLV2252, the former was chosen because
13Depending on the part of the body, fingertips for example, have up to 2,500 receptors
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its better balance between Gain-Bandwidth product and power consumption. These could

not be used for the Strain/bending sensors, because a differential amplifier is needed. Other

sensors already come pre-amplified and no external amplification was needed. We’ll come

back to this point when we individually describe each sensor.

Each sensor type is sampled at a frequency high enough to capture the necessary infor-

mation, but low enough to keep power consumption down and also to avoid saturating the

RAM before the processor can extract higher-order features from raw data. In the case that

data needs to be extracted from the nodes, these higher-order features are what is generally

transferred, thus bandwidth requirements are minimized. This will be described in more

detail when we mention some of the applications that run on the Skin Network and again

in the Results Chapter.

Before heading on to the sensor suite description, it is important to note that even though

receptors in the human skin are capable to sense different types of sensations at once14

[56], in the world of electronic sensing it is generally easier to use a different sensor for a

specific physical quantity. Otherwise effects like temperature drift, electrical coupling and

other effects can disturb many measurements and cause ambiguousness in the readings. For

this reason, strain was separated from pressure and vibration and a separate sensor with a

different technology was chosen for each modality.

Actuation

Due to the nature of the project and the limited amount of node surface real estate, actuation

was limited to light response. Skin Nodes are provided with a LTST-C17FB1WT RGB LED.

This small 2.4mm-by-2.0mm RGB LED can be easily driven by the 3.3V outputs of the

MSP430 MCU without needing a special driver. The LED has a common cathode so the

anodes of each LED were connected to three different MCU I/O pins through a current

limiting resistor. Since the blue and green LEDs have a DC forward current of 20mA with

a forward voltage of 3.5V, a 100Ω resistor was used to limit the current. The red LED
14Some examples include: Meissner’s corpuscles are sensitive to vibrations and light touch; Pacini’s cor-

puscles are sensitive to pressure and vibration; Merkel’s disks, Pincus domes to touch and pressure
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has a 30mA forward current with a forward voltage of 2.0V so to keep brightness levels

roughly equal a 150Ω was used instead. Moreover, the micrcontroller pins to which the

LEDs are connected are timer outputs which allows them to be pulse-width modulated and

thus generate practically any color.

Although the LED was added mainly for debugging purposes, it turned out to be a very

useful tool for demonstrating the capabilities and functionality of the assembled test net-

work. An interesting thing to note here is that the Skin Network generated some interest

for its possible use as an architectural material, so having LEDs makes sense to give the

skin a certain type of “chameleon-like” expression.

Strain and Bending

The idea of providing the Skin Nodes with the ability to sense strain and/or bending

amount, and its direction was derived from the fact that our human skin is perfectly capable

of doing this. The idea is clearly not new, and several ways of achieving this result have

been proposed: the works presented by Banks[2], Yamada[75] and Hritsu[22] for example,

describe similar optical ways to track the strain and deformation of a skin-like material.

In Yamada[76] et al, a vibrotactile strain-sensitive device is used to detect textures. Still,

perhaps the example that best demonstrates this emulation are the so-called eFabrics or

Smart Fabrics that have been presented in numerous articles describing similar methods to

sense the deformation of conductive fabrics and plastic films [61], [71], [44].

Transducer Selection There are indeed, many ways of measuring the strain and/or

bending of a material, but as we already saw, the ideal choice for this project will be one

that can be integrated into the node substrate while requiring minimal signal conditioning

so as to keep power consumption and component count low. Yet, even with these constraints

there are still multiple viable options: FSRs, Strain Gages, and Piezo-resistive films are all

good candidates.

Taking a closer look though, we find that FSR bend sensors can’t be easily integrated into

60



the substrate at the time of fabrication or are difficult to fabricate with any accuracy[34].

because they are made of special, proprietary materials which can’t be easily obtained15;

instead then, they must be added at the time the skin is assembled, which complicates

the Skin Node layout and assembly. FSRs also delaminate pretty easily and are not good

at resisting high humidity environments. Piezo-resistive (PVDF) films are very good for

transducing changes in strain, but they can’t be used for cases where static strain is needed;

there is also no easy way to integrate them into the fabrication process. Strain gages on

the other hand, can be easily customized and streamlined into the fabrication process, they

add only one extra layer into the material stack and incurs only a marginal increase in cost.

Two orthogonal axes of strain sensing were therefore included into each node.

Strain gages are long traces of a resistive metal for which a change in strain results in

a change in electrical resistance[10]. This change can be then amplified and read by a

microcontroller. The change in resistance is represented by the equation:

dR
R = S · ε (3.1)

Where R is the resistance, ε is the strain, and S is the strain sensitivity “gauge” factor of

the material. This sensitivity factor is what determines the effectiveness of a strain gage

design and it is highly dependant on the materials and fabrication methods chosen. Another

interesting point is that strain can be compressive or tensile, which means that not only

the amount of the strain can be extracted but also its direction. As a result, strain gages

can be used as bend sensors for the skin.

Strain gages are manufactured by adhesively bonding a thin foil of metal to a flexible

plastic substrate like Kapton. The gage is then glued to a surface of the object for which

a strain measurement is needed. Ideally, the gages should only change their resistance due

to mechanical deformations, however in real applications, factors like the adhesive used to

install the gage, temperature, and the gage material, all have an effect on the measurements
15Like Tekscan’s Flexiforce sensors
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Figure 3-14: Strain gage layer prototype

[48]. Because of this, strain gages are built from special alloys for which the gage factor S

is much less sensitive to temperature variations than for regular metals.

Strain Gage Design Material selection directly affects the mechanical properties of the

gage, like fatigue life, flexibility, sensitivity and stability. However, even though the mate-

rials selection available for fabrication is very broad, constantan has constantly been the

most widely used alloy for strain gage applications, and was therefore selected. Constantan

has a relatively high sensitivity, high resistivity and high drift temperature which make it

ideal for this project.

There are five other variables that have to be taken into consideration when custom-

designing a strain gage: gage length, gage width, overall resistance, grid pattern and backing

material. In the specific case of our project, backing material was not an issue because the

skin is actually made from Kapton, which is the most typical backing material for constan-

tan foil. Here, the length of the sensor grid determines the “active area” of the sensor,

and therefore must be adequately fit to cover enough node area so that dead zones16 are

minimized. The width of the gage traces, on the other hand, is the main determinant of

the overall resistance of the gage, which translates into its ability for dissipating heat and
16Skin areas insensitive to bending
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therefore defines its stability. Overall resistance is an issue if the amount of current flowing

through the gage needs to be controlled. Finally, The grid pattern is important because it

determines the axis of the strain to be measured; grid patterns can be either one of the typ-

ical ones (uniaxial, biaxial rosettes, multiple-axis rosettes, radial rosettes) or a customized

design. This is provided, however, just as an overview of the available design choices that

must be made; for a detailed explanation of these the reader can try Vishay’s tech note

TN-505-4[24].

For the more specific case of the current project, the strain gage design can be seen in

Figures 3-14 or C-7. An observant reader may notice that there are actually four sets of

traces, however, these are considered as two gages because the top and bottom sets of traces

are connected so they actually make one sensor; this is also the case for the left and right

sets. Their design characteristics are outlined in the following list:

Length: designed to cover as much area as possible to diminish dead zones.

Trace width: made as thin as possible; the manufacturer imposes a 5mil trace width

limit without imposing a price increase, so this width was chosen.

Overall resistance: determined by trace length and material properties. Although trace

length was controlled to make both gages in each node have the same resistance,

fabrication variations caused them to have a variation from node to node of up to

20Ωs. The total gage resistances are then in the rage of 168− 188Ω.

Grid pattern: 90-degree T-rosette style with redundant traces (2 sets of traces per strain

axis) which gives a resolution of 2 sensors per node.

Strain gages, however, produce very reduced output voltage swings17 because the changes

in resistance due to strain are small. For this reason, they need to be conditioned by a

very high-gain amplifier in order to be adequately sampled by the microcontroller. The way

this is usually accomplished, and the way it was actually done in the project, is by using

17Tens of millivolts
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an unbalanced Wheatstone bridge, from which a differential output is taken and fed to an

instrumentation amplifier. An unbalanced Wheatstone bridge can be seen as nothing more

than two independent voltage dividers, from which one of the resistive elements has been

replaced by the strain gage. As the gage undergoes some strain, its resistance changes, and

the voltage seen at the divider node correspondingly changes18. Since one of the voltage

divider branches is composed of regular resistors, the voltage seen at its divider node will

always be set at VCC/2, so when these two bridge outputs are fed to an instrumentation

amplifier, this will amplify the difference seen at the divider nodes, causing the output of

the amplifier to swing positively or negatively from the bias point, depending on the type

of strain experienced by the gage (either tensile or compresive). This arrangement is shown

on Figure 3-15.

The resistors that make up each one of the bridge divider branches are generally picked to be

of the same value so that the excitation voltage is divided equally among the two resistors,

giving the widest possible output swing. However, this configuration has a problem that,

although not evident at first, could potentially cause the amplifier to saturate. Since the

resistance change of the gages is so small even at their full bending range (around 3Ω

maximum change), and given that large gains are needed for the signal to have a noticeable

swing at the amplifier output, any minuscule mismatch between the resistance value of

the strain gage and its adjacent voltage-divider resistor will cause the amplifier output to

saturate. This is never a problem with commercial-grade strain gages, because they are

fabricated in such a way that their resistances are within 1% of a commercially available

resistor. This is posible because they are mass-produced, which keeps the costs of stringent

quality control measures low. Doing this with a multi-layer flex PCB in a custom application

is not possible because it would be extremely expensive.

The solution to this problem was to add a matching resistor in series with the strain gage, so

that the resistances could be matched to that of the closest commercially-available resistor

value. Thus if, for example, the measured effective strain gage resistance was of 166.9,

placing a matching 2Ω resistor in series would add enough to the measured value to almost

18Since strain can be tensile or compresive, the difference in resistance can be either positive or negative
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Figure 3-15: Wheatstone bridge used for Strain gage conditioning

perfectly match a 169Ω resistor, which can be obtained commercially. This matching then

ensured that the amplifier would not saturate for resistance mismatches, at the expense of

manually matching each gauge on each node.

Only the hardware selected for signal conditioning is left to be mentioned. As it was

previously said, the Wheatstone bridge output nodes are fed to an instrumentation ampli-

fier. The selection of the amplifier followed the same principles we have been mentioning

throughout the document. It was rather difficult to locate an instrumentation amplifier

small enough and with a sufficient gain for the required application. Fortunately enough,

the MAX4462HEUT from Maxim IC Inc. comes in a small SOT-23 package, and is pre-

cisely designed for bridge applications. It even includes a reference input signal for correctly

biasing the output voltage of the amplifier19. Probably its only drawback is that it comes

with fixed gains of 1, 10 and 100, but even with a gain of 100, the output swing for moder-

ate Skin Node bending is of at most 1 volt, which was enough for the requirements of the

project. Having the full 0–3.3V swing accepted by the microcontroller would have required

a second amplifier stage, which would have been impossible to include, given the already

lacking component real estate. Possible ways to improve this and other parts of the design

19All amplifiers are actually biased at 1.5V using the external voltage reference provided by the MSP430.
This is done so that they have roughly equal voltage swings
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Figure 3-16: QTC response curve for a QTC pressure sensor[52]

are provided in the final chapter.

One factor that has not been mentioned so far about the hardware is its power consumption.

This is observed through the entire design of the sensor systems by adopting three mea-

sures: use of instrumentation amplifiers that have a low quiescent current, the resistance

of the traces is made as high as possible, and gages are gated. Sensor gating is done by

pulling down the Wheatstone bridge using a FDG6301N Dual N-channel MOSFET, with

the gate connected to a microcontroller output pin. These transistors come in a neat and

compact SOT-23-6 package, and allow the microcontroller to turn on the gages only when

a measurement needs to be taken greatly reducing the current consumed.

Pressure

Pressure sensors were also custom-made for this application. The reason for this is that

even though most of the technologies evaluated before for strain sensing can be also used

for pressure, they had to be discarded for same reasons described above and instead a QTC

sensor from Peratech was used.

QTC sensors can be obtained as thin films bonded to a paper-like polymer, and can then be

therefore easily bonded to the Skin Node substrate. Using these sensors also allows the entire

surface of the node to work as a pressure sensor, unlike solid-state pressure transducers,
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which are localized. QTC sensors are made of metal particles bonded to a thin polymer.

These particles are isolated, but as pressure is applied to the material they come closer to

each other. As this happens, electrons start to “tunnel” between the isolated material gaps,

and increase the conductance of the material. This behavior is not linear though, as it can

be seen in Figure 3-16.

This curve is almost an inverse exponential, meaning that a pressure sensor fabricated

with this material will be extremely sensitive to relatively light touches, and have a lesser

sensitivity to higher pressures. This can be adjusted with a good signal-conditioning circuit

design.

According to Peratech’s integration guidelines [53], the sensor requires the use of electrodes

over which the material must be placed, free-floating with the coated side facing them.

Accordingly, electrodes were placed on the top or external facing side of the Skin Nodes,

and cover almost their entire surface except for the center and edges. The center could not

be used, because it was needed for mounting all the electrical components that also need to

be on this layer. The edges were left blank because they were used to glue the material to

the substrate.

These electrode layouts have two parameters that must be controlled: electrode spacing,

and trace width. The right balance between these two will dictate the resolution of the

sensor. To ascertain these parameters, several prototype layouts were tested. Some of these

are shown on Figure 3-17(a). From these two, conclusions were obtained. First, the width

of the traces determines the base resistance of the sensor, which is an important quantity

for the circuit design. And second, although electrode width has nonoticeable effects on the

sensitivity, slimmer traces give more flexibility and resolution to the sensor. For the Skin

Nodes, an electrode width of 20mils was chosen.

The entire surface of the node substrate was subdivided into four corners, so that four

separate pressure sensor areas could be created as shown in Figure 3-17(b). These four

electrodes were then multiplexed using a Maxim MAX4734EGC 4:1, multiplexer and the

output of the multiplexer was amplified using the circuit shown on figure C-1. This is
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(a) Prototype boards used to calibrate sensors (b) A node covered with QTC mate-
rial. Each node has four channels of
pressure sensing as shown

Figure 3-17: QTC pressure sensors

nothing more than a non-inverting amplifier biased at mid-range by the voltage divider

created by the sensor selected by the multiplexer and a resistor. Whenever the pressure

sensor is not pressed, it has a resistance in the order of mega ohms. As pressure is applied to

the sensor however, the resistance decreases, and the voltage divider voltage changes, which

causes the output voltage to swing. One advantage of this circuit is that the sensitivity

range of the pressure sensor can be adjusted by changing just one resistor, in this case the

pull-down resistor used in the voltage divider.

Finally, there are some mechanical design aspects to consider. Gluing the QTC films onto

the substrate only by the edges causes the material to warp and bubble when the substrate

is bent. There are work-arounds to avoid this: the first one would be to selectively apply

an adhesive around the metal electrodes so that only the parts with no metal stick to the

coated side of the sensitive material. A second option would be to encase the entire skin into

a silicone rubber; this has the added advantage of evenly distributing the pressure among

the four corners of the node, so gradients are better observed.
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(a) Mini-sense cantilever with
whiskers glued to end mass

(b) Kyocera’s PSAC piezo shock sen-
sor

Figure 3-18: QTC pressure sensors

Proximity/Motion Sensing

Proximity sensing or mechanoreception (motion sensing) was added to the nodes to copy

the ability that our skin has to perceive close activity through hair. As with any other

sensing modality, there are several different ways to convert the whisker vibrations into

electrical signals that can be then sampled by the microcontroller. Two different options

based on piezoelectric cantilevers were tested.

The first option was based on the design presented by Lifton in [41]. Taking advantage of

piezoelectric film’s ability to turn bending strain into high voltages, nylon fibers were glued

to the end of a Measurement Specialties MSP6915-ND Mini-Sense piezo cantilever to make

up a vibration/mechanoreception sensor. This sensor has a mass attached to the end of the

cantilever which also gives significant sensitivity to inertial forces. This design is shown on

Figure 3-18.

The second option was based on the same principle of the first one, however instead of

using a large piezo cantilever, two different Kyocera PZT vibration sensors, the PSAC380A

and PSLC382S, were tested. The only difference between these two sensors is the axis of

maximum sensitivity. These sensors have the advantage of being surface mountable, and

are very small and sensitive. The only minor drawback is that the sensitive part is located

inside of the small package and the whisker can’t be directly glued onto it. Fortunately

though, these sensors are sensitive enough that they are able to pick up vibrations if the
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whisker is epoxied to the package of the sensor. For this to be possible the whiskers have to

strain the package enough for the sensor to respond, which is easily obtained if the whiskers

are thick and stiff enough, and enough gain is given to the amplifier.

The circuit necessary for its signal conditioning depends directly on the type of information

that is desired. Vibration, strain, shock or simply activity can all be derived from this sort

of sensor depending on the signal conditioning and sampling chosen. A very detailed review

of possible circuit options are shown in the Measurement Specialties Piezo Film Technical

Manual [63]. Since the idea of including whiskers was mainly to detect the presence of

close activity, a very simple circuit was used to generate vibration pulses, which are then

connected to an input pin of the microcontroller, which can then either extract the vibration

frequency, or simply report if there was or no activity for a certain period of time. This is

also shown in Appendix C.

Ambient Light

Although one might not notice the fact that our skin is indeed capable of sensing ambient

light, this becomes clear if we take into consideration that it is light and not heat which

causes the familiar melanin concentration change in the skin when we spend long times

under the sun; in other words we get tanned because of the amount of light received by our

skin. Some animals (e.g. Cattlefish have optical sensors distributed in their skin).

Including an ambient light sensor into the nodes would allow several applications to be

developed with the network. Some possibilities include the retina-like light edge detection

system presented by Lifton in his push-pin distributed-computing-platform [39], and light

gradient and source direction detection, and longrange proximity detection by cast shadows.

This capability was implemented by adding a Toshiba TPS851/52 ambient light sensor,

shown in Figure 3-19. This tiny device was created as an illuminance sensor for brightness

control of mobile device displays, and it is based on a current-amplified photodiode. It is an

ideal option for the Skin Nodes because it doesn’t need any external amplification, which

reduces component count. It also has a low supply-voltage and power consumption that
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Figure 3-19: Toshiba TPS851/52 Ambient Light Sensors

makes it compatible with the rest of the circuit, it is very sensitive, and it includes a built-

in Luminous Efficiency Correction, which adapts to different light sources (incandescent or

fluorescent). On top of this, the ambient light sensor has infrared sensitivity suppressed,

and has a spectral response close to that of the human eye with a relative sensitivity peak

located at 600nm [67].

This sensor has the added advantage of coming in a tiny package that can be surface

mounted. There was only one design problem that had to be overcome when mounting the

sensor into the nodes. Since both the ambient light sensor and RGB LED have to be placed

in the outer Skin Node layer, they have to be carefully placed to avoid interference with

the sensor measurements. This was accomplished by placing them as far from each other

as possible. In actual results, it was seen that some coupling still exists but, is minimal.

Finally, since the sensor outputs current, a resistor was connected at the output to turn it

into a voltage that can be then sampled by the ADC. This is the only component needed

to condition the signal, which again helps to keep component count low, and it allows the

sensitivity of the sensor to be changed by tuning the resistor value (currently 8KΩs).
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Sound

The only sensing modality added to the nodes that is not present in the human skin is

sound20. The reason for doing this is that sound sensing requires a much larger amount of

bandwidth than the other sensors, and was therefore useful for pushing the limits of the

hardware used, and testing how much data could be processed locally. Having a microphone

on each node also enables several exciting applications, such as using differential time of

flight to determine sound localization and sound directionality; beamforming is also possible

since the skin becomes a conformal microphone array. Moreover, it allows for greater

interaction if indeed this material is used as an architectural material.

Sound sensing is realized through a Mini-SiSonic�Knowles SPM0102NE3 MEMS Micro-

phone. This microphone is usually used for mobile phones and PDAs, because unlike

electret-based microphones, which can’t be subjected to high temperatures and therefore

surface mounting, MEMS microphones can be easily soldered and don’t require special as-

sembly processes. This was one of the reasons for picking this model. Other reasons include

its good frequency response, omni-directionality, and very low current consumption. It can

also work with the low voltages used by the microcontroller and other sensors.

The microphone signal conditioning circuit is shown also in Appendix C, and it consists of

a capacitor that couples the microphone output to a second-order, low-pass anti-aliasing

filter. The amplifier used is the previously-mentioned MAX4400 that has a Gain-Bandwidth

product of 800Khz, high slew-rate and low noise. Biasing for the amplifier was accomplished

by connecting a 1.5V voltage reference generated by the microcontroller which causes the

output voltage of the amplifier to swing across the desired 0–3.3V range. Analog component

selection was done to have a cut-off frequency of 4Khz, enough to sample human voices and

low-quality audio. The low cutoff frequency chosen responds to the fact that high sampling

frequencies need more processing power, and the microcontroller used only has a maximum

of 12 RISC MIPS, that has to be divided among sensing, data transfer, and processing
20The inclusion of sound sensing into the sensor suite of the Skin Network, is one of the reasons for which

the project acronym was chosen as S.N.A.K.E or Sensor Network Array Kapton Embedded. Snakes as we
know, have the capability of perceiving vibrations and sounds through their skin. The final appearance of
the Skin Network when finally assembled was also scale-like like a snake skin
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tasks, one of the inherent design tradeoffs that will be mentioned in the software section.

Temperature

For temperature sensing, there was the option of integrating an RTD film into the substrate,

however this would have required another Wheatstone bridge for signal conditioning, and

a current source to excite it, which translates into a high component count. Including it

into the substrate also complicates the fabrication and further increases cost. This option

then was discarded and instead a National Instruments LM20CIM7 temperature sensor was

chosen. The LM20CIM7 is a precision, low-voltage and low-power, micro SMD temperature

sensor. It operates over a -55C–+130 temperature range and has a predominantly linear

response with a slight predictable parabolic curvature. Its best feature though is that it

outputs an analog voltage that can be directly sampled by the ADC without need for signal

conditioning.

Using an integrated temperature instead of a film that can be distributed across the whole

substrate has the disadvantage that only the temperature directly affecting the component

can be measured instead of that of the bulk substrate, however this can be minimized by en-

casing the skin in a heat-conductive silicon. This not only helps to average the temperature

along the entire surface of the nodes, but also pressure, which as we previously mentioned,

had a similar problem.

MSP430 microcontrollers include an internal temperature sensor, but this was not used be-

cause it is used to measure the internal core temperature rather than ambient temperature.

3.4 Brain

As outlined in the Network Design section, if a Skin Patch is to be used as a data extraction

device, then it must be connected to a PC through a Brain. Brain design did not require

much of the previously mentioned design points, because the Brains were implemented with
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Figure 3-20: Brain

regular PCB fabrication techniques, and their mechanical properties were of no relevant

significance. Brains, as opposed by Nodes, need to have the ability of quickly and efficiently

relaying information back and forth between the Skin Patches and the PC, while allowing

other brains to do so as well.

Given that Brains are not required to do any major data processing, the processing power is

not a direct requirement, however larger and more powerful processors are generally needed

to handle large amounts of data. In the specific case of this project though, data is locally

processed at the nodes and higher-order features rather than pixelated data are transferred

to the Brain by the nodes, which allows the Brains to concentrate more on administrative

tasks of the network, rather than relaying data back and forth, and it also minimizing the

bandwidth required.

Brains are composed of a microcontroller unit, power unit and communications unit; one is

shown in Figure 3-20 The schematics and layouts of the brain, which will be briefly outlined

in the following subsections, are shown in Appendix C.

3.4.1 Processor unit

The processor unit of the brain is composed by the microcontroller, crystal, programming

header and output devices. Having a faster MCU than the one used in the nodes could in

theory, transfer data faster. This would be true if the MCU could extract information from
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the nodes faster than what the bus can provide. However, since the Brain is connected to

the Skin Patches using a shared common serial bus, the factor that dictates the transfer

speed is the bus and not the microcontroller.

An MSP430F169/10/11 was therefore chosen, which had several advantages. First, it has

the same hardware I2C peripheral that nodes have, which makes it easy to interface; second,

this is also an ultra-low power microcontroller which is consistent with the overall design

goals of the project; and third it is widely available, inexpensive and compact. Keeping in

the MSP family also eased potential development overhead

Also part of the processing unit are a JTAG programming header needed for debugging, a

crystal, and RGB LED, the same as those used in the nodes. It was considered at some

point to add a speaker and other output devices besides the LED to the Brains, however

this was discarded because it was decided to use them only as administrative devices to

control the flow of data between the nodes and a PC.

3.4.2 Power unit

The power unit is made up of a power supply and power regulators. The batteries used

were already mentioned when the node’s power unit was described. In fact, the Brains

use the same batteries, because power is actually distributed to the Skin Patch from the

Brains. This was done because Brains can be encased into a box along with the batteries,

as opposed to the Skin patches, which have to be either wrapped around objects or allowed

to freely flex and bend.

Two power regulators are needed in the Brains because the processor circuitry requires 3.3V

DC, while the chip used for USB communications with the PC needs a 5V power supply.

Two SOT-23 Zetex regulators, were chosen: the ZMR500FTA for 5V and the ZMR330FTA

for 3.3V. The power provided to the network is unregulated because the nodes already have

their own regulators, and is carried by thick traces on the PCB that can withstand higher

current loads.
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3.4.3 Communications unit

The Communications unit is made up by the I2C bus that connects it to a Skin Patch, and

the USB link that connects it to a PC. Furthermore, the I2C module is composed of the

active pull-up devices described before, a header to connect the brain to a Skin Patch, and

the I2C module of the MSP430 microcontroller. The USB module is formed by the USB

controller circuitry, the USB headers, and an external crystal.

Active pull-up devices were created with two XP02401 dual PNP transistors connected

as a current mirror, and a biasing resistor. The biasing resistor was chosen so that the

current injected by the current mirror to each one of the two I2C lines was not over the

allowed maximum input current of the MSP430 microcontroller (2mA). This can be easily

calculated as follows:

Imax >
Vcc − 0.6V

Rmin
(3.2)

Rmin >
3.3V − 0.6V

2ma
(3.3)

Rmin > 1350Ω (3.4)

A 1.5KΩ resistor was then used for biasing the current mirror.

USB communication was achieved thanks to FTDI’s FT245BM USB chip. This device is a

USB to FIFO interface chip, that allows any microcontroller to easily have USB connectivity.

The device requires its own clocking source, so a 6.000Mhz crystal is also included. Also,

if the device is to be named and given a serial number21 then an EEPROM must be used,

and so a 93LC46B EEPROM chip from Microchip was also included. FTDI provides a very

detailed design guide[12] for their chips, the Brain’s USB circuitry is based on their “self

powered 3.3V example”.

Finally, it would be prudent to mention that if multiple Brains will be connected to a PC,
21This is usually done so that multiple devices of the same type can be later identified
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a USB hub is needed. Although in this case the USB controller from the PC was used as

the USB hub it is also possible to make each brain a USB hub, itself and daisy chain them

one to one another.

77



78



Chapter 4

Software

“A Scientist discovers that which exists. An Engineer creates that which

never was ”.

–Theodore Von Karman

A fter having described the hardware platform of the S.N.A.K.E. Skin, we now pass on

to describe the Software that glues all pieces together and makes it run. The current

chapter is divided into three main sections. The first section will describe the embedded

firmware that goes into each one of the Skin Nodes, and that of Brains themselves. The

second section outlines the characteristics of the Software necessary to use the Skin Patches

as data extraction devices. We end the chapter with a mention of the communications

protocols and their associated algorithms, metrics and necessary adaptations.

4.1 Firmware

Given the relatively large amount of embedded processing present in the entire project, a

big part of the total Software developed is in fact Firmware. There were four main different

firmware components that had to be created for the platform: Node Bootloader, Node

Applications, Node Sampling and Brain Firmware.

79



A key point in the design of the Overall Software and Hardware Systems, has been Dynamic

Reconfigurability. This term was already mentioned in the previous chapter when we men-

tioned the mechanical connectors. In the case of the Software System though, this refers to

the ability of the Sensor Network to update, change or modify its behavior by modifying its

software. This is represented here in two different ways: first, the nodes in the Skin Patches

can be reprogrammed at will and second, the application code can dynamically change the

sampling rate of the sensors to adjust itself to different stimuli events. We will come back

to the later feature when we describe the sampling code in more detail.

Sensor Networks are composed of usually tens or hundreds of nodes; and the current project

is no exception1. This fact makes ou current method of manually loading code to each one

of the nodes using the included programming header very impractical, and we therefore

need to look for another option.

Several ways of distributing code in Wireless Sensor Networks have been proposed: Reijers[57],

for example, proposes a way to wirelessly reprogram the nodes by only transmitting changes

and therefore conserving energy; Boulis[5], in the other hand says that distributing exe-

cutable images of code to each and every node is inefficient and that having an approach

that programs the network as a whole is better suited to large networks; other approaches

like the one presented by Lifton[40] use a method called algorithmic self-assembly, in which

different algorithms are built with smaller fragments of code.

On top of this, there are even multiple Operating Systems that can be implemented into the

MSP430 microcontrollers. Some examples include TinyOS[38], Contiki[9] and FreeRTOS[3].

Which then would be the appropriate combination of code distribution and management

technique for our network?

Before answering that question, we have to take into account a fundamental difference

between the characteristics of the present project and those of the works presented above,

and even further, those of the majority of the literature that is available on the subject:

Skin Patches are Wired Sensor Networks, and those references specify to Wireless Sensor
1A more detailed calculation for the theoretical limit of nodes per Skin Patch will be mentioned in the

Communications Software subsection later on this chapter
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Networks. Why is this relevant? Mainly because the energy requirements for our project are

not as stringent as those for Wireless Sensor Networks. With this in mind, a customized

approach was taken: each node was provided with a bootloader capable of dynamically

reprogramming application code using the available backbone bus.

4.1.1 Bootloader

Generally speaking, a bootloader is a process that loads programs into memory. These can

be one of either an Operating System or an application code. In the more specific case of

embedded processors or microcontrollers, however, a bootloader is simply a process that

receives a program through a communications channel, writes it to program memory and

then executes it. This allows the system to be updateable or upgradeable without the need

of special hardware to reprogram the microcontroller.

It is important to note that even though the MPS430 microcontrollers already include

a Bootstrap Loader [14], this could not be used because it needs to have five lines to be

individually routed to every node in the network. So, given the already tight routing

of the node layers, making this possible would have entailed adding an extra layer to the

material stack. Doing so was highly undesirable because of its impact on cost and mechanical

flexibility. On top of this, the MSP430 bootstrap loader would have needed special hardware

to be added to the network Brains. Therefore, taking advantage of the MSP430 in-system

flash programmer, a customized bootloader was implemented.

Design

There are many things to consider when designing a Bootloader:

� What will be the format of the uploaded code?

� How will this program will be transferred to the microcontroller?
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� How much memory is there available for the bootloader and where should this reside

in memory?

� Will the bootloader need to relocate or in other way modify the uploaded code?

� Will the bootloader interact with a user or other processors?

But for the particular case of this project, it was decided that:

� Code will be presented in Intel HEX format

� Given that no extra lines can be routed to the nodes, the I2C Backbone has to be

used to upload the code to the nodes

� MSP430F1611/10 have at least 48KB of Flash memory, so the Bootloader should take

less than 10% of the memory

� It would be highly desirable if the use of the bootloader is transparent to the user so

no changes need to be made to programs for them to work properly

� Since the user will have control over the operation of the Hardware platform, the

bootloader will directly interact with a user

The most important aspect to consider though is: Where in memory will the bootloader

be located? This is important because the bootloader needs control of the microcontroller

after a reset, so it will need to use the reset vector. Interrupt vectors are located at the

start of memory, so if the bootloader is placed here, it would then need to redirect the entire

interrupt vector to the downloaded program. This would add complexity and latency to the

interrupt vectors, so the bootloader was placed at the end of memory instead. Figure 4-1

shows the memory arrangement on the MSP430 once the bootloader has been programmed.

Implementation and Operation

The bootloader was coded using IAR’s Embedded Workbench IDE completely in Assembly

language. The main reason for choosing ASM over C was purely philosophical, although it
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Figure 4-1: Bootloader memory map

Code Instruction Description
0xA0 REFLASH INSTRUCTION Reflashing instruction, awaits for code
0xA4 RESET NODE INSTRUCTION Issues a Watchdog timer fault to reset the node
0xA6 EXECUTE CODE INSTRUCTION Executes programmed code if any is present

Table 4.1: Bootloader Instructions

has the added advantage of better timing control and less overhead. The total size of the

Bootloader HEX file is 794 bytes, which is assembled into the last available flash page.

The Bootloader is started every time a Power-on reset is generated. Once the Bootloader

is exectued, it instructs the microcontroller to use the external 8.000Mhz crystal, turn on

the Supply-Voltage Supervisor and deactivate the Watchdog timer. It also configures the

I2C port as a slave device. The Bootloader then waits indefinitely for an instruction, which

can be any of those listed in Table 4.1:

The program flow can be observed in Figure 4-2, and the full listing of the code is included

in Appendix D. Once a Reflash Instruction, is received, the bootloader will expect a file

that contains the length of the transmission, the version of the code, and the code itself

in a stripped-down version of the Intel HEX format (the start code and type fields are

eliminated). If the file is correctly received, and it does not exceed the maximum file size
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Figure 4-2: Bootloader Flow Chart
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Bit Flag Name Description
0x01 FILE RECEIVED OK Code file successfully transmitted
0x02 TRANSMISSION ERROR I2C Transmission error
0x04 TRANSMISSION OVERFLOW File larger than available RAM
0x08 CHECKSUM ERROR Code invalid because of checksum fail
0x10 FILESIZE OVERFLOW Code file too large
0x20 INVALID ADDRESS Invalid address caused by an address conflict
0x40 FILESIZE UNDERFLOW Receiver expects more bytes than actually received
0x80 REFLASH OK Device reflashed successfully

Table 4.2: Bootloader Status Byte Flags

allowed, the bootloader will calculate a checksum for every Intel HEX line, and compare

it to the one received. If the checksum succeeds, then it proceeds to erase the main and

information memories, and burn each line of code into its specified address. The process

will only succeed if all the lines were successfully copied into flash, and no invalid addresses

were found2. The only case in which the code is modified before burning it into flash, is

when the reset vector address is detected within a line, in which case the bootloader will

redirect it to the to the first address specified in the received code. A flag byte is always

reported back to the Brain indicating the status of the operation; if the code was received

as a broadcast message, the status byte is not reported until the Brain polls each node,

otherwise it is sent back after programming is complete or an error found. Table 4.2 lists

the different flags encoded into the response byte

Flag 0x01 means that the node correctly received the file, but it does not necessarily mean

that it was burned into flash. Flag 0x02 might be reported if there were problems in the

I2C bus. There are two flags that indicate an overflow; this is because to make efficient use

of the I2C bus, the code file is not transferred (Intel HEX) line by line, but 4KB blocks

are sent at once. Flag 0x04 indicates that a block was larger than 4KB and it can’t be

accomodated into RAM, while flag 0x10 means that the code file can’t fit into flash3. Flag

0x08 is reported if any line fails the checksum. Flag 0x20 will be set whenever a line has an

address occupied by the bootloader which prevents it from being overwritten. Flag 0x40 is

set if the transmission file indicates a transmission larger than was actually received, and
2An invalid address will be any address that conflicts with the bootloader code space
3This might be due to either the code size being larger than the actual Flash, or that it is larger than

the Flash minus the size of the bootloader itself
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flag 0x80 indicates a successful write to flash.

As previously noted, the Bootloader will wait indefinitely for an instruction, but it could

be easily changed to start execution of a program after a determined amount of time. Once

execution starts though, the bootloader can’t be invoked again unless a reset is generated

(hardware or software initiated) or the application code explicitly includes a mean to invoke

it. This can be easily accomplished by generating either a Watchdog timer timeout or an

invalid write to its counter register.

4.1.2 Sampling Code

The second large firmware component is the application code that deals with sensor sam-

pling. This is probably, the principal software component, given that it is mainly where

theDynamically Reconfigurable feature of the Skin Patches lies4. As the reader may recall,

one of the main goals of the project is to demonstrate that the amount of required band-

width and other resources can be minimized if each node is given processing power. By

doing this, the need to route pixelated data to a centralized processing unit is practically

eliminated.

Although this code could be used if the Skin Patches are used as data extraction devices, it

is mainly intended for the case when the Skin Patches are being used as stand-alone devices.

Its main purpose is to set the rate at which the sensors are sampled, process the generated

data, calculate higher order features and possibly transfer these to a PC through a Brain if

further processing is needed. Concurrent sampling and processing is possible because the

sampling and timing of the application is carried out by the microcontroller peripherals, so

the processor core is left free to process the generated data. This is shown in Figure 4-3.

Lets now describe what the microcontroller does after starting up. After a reset, the ap-

plication configures the clocking unit to run at 8.000 Mhz, initializes the I2C module as a

slave device and designates an ADC memory channel for each one of the sensor modes5.
4The other one being its ability to be reprogrammed
5The MSP430 ADC module is equipped with 10 sampling channels each one of them with a 16-bit

conversion result register
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Figure 4-3: Sampling timing example

Then, the Timer B peripheral is configured to generate 6 different timing intervals which

trigger the sensor sampling events. With this approach, each sensor can be sampled at

a different rate according to its needs. Once a sensing event is generated, its associated

sensor is sampled and the result is stored in its assigned memory register. Depending on

the sensor type, some additional tasks are sometimes performed before their information

is stored, and higher-order features can be then calculated. Sensors that need additional

tasks are mentioned in the following list:

Pressure sensing: since there are four pressure sensors controlled by a multiplexer, every

time a sampling event is generated (120Hz), the multiplexer address is changed, and

a different sensor is sampled. This effectively reduces the sampling rate of each one of

the four pressure sensors to 30Hz. After sensing, pressure samples are downsampled

to 8-bits, and stored in a 4-byte array, one for every sensor.

Sound sensing: sound is the only sensor which is not downsampled for signal fidelity

reasons. It is also the sensor with the fastest sampling rate (8Khz). The result of the

samples is stored in a 1Kb circular array that uses 2 bytes per sample.

Strain/Bending: strain gages are gated through a MOSFET transistor so that the Wheat-

stone bridge used for both strain gages doesn’t waste energy when not in use. When a

sampling event is generated for either one of the strain gages, they are first turned on,
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Sensor Type Sampling Rate Bit Depth
Strain/Bending 60Hz 8-bit
Proximity/Activity 120Hz 1-bit
Pressure 120Hz 8-bit
Ambient Light 200Hz 8-bit
Sound 8Khz 12-bit
Temperature 80Hz 8-bit

Table 4.3: Sensor sampling rates and resolution

and once sampling is done, they are turned off to conserve power. Only one sample

is stored per sensor.

Whiskers: whiskers are the only sensors that are not sensed through the ADC. The reason

for this is that it is mainly the presence or absence of activity that interests us. So

instead they are connected to an interrupt-capable input pin, so that they generate

one or many interrupts whenever they are stimulated.

Now, as we may recall from the previous chapter, there are a total of six different sensing

modalities, but a total of 11 sensing channels (4 pressure, 2 whiskers, 2 strain gages, 1

microphone, 1 ambient light, 1 temperature). The interesting thing is that each one of

them can be individually configured to detect different kinds of stimuli. And, even though

sensor sampling rates and resolutions are set at start-up, these can adapt and go to nearly

zero or increase depending on the history of samples and the current stimuli. Table 4.3

summarizes the default sampling rates and bit depths for the different sensors.

These sampling rates and resolutions may seem arbitrary, however they were chosen so

that enough information could be extracted from each sensor to divine some higher order

features, but at the same time sampling as low as possible so that the processor can keep

up with the generated data. The reader may notice that some sampling rates, like the one

for temperature, could be made much lower indeed. This was deemed unnecessary because

only processing speed and not sampling speed has an impact on performance. For these

cases data was just simply overwritten. Furthermore, having a higher temperature sampling

rate may allow to detect human touch.
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We also mentioned before that there is an inherent tradeoff in the system as processing power

must be divided between sampling, data processing and data transmission. As previously

mentioned, these rates, can be changed at any time by either modifying the application code

and reprogramming the network or by modifying the code so that it can be dynamically

changed without the intervention of a Brain. This is where the beauty of the system lies:

it can either statically (through instructions received from a PC or Brain) or dynamically

(using data history and neighbor data) adapt to external stimuli based on the needs of the

task at hand.

Finally, we have mentioned that sensor data is used to calculate higher-order features, but

none have been described so far. There are, however, some features calculated for sound,

activity, pressure and bending (strain gages). In the case of sound, a history of 1024 samples

is stored (about a quarter of a second) in a circular array, which is then used to calculate the

mean and variance of the signal. In the case of the whiskers, a counter stores the amount

of positive interrupt edges generated over a second. Strain gages are used as bend sensors,

so the reading is converted to an approximate bending angle6.

Although these are just a few limited examples meant as a proof-of-concept, there are many

others that can be calculated and were left for future revisions of the system. These will be

mentioned in the last chapter, along with some other future work suggestions.

4.1.3 Node Application Code

The third large firmware component is made up of several other smaller applications that

were meant to demonstrate some of the hardware capabilities of the system. They are

basically different ways of mapping sensed data to the LEDs and making use of the two

available communications channels: I2C and P2P. These applications, served to test the

functionality of the Skin Patches as data extraction devices.

The first application uses the light sensors to create a negative feedback loop that turns

on the green LED based on the amount of light in the environment. The more light in
6An approximation was used based on the data extracted from experimental measurements, which will

be shown in the Results chapter later on
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the environment, the less active the LED is. This was done by using the timers of the mi-

crocontroller for Pulse-Width Modulating the LED light intensity. This application in fact

resembles the Retina PFRAG presented by Lifton in his pushpin computing platform[40],

which illustrates how this is indeed a Sensor Network, similar to many of those already

available. If the Skin Patch is connected to a Brain and an instruction is received to start

sending data, data is constantly sent to a Brain every time the node is polled. The inter-

esting thing about the application is that by simply changing the sensor type, any sensor

can be constantly monitored on screen in real time for an entire Skin Patch. More on this,

however, will be mentioned once the visualization software is described.

The second application was intended to be used as a test for the pressure sensors. This was

done by blinking LED lights based on the amount of pressure detected from the pressure

sensors. Different corners of the nodes were mapped to different colors of lights.

The third application made use of the P2P communications to transfer a token that could

be interchanged between nodes if the pressure sensors were stimulated. This application,

however, is only mentioned, and will not be shown but because of its early development

phase. Full code listings for applications one and two are shown in Appendix D. Again,

the code for the third application was not included because it was not completely debugged

and tested.

Just before going on to describe the Brain’s firmware, it is important to mention that

all application code must be executed explicitly by the user by issuing an Execute Code

instruction. This is because, as we previously mentioned, after a reset, the Bootloader

always has control over the processor, and it will wait indefinitely for an instruction.

4.1.4 Brain

The fourth and last firmware component is that of the Brains. Brains are the bridge between

Skin Patches and a personal computer for the case when the skin is to be used as a data

extraction device. Brains were already mentioned in the hardware section, where they were

described as Skin Network administration and data relay devices. Brains not only arbitrate
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Code Instruction Description
0xA0 REFLASH ALL Receives code and broadcasts it to the Skin Patch Network
0xA2 RESET BRAIN Issues a Watchdog timer fault to reset the brain
0xA4 RESET SKIN Broadcasts a reset instruction to the Skin Patch Network
0xA6 EXECUTE CODE Issues an execute instruction for the addressed node
0xA8 REFLASH DEV Receives code and forwards it to the addressed node
0xAA RESET DEV Issues a reset instruction to the addressed node
0xAC START SAMPLING Indicates the network to start sampling and sending data
0xAE RESET NODE Stops sampling and data transfer
0xB0 DEEP SLEEP Hibernation mode (ultra-low power consumption)

Table 4.4: Brain Instructions

the flow of information between the PC and a Skin Patch, they also configure, synchronize

and maintain a stable network.

PC software directly interfaces with the firmware of the Brains, so a set of instructions had

to be implemented so that the user can communicate to the Brain what needs to be done.

Many of these are explicitly requested by the user, while others are internal instructions

that usually need to be executed by others. Table 4.4 lists the available instructions of the

brain:

As it can be seen, the brains can selectively reprogram7 or reset a single node in a Skin

Patch Network, or do so for the entire network depending on the command received from

the computer. They can also indicate nodes to start/stop execution of application code or

sampling code, and/or send a patch of skin to deep-sleep mode to conserve power. An extra

instruction was also added to reset the Brain in case this gets stuck.

These are not, however, all tasks carried on by Brains. In fact, most of their tasks are

executed automatically and thus are transparent to the user. This was done so as to

facilitate their use and minimize the need for administrative tasks. Some of these include:

management of both communications channels (USB and I2C ), data flow control and

buffering, and synchronization.

7If all nodes are programmed at once, programming code is sent to the I2C broadcast address. This
activates the General Call flag in the MSP430 microcontroller, which allows it to differentiate if code was
sent only to it or to all of the nodes in the network. This is useful because a status byte is transferred back
to the brain. If the code was only sent to one node, this status byte is transferred right away, otherwise each
node will wait until polled by the Brain.
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4.2 PC Graphical User Interface

The second software component developed for the project, is the GUI that serves as a front

end to the Skin Patch networks. As the reader may recall, this application is mainly intended

for the case in which the Skin Patches are used as data extraction devices, however it could

also be used to reprogram a Patch of Skin that is being used as a stand-alone device. The

user interface has three main purposes: Network Discovery, Network Programming and Data

display and logging. Figure 4-4 shows the application window indicating its components,

and Table 4.5 gives a quick description of these.

Figure 4-4: GUI Components

These functions along with others will be described in more detail in the following sections.
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Component Description
1 Indicates the current network status
2 Lists the currently connected Brains
3 Brains can be either listed by any of these three options
4 This box is used to specify which Brain to work with
5 Opens a new device to work with
6 Specifies that all nodes will be affected
7 Specifies that only the node with the typed address will be affected
8 Programs the specified node in the network (affected by 6&7)
9 Resets the network (affected by 6&7)
10 Starts execution of code (affected by 6&7)
11 11a starts network sampling; 11b stops network sampling (affected by 6&7)
12 Resets the currently opened brain
13 Changes the amount of Display Nodes in 18
14 Displays messages and echoes received data
15 Displays the number of bytes received
16 Clears 14&15
17 Exits the application
18 Displays received data from the network (size determined by 13)

Table 4.5: GUI Components

4.2.1 Network detection

The reader may recall that one of the design directives of the system was to make it scalable.

Software plays an important role in this regard because it has to be able to manage networks

of any arbitrary size and shape8. With this in mind, the software was designed in such a

way that it can work with several different Skin Patches by allowing numerous Brains to be

connected concurrently to the system. The ability of FTDI’s FT245BM USB chip to allow

several identical devices to be operated in the same bus, and its very simple API were in

fact the two reasons for which this device was chosen. Before explaining the way that the

GUI manages the Brains though, it is necessary to provide a quick overview of the low-level

interface between the OS and the device drivers.

Windows requires all hardware devices to have a device driver installed so that the Operating

System can understand how to handle it. FTDI provides two different drivers: A VCP

(Virtual COMM Port) driver and the D2XX Direct Driver[28]. The first one turns

8Up to the limits set by hardware
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the USB device into a regular serial COMM port that can be accessed using Windows

COMM API. The problem with this approach though, is that it needs to install a different

driver for every device; so if 10 Brains are connected at once, there will be 10 different

Virtual COMM Ports, which is highly undesirable. The second driver, however, allows the

device to be accessed through a dynamic library or DLL, and therefore allows multiple

devices to be operated concurrently. This was the driver used by the application.

Once Windows detects that a Brain has been connected, it automatically loads its driver. If

multiple Brains are connected, however, Windows can’t address them individually because

the driver has no way of recognizing one Brain from the other because their chips are

identical. To get around this, the USB chip uses an EEPROM chip that can be loaded with

a serial number so that Windows can differentiate them. This was done using a special

application provided in FTDI’s website (MProg 2.8a).

Going back to our application, for it to be able to work with a Brain, they have to be

successfully enumerated and opened. Enumeration has to be done in order for the driver

to recognize the specifics of the devices connected to the bus. Once devices have been enu-

merated, the application must open a handler to the device through which communications

can then be established. Enumeration is always carried out automatically by the appli-

cation, but the user must manually open the device9 with which he wishes to work with;

this is done by typing-in either the name, serial number or device number (depending on

the selected option) into the edit box (number 4 on Figure 4-4) and then clicking the Open

Device button. The only case when a device is automatically opened is when the application

detects that only one Brain is connected. This behavior is shown on Figure 4-5.

Automatic Enumeration is done by registering the application so that it can receive noti-

fications whenever hardware changes. This is done by registering the application with a

device filter so that it is only notified by Windows whenever a USB device insertion/removal

event is generated. Since Brains are therefore detected and enumerated automatically, the

system is to a certain extent “plug and play”; it is not fully plug and play because nodes

in a skin Patch are not currently automatically detected. This point will be covered in the
9In this context, device refers to a Brain with an attached Skin Patch
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Figure 4-5: Automatic configuration of Brains

last chapter.

Two other things are left to mention: first, all functions will be disabled until a successful

enumeration/opening sequence is executed. And second, enumeration can be always be

carried out by selecting an enumeration option in the radio buttons (component number

3). This is useful if several Brains are connected, and their ID’s or serial numbers need to

be extracted.

4.2.2 Programming

The second major task, and perhaps the most useful one of the PC software is its program-

ming functionality. This has been mentioned before, but what is the role of the GUI? It is

actually a really simple one, since the complexities of programming the nodes are mainly

carried out by the brain firmware.

There are two ways in which the GUI can program a Skin Patch: programming a single

node or the entire Patch. These options are specified by components 6 and 7 (the two radio

buttons) shown in Figure 4-4. When the program button is pressed, a modal File Open
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Figure 4-6: GUI Programming Environment

Figure 4-7: Programming packet

dialog box is opened so that the user can select the code file that will be used to reprogram

the network. This is shown in Figure 4-6.

If no file is selected, the operation is cancelled, otherwise the application will assemble a

code package of up to 4KB in length by parsing the file to remove its unused fields (leading

colons and field type) and appending extra needed fields. These fields are the appropriate

instruction, (either 0xA0 or 0xA8), depending if it is a single node or the entire Patch, the

node address in case this is a single node operation, and the total transmission length. This

is then transferred through USB to the currently opened Brain, and then forwarded by this

to the appropriate recipients. This can be seen in Figure 4-7
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An important point to stress is that the code has to be in Intel HEX format. This can

be generated in several different ways. In this case, IAR’s Linker was used to generate an

output file in this format. The application can be either coded in MSP430 Assembler or C,

but it will ultimately depend on the capabilities of the compiler used.

4.2.3 Sampling and Display

The next component of the GUI software is the Sampling and Display sub-unit. This is

conformed of components 11a, 11b, 13, 14, 15, 16 and 18 and it allows the user to visualize

extracted data in real time, as well as store the information for further processing. These

functions can be used in either single node or full patch modes. Visualization and Data

logging are always started and stopped at the same time, however they are two separate

functions and each will be described separately.

Data visualization is done by embedding an OpenGL picture control into the application

window. OpenGL is probably the most widely used graphics programming language because

it easily allows 2D and 3D images to be created. The OpenGL control was then used to

create an array of 3D-bars to plot data values read from the sensors. Whenever a data value

is received, it is mapped to the height value of its corresponding 3D bar, so the sensor value

can be visualized in real time by observing how the 3D plot changes.

Several additional effects and controls were added to allow the user to easily change the

perspective of the image, and to enhance the visual aspect of the displayed data. The chart

can thus be rotated around its X and Z axes, panned (up, down, left and right) and zoomed

(in and out), all in real time using the mouse pointer; this was done so that data that may

be obstructed by other bars, can be easily visualized. Picture quality was enhanced because

in 3D rendered scenes, this depends heavily on the lightning effects used, so a full shading

and lightning model was also included in the rendering pipeline. Finally, since the necessary

amount of display units (3D bars) can vary according to either Skin Patch size, the type of

sensor being monitored10, or the sampling mode selected (single node or full patch) a spin

10Skin Patch size affects the number of necessary display units because it affects the number of nodes that
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control was added to change the number of bars that make up the 3D chart. Figure 4-8

shows how these controls affect the chart area11.

The reader may notice that there is a color gradient in the different columns that make up

the plot. This is merely a cosmetic change that was done to better visualize the different

bars, because visualization was a bit difficult when bars were all the same color. Yet, this

may be used as an extra degree of freedom in case a physical quantity has to be mapped to

a display value.

The second function of this sub-unit is data logging. Every time the start sampling button

is pressed, a modal File Save dialog box is opened to ask the user for a file name. If this is

not provided, then sampling does not start, otherwise, several things will happen:

1. The file specified by the user will be opened or created if it does not exist

2. All buttons except for Stop Sampling become disabled

3. An Execute Code instruction is issued to ensure that the nodes are executing the code

4. A thread is started to handle the sampling process

5. If All Nodes is selected, the entire Skin Patch will be scanned for new sensor data by

issuing instruction 0xAC for every node in the Patch. Otherwise, if a node address is

specified, only this sensor will be sampled

6. Data from each sensor is then converted to a decimal number, and stored in a different

column for every sensor

7. Data is sent to the OpenGL control for visualization

8. The cycle continues until the Stop Sampling button is pressed

have to be monitored. The type of sensor affects it because the amount of sensing channels varies according
to the sensing modality being monitored, 4 for pressure, 2 for strain and whiskers, 1 for temperature, ambient
light and sound

11These charts are shown without any data so that the effect of the transformations can be seen. Other
plots with data will be shown
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(a) Rotation control

(b) Zooming control

(c) Panning control

(d) Sizing control

Figure 4-8: Visualization: OpenGL 3D chart transformation modes
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Once the process is stopped, the file is closed, the thread is finished and all buttons are

now enabled (except for the Stop Sampling button). The file is stored in a Microsoft Excel

readable format so that further processing/plotting can be done.

It is important to mention that although the application is capable of showing the data from

any one of the sensor modalities in the Skin Patches, the functionality to extract data from

all sensing modalities at once has not been implemented so far12 because of the complexity

involved in displaying data from many different sensing modalities effectively. Sampled data

is also controlled by the installed application on the nodes, therefore if a different sensor

needs to be sampled, the application on the nodes has to be changed. Data extracted from

all types of sensors will be shown in the results chapter.

4.2.4 Other Functions

Finally there were some other minor functions that were not mentioned before, but that

are also useful to have. These are summarized in the following list:

� Resetting Brains (Button 12): useful if either the Brain or the I2C bus gets stuck

� Executing node applications (Button 10): to indicate the Bootloader to start execution

� Resetting nodes (Button 9): resets either a single node, or the entire patch.

� Amount of bytes received (component 15): useful to debug the network.

� Address validation (component 7): The node address must be in the valid range

(0-1023) or the task buttons will not be enabled

Many other functions of the software were left unmentioned intentionally, however the reader

is welcome to check the full listing of the different project files in Appendix E.

12This means for example that temperature readings and light readings can’t be sampled at once, but not
that several nodes can’t be sampled at the same time which as it was previously noted is indeed possible
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4.3 Communications Software

The last part of the software section corresponds to the specifics of the communications

channels used in the entire project. This will briefly outline some of the necessary design

choices that were taken along the whole process.

4.3.1 I2C Backbone

We have talked about the hardware considerations of the I2C backbone, but nothing has

been mentioned about the software that runs the bus. The I2C bus requires two lines to

be routed among all devices which are to be connected to it plus a common ground. This

means that whenever a device needs to talk to another one in the bus, it needs a way to

address it. In fact the I2C bus has two different addressing schemes: 7-bit and 10-bit.

The addressing scheme is actually the theoretical limit to the number of devices that can

coexist in the same bus. The first one allows a maximum of 27 − 1 = 128 devices while the

second one allows 210 − 1 = 1023 devices. Naturally, the second one was chosen to allow

a larger number of devices to be connected to the bus. These numbers are not the actual

allowed limit, because the input capacitance of all pins connected to the bus add to the

total, which as we already mentioned cannot exceed 400 pico-farads. We already mentioned

some ways to get around this limitation, however for the case of the current project, the

real limit to this will be presented in the Results Chapter.

There are however several questions that must be answered though: How are these addresses

assigned? Is it the Bootloader which assigns the address or is it the application code or

both? What happens if there are more than one device in a Skin Patch with the same

address? How is the bus arbitrated?

First of all, the scope of an I2C address is limited to the Patch of Skin to which the node is

connected. So although there can’t be two nodes with the same address in the same Patch

of Skin, addresses can be reused if a different Brain is used. In other words, as long as

there are not two nodes with the same address on the same Skin Patch, addresses can be
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arbitrarily assigned. In the specific case of the Skin Patch assembled to test the project, 12

nodes were connected and addresses 0x100–0x10A were assigned, to consequent nodes.

Now, all nodes are first loaded with the Bootloader program described before, however

what was not mentioned before is that when the Bootloader is programmed using the

JTAG debugger, the I2C address assigned to the node is assembled into location 0x1080 in

flash memory. This is done so that I2C addresses are only assigned once in the programming

lifetime of the nodes, and no conflicts are created in the bus. If two nodes with the same

address are placed on the same bus, the system will eventually reach a deadlock state which

must be manually reset, which is why it is so critical to avoid this situation.

The solution to the last question, ”How is the bus arbitrated?” is actually really simple:

the MSP430 does it. The I2C hardware module of the MSP430 microcontroller, can detect

collisions in the bus and has a method to resolve contentions. Whenever a collision is

detected, the device that first takes the data line to ground loses arbitration and an interrupt

flag is generated. Processing this interrupt flag allows communications to remain reliable.

These cases are rare though, as only one master exists in every Skin Patch: the Brain.

The last consideration to make about the I2C backbone bus is the speed at which it is run.

This is the second parameter that limits the amount of nodes that can be connected to

the same patch. Although bandwidth requirements are supposed to be brought down with

the addition of processing power into each node, there is still the need to transfer either

higher-order features into a PC, or simple raw data if the Skin Patch is to be used as a data

extraction device. The amount of bandwidth needed will depend on a variety of factors,

like the number of nodes, the sampling rates, and the resolution at which each sensor is

sampled. Making the bus run at fast-speed (3.4Mbps) would have placed huge constraints

on the length of the bus lines, and running it at the standard speed of 100Kbps would not

have been enough for more than a couple of nodes. Therefore high-speed mode was chosen,

and the bus is then run at 400Kbps13.

13Although these are the standard speeds of the I2C standard, the I2C module of the MSP430 can run
the bus at any arbitrary speed, up to a limit of close to 500Kbps
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4.3.2 Peer to Peer

Peer to peer communication was added to every node so that data could be exchanged

between them without the need to use the backbone bus, which is only to be used for data

transfer between a Brain and the Patch Network. With this, it is possible to combine data

from each node’s own sensors with that of adjacent ones so that more information can be

extracted across the footprint of a stimulus event, and either sampling rates can be adjusted,

or features like center of mass and sound directionality can be calculated.

No application currently developed for the system utilizes this capability, however this is

mentioned before for two reasons: first, because it is part of the design of the system, and

second because it sets the basis for future applications and algorithms.

One of these possible algorithms is precisely a Network discovery algorithm, which is critical

for a Skin Patch that can be assembled an disassembled. Our current project has a fixed

number of nodes in a known topology, so all the software developed for the PC and most of

the firmware was created knowing beforehand the configuration of the Skin Patch network.

Yet, for the more general case in which the number of nodes, and the way they are connected

is not known a priori, a method must be provided so that the Brain firmware and PC

software can identify how a particular Skin Patch is connected. The algorithm may look

something like this:

1. Every Brain should ping all the addresses to find out which nodes are present

2. For every node in present, the brain will obtain a neighbor list

3. Once a list with all nodes is created, a routing table is generated

4. With the routing table generated, all P2P links can be established and the topology

of the Skin Patch Network is found

An alternate way of doing this would be to have each node report itself to the Brain once it

is connected, however this would need the I2C bus to work as a multiple master bus. This

is actually possible but, once again it is left as a future enhancement to the project.
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4.3.3 USB

The last part of the communications software is that of the USB link. As previously

mentioned in the Network detection subsection, all USB communications are handled by the

D2XX driver. Not much else can be mentioned about it, as most of this was extracted from

FTDI’s programming guides. For a full reference of the D2XX API the reader is welcome

to check FTDI’s Programming guide[28], or the full listing of the code in Appendix E.
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Chapter 5

Analysis of Results and Evaluation

“No amount of experimentation can ever prove me right; a single experiment

can prove me wrong”.

– Albert Einstein

Once hardware and software components have been described, we proceed to show

in the current chapter the obtained results. First, the mechanical performance of

the system is presented. Then, the second section will analyze each sensing modality and

show data plots for each one. The third section analyzes both communication links, and

evaluates the actual operation speeds, data throughput and overall system scalability. The

fourth section of the chapter describes how well the system performed as an ultra-low power

device under several conditions, so that it can be then evaluated against the design goal.

Finally, the last section presents a brief analysis of the involved costs.

5.1 Mechanical Stability

The first of the Results subsections will talk about experience with the mechanical charac-

teristics of the system. These are mentioned first, because several mechanical characteristics
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of the design greatly affected several of the results presented in this chapter. There were

three main characteristics of the mechanical design that affected the overall system perfor-

mance. The first was related to the substrate, the second to mechanical connections and

the third to pressure sensors.

5.1.1 Substrate

Given that the prototyping phase is so expensive it was nearly impossible to exactly know

how flexible the material would be until the final design was fabricated. When the nodes

were fabricated, the final substrate thickness was actually less than the one specified by

the project, however its flexibility and compliance to conform to the shape of the soldered

components was far below what was expected. This means that instead of having a substrate

with mechanical characteristics similar to that of a thick sheet of paper, it ended up being

almost like a credit card. The problem with this is that the substrate does not conform

to the body of large components soldered to it like the microcontroller, so whenever the

substrate is bent, these components easily break off. This ultimately had an enormous

impact on the Skin Patches because they now had to be handled with extreme care to avoid

breaking off the microcontrollers. For this reason, the data plots and snapshots extracted for

sensing modalities that require physical warping of the Skin Patch like strain and pressure

are only shown for a single node to avoid any excess strains.

The fact that components may eventually break off because of skin patch bending was ac-

tually expected, however this problem was much worse than was expected in the case of

the microcontroller. Not all was a total failure in this regard though, because amazingly

enough, none of the other components presented this problem. In fact, all the other com-

ponents were remarkably resistant to even sharp bending angles; even the larger ones like

the MEMS microphone and crystal. What was the difference? Footprint size and type.

The microcontroller comes in a 64-pin 9mm × 9mm QFN leadless package which means

that when the node was bent all the stress was absorbed by the microcontroller pins. Since

there is nothing but a really small amount of solder holding the microcontroller pin to the

substrate pad, these break off very easily. This does not happen with other components
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Figure 5-1: Stress concentration points in node microcontrollers

because the pin leads can absorb some of the stress and because they are so small that even

sharp bending angles don’t stress the soldered connections enough to break them. This

effect is shown on Figure 5-1. There are several ways around this problem, some of which

will be mentioned in the Conclusions chapter.

5.1.2 Connections

The second mechanical aspect to evaluate was the mechanical terminations used. We men-

tioned before that mechanical terminations were critical to maintain good network stability,

yet there were two problems with the ones chosen in the design: header hole size and con-

nection flap size.

Something that was not foreseen at the design stage of the project is that header holes were

so small that they actually caused connections to easily crack when the node was bent. This

generated numerous connection flaws which sometimes prevented the correct operation of

the I2C network in the Skin Patches.

The other thing that was not well though when the design was made is that since headers

were placed on a flap that protrudes from the body of the Skin Nodes, whenever a Skin

Patch experienced some bending, all the bending happened mainly at the flaps and not

at the node body. This was actually a good thing to relieve some of the stress that could

concentrate on the microcontroller pins, however it was detrimental to the performance of

the strain gages. This is shown on Figure 5-2. Because of this, even if the patch is bent,
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Figure 5-2: Skin Patch bending profile

the strain gages are only minimally stimulated. For this reason, data plots shown for strain

gages are not shown for the entire Skin Patch, but rather for individual nodes so that the

reader can have an idea of their actual performance.

5.1.3 Pressure Sensors

The third mechanical characteristic that had a deep effect on the sensing behavior of the

nodes is related to the pressure sensors. Pressure sensors use a special material that has to

be bonded to electrodes placed on the surface of the nodes. However since the electrodes

must be in direct touch with the sensing material, no glue can be placed in the active sensor

area. Moreover, Skin Nodes had to be very small to maintain a good sensing density, which

left very little space that could be used to glue the material to the substrate.

To bond the QTC material to the substrate, a 3M 77 Super Spray Adhesive was used.

This glue was applied to the nodes with a mask, so that the sensor electrodes were not

coated. However, this glue is semi-liquid when first applied, and because the area available

for bonding was so reduced, even if the sensor electrodes were masked, some of the glue was

spilled on them making some sensors more sensitive than others and some not sensitive at

all.

A way better way of bonding the QTC material to the nodes would have been to use

adhesive tape instead of glue, which is easier to correct, cleaner and easier to handle. This

lesson was learned later in the assembly process though, and therefore some of the sensors
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of the assembled skin patch don’t work as well as they should. So when these are analyzed,

only data plots of the sensors that were not affected will be shown.

Finally, it is important to remark that even though pressure sensors and strain gages were

affected by these mechanical flaws, they were actually more sensitive than actually expected,

when they were first tested before the entire patch was assembled. Other sensing modalities

that did not depend on the mechanical characteristics of the system design were obviously

not affected by these problems, so the entire Skin Patch could be easily scanned by the PC

sampling application as it was originally intended.

5.2 Sensor Data and Sensing Ranges

Several experiments were carried out to test the functionality of the designed platform. Two

patches of skin (one with 12 nodes and another one of 4) and two Brains were fabricated

and assembled to test both modes of operation of the Skin Patches: stand-alone mode, and

data-extraction mode. This section is divided into two subsections: the first one will show

how each one of the sensing modalities performed along with data plots extracted for each

one of them using a skin patch as a data extraction device; the second one will demonstrate

the functionality of the same patch used in stand-alone mode.

5.2.1 Skin Patches as Data-extraction Devices

To analyze how well each one of the sensing modalities performed, they were first calibrated

if necessary and then data was extracted from them. Since each one of the sensing modalities

was analyzed separate from each other, results will be presented according to the sensing

modality they were obtained from. Although only one data set was extracted for each

sensing modality, the extracted information will be shown in two different ways: the first

will show some snapshots taken from the real-time 3D OpenGL control from the GUI

application when the sampling process started to illustrate its functionality; the second

set corresponds to plots created with the data saved by the application at the moment of
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sampling, along with some images of the stimuli events that generated them. Additionally,

there will be a brief evaluation of the performance of the sensors.

Strain and Bending Results

Much was mentioned about strain gages in the hardware section, as they were one of the two

sensing modalities that had to be custom-designed. How well did they perform though?

To answer this question, we must first calibrate them; this was done by the method of

Shunt Calibration[15]. Shunt calibration is an indirect way of calibrating strain gages that

consists of simulating a strain by changing the resistances of the Wheatstone bridge. This

is a popular method because it can be used whenever the required instruments to conduct

a direct calibration are not available. This is a tricky exercise though, as the gage factor

and total resistances of the gages must be known. Gage factor being an intrinsic property

of the used material it is easily obtained from the manufacturer or material property tables;

in the other hand, resistances had to be manually measured.

Calibration

Referring back to Chapter 3 when strain gages were mentioned, it was said that it is critical

to match the resistances of the strain gages so that the amplifier is not saturated by a

resistance mismatch. Table 5.1 shows the actual measured resistances of each one of the

two strain gages contained in every one of the 32 fabricated nodes along with the proposed

matching and bridge resistors that were used.

The first column is just an index while the second one refers to the serial code imprinted

on the node and it was used as a reference. The third and fourth columns indicate the

actual measured resistances in Ohms for each one of the two strain gages included in every

node. The fifth and sixth columns list the commercially available resistors with the closest

resistance values to those listed in the previous two columns. Columns seven and eight show

the difference between these two. The next two show the necessary resistor to use in series
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Node SG1 SG2 R(X) R(Y) Δ(X) Δ(Y) Rb(X) Rb(Y) Δ(Xc) Δ(Yc)
1 001-1 168.9 173.3 169 174 0.1 0.7 0 0.5 0.1 0.2
2 001-2 161.4 165 162 165 0.6 0 0.5 0 0.1 0
3 001-3 169 173 169 174 0 1 0 1 0 0
4 001-4 178.2 182.2 178 182 -0.2 -0.2 0 0 -0.2 -0.2
5 001-5 175.9 176.5 178 178 2.1 1.5 2 1.5 0.1 0
6 001-6 166.9 167.5 169 169 2.1 1.5 2 1.5 0.1 0
7 001-7 167.2 167 169 169 1.8 2 2 2 -0.2 0
8 001-8 173.5 176.7 174 178 0.5 1.3 0.5 1 0 0.3
9 001-9 171.1 173.9 174 174 2.9 0.1 3 0 -0.1 0.1

10 001-10 165.5 166.1 169 169 3.5 2.9 3.6 3 -0.1 -0.1
11 002-3 184.5 184.7 187 187 2.5 2.3 2.4 2.4 0.1 -0.1
12 002-5 180.8 183.4 182 187 1.2 3.6 1 3.6 0.2 0
13 002-6 183.1 184.7 187 187 3.9 2.3 3.9 2.4 0 -0.1
14 002-10 181.5 182.3 182 182 0.5 -0.3 0.5 0 0 -0.3
15 003-7 173.4 174.3 174 174 0.6 -0.3 0.5 0 0.1 -0.3
16 004-1 172.9 174.7 174 178 1.1 3.3 1 3 0.1 0.3
17 004-2 175.7 179.8 178 180 2.3 0.2 2.4 0 -0.1 0.2
18 004-3 167.8 174.2 169 174 1.2 -0.2 1 0 0.2 -0.2
19 004-6 171 174.9 174 178 3 3.1 3 3 0 0.1
20 004-8 170.3 171.4 174 174 3.7 2.6 3.6 2.4 0.1 0.2
21 004-9 166 171 169 174 3 3 3 3 0 0
22 004-10 173.5 178 174 178 0.5 0 0.5 0 0 0
23 005-1 171.2 177.2 174 178 2.8 0.8 3 1 -0.2 -0.2
24 005-2 170.4 177 174 178 3.6 1 3.6 1 0 0
25 005-3 172.5 177.8 174 178 1.5 0.2 1.5 0 0 0.2
26 005-4 174.6 178.8 178 180 3.4 1.2 3.6 1 -0.2 0.2
27 005-5 178.5 179.8 180 180 1.5 0.2 1.5 0 0 0.2
28 005-6 177 180.3 178 180 1 -0.3 1 0 0 -0.3
29 005-7 175.9 180.9 178 182 2.1 1.1 2 1 0.1 0.1
30 005-8 176.4 180.7 178 182 1.6 1.3 1.5 1 0.1 0.3
31 005-9 176.1 181.4 178 182 1.9 0.6 2 0.5 -0.1 0.1
32 005-10 177.3 183.1 178 187 0.7 3.9 0.5 3.9 0.2 0

Table 5.1: Strain gage measured resistances
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with the strain gages to match their resistance values to those listed in columns five and

six. The last two columns show the actual measured difference between the resistance of

the matched strain gage, and the resistor used in the bridge. It can be seen that the largest

difference is of 0.3Ω which is negligible. It is also important to point out that trace lengths

for gages one and two of each node were designed to be equal to keep resistance variations

to a minimum. Yet as it can be seen, there is still a considerable variation within nodes

and from node to node.

With these resistance values it is now possible to calibrate the strain gages. If we refer back

to Figure 3-15, the following relationships can be extracted:

VR2 = VCC

(
1− R1

R1 + R2

)
VR3 = VCC

(
1− R3

R3 + R4

)
VO = VR2 − VR3 = VCC

(
R3

R3 + R4
− R1

R1 + R2

)

Or in another form:

VO

VCC
=

R3/R4

R3/R4 + 1
− R1/R2

R1/R2 + 1
(5.1)

Equation 5.1 shows that the output voltage of the bridge is a function of the ratios of the

resistances. Moreover, if R3/R4 = R1/R2 the output is zero which proves why resistances

must be matched for a balanced output. Now if we place a resistor RC in parallel with R3

which is the added resistance of the strain gage and the matching resistor, the change in

resistance of the arm becomes:

∆R = R3 −
R3RC

R3 + RC
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Or,

∆R

R3
=

R3

R3 + RC
(5.2)

However, unit resistance change is a function of strain, so if we re-express Equation 5.2

to reflect this, we can then extract a relationship between the simulated strain and the

shunting resistance necessary to produce it. Unit resistance change is related to strain by:

∆R

RG
= FGε (5.3)

Where RG is the nominal resistance of the strain gage (obtained from Table 5.1), FG is the

gage factor, and ε is the material strain. Now, if we combine Equations 5.2 and 5.3, we can

obtain:

εS =
−R3

FG(R3 + RC)
(5.4)

Where εS is the compressive strain simulated by shunting R3 with RC
1. Now, we already

mentioned that the minimum bend radius of a multi-layer flex circuit should be of approx-

imately 24 times the total thickness of the substrate, or in the case of the Skin Nodes

24× 0.0162in = 0.3888in = 0.987552cm. If we take this to be the bending limit of the Skin

Nodes, then the strains experienced by the gages will be extremely small. If we consider

small strains and we solve for RC from Equation 5.4 we can now find a resistance value that

will produce a known strain which we can then use to calibrate the sensors:

RC =
R3

FGεS
−R3

Since we expect strains to be small, we can arbitrarily pick a relatively small strain value

and calculate the resistance needed to produce it. For this case a value of 100−6 strain
1Although these equations are specific to compressive strain, a similar method can be applied to find

tensile strains by shunting R4 instead of R3
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R3 RC

162Ω 809838Ω
165Ω 824835Ω
169Ω 844831Ω
174Ω 869826Ω
178Ω 889822Ω
180Ω 899820Ω
182Ω 909818Ω
187Ω 934813Ω

Table 5.2: Resistances needed to simulate 100 microstrain

units or 100 microstrain was picked. We also know that FG = 2.0 which corresponds to

the constantan gage factor2[16] and that R3 = Rgage + Rm. We have all that we need to

calculate the resistance values, however since the nominal resistances of the strain gages

are not equal, and they were matched to 8 different values (which can be observed in Table

5.1), there are a total of 8 different results which are shown in Table 5.2.

Using these resistance values to shunt the strain gages would emulate a known strain,

which can be directly mapped to a bridge output voltage. These values however, are not

actually used because it would be difficult to find such commercially-available precision

resistors; yet, this exercise serves to have an idea of how large resistor values should be to

emulate a microstrain close to what we want. To actually calibrate the sensors, we do the

reverse instead: we calculate the strain that corresponds to available resistors, which closely

resemble these values, and then use the found strains as the calibration values. Table 5.3

shows the calibration values found with Equation 5.4 for RC = 812KΩ:

The negative values indicate a compressive strain, but since the gages are essentially located

in the bending axis, compressive and tensile stresses are symmetric. This means that these

values can be used to adjust tensile strains as well, with only a slight error margin (the

constantan film is not exactly at the center). Several assumptions are being made though.

First of all, since the bending range will be constrained to the calculated minimum bending

radius, there will be no mechanical deformations, and we can assume there will be no

2Gage factor changes with temperature, but this will not be taken into account because the temperature
range under which the system is expected to work (0°∼ 80°C) has only a minimal effect on it
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R3 Microstrain

162Ω −99.73379695µS
165Ω −101.5803439µS
169Ω −104.0423853µS
174Ω −107.1199029µS
178Ω −109.5818897µS
180Ω −110.812874µS
182Ω −112.0438522µS
187Ω −115.1212713µS

Table 5.3: Emulated strain caused by shunting gages with an 812KΩ resistor

histeresis. Second, we are also assuming that constantan is an isotropic material and that

the film is so thin that the effects of Poisson, and Shear strains can be ignored.

The story would end here if all we were interested is the relationship between resistance

change and strain however, we also need to find how the bridge output voltage changes with

applied strain. To do this, we first record the output voltage when the gages are shunted

with a reference resistor value, and then we shunt it again with a different resistor to record

the change in output voltage. By doing this we effectively map a difference in simulated

strain to a difference in output voltage. However, since we don’t know if the relationship

between these two is linear, we have to use more than two values to extract the relationship

between them. In the actual calibration tests, 7 resistance values were used to calibrate

each one of the two gages of a single node; the results are shown in Table 5.4.

The first column shows the shunting resistor used for the calibration, these were the actual

values measured with a multimeter and not the one indicated by the resistor color code.

The next four columns show the data for strain gages 1 and 2. For each gage, two columns

are shown: the first one lists the strain values obtained with Equation 5.3 for each one of

the shunt resistors used; the second one lists the voltage seen at the output of the bridge

amplifier. Now we can extract the relationship between strain and output voltage by plotting

the former as a function of the later using the previous data. Figure 5-3 shows the results

obtained, notice that strain sign was ignored because it only indicates the type of strain.

The relationship is actually pretty linear, however their curves ended up being displaced

from one another, because resistance matching of the bridge branches is not perfect, and
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Node #004− 3
SG1 (matched to 169Ω) SG2 (matched to 174Ω)

RC Strain VO Strain VO

97000 -869 1.502 -895 1.671
107000 -788 1.492 -811 1.659
118000 -715 1.468 -736 1.646
127000 -664 1.466 -684 1.636
138000 -611 1.457 -629 1.621
148000 -570 1.454 -587 1.611
156000 -541 1.45 -557 1.605

Table 5.4: Calibration results

thus the zero-bias offset is slightly different for both of them.

There is still two more things to take into consideration. The first one is that these results

only apply to the calibrated node, to have exact measurements for all nodes each one must

be individually calibrated with this procedure; this was not done because it was not a

project goal to extract precise measurements. The second one is that we have yet to extract

the full sensor range by recording the output voltages experienced when gages are bent to

their maximum allowable (set by the minimum bend radius). We do this because we are

digitizing the output voltage with the microcontroller’s ADC, and we need to figure out

how to map the sampled values to an actual strain value. From the lab tests, Strain Gage

1 had a range of approximately 0.765V −−1.95V with a zero-bias offset of 1.3544V ; Strain

Gage 2 had a range of 0.95V −−2− 135V with a zero-bias offset of 1.54V . This gives a full

range for each gage of approximately 1.185V , half of which is tensile and half compressive.

Now, the ADC quantizes the output voltage into 8-bit samples, which means that if the full

range of the sensors is of 1.185V then, each sampled bit will correspond to approximately

1.185V/256 or roughly 4mV . Now finally we can convert this to strain by using either one

of the line equations shown on Figure 5-3, if we choose the first one, then each bit will

correspond to: 5888.5× (4mV )− 7975.5 = 27.25µ. Therefore each bit corresponds roughly

to 30 microstrain units.

One final note about gage calibration, the actual signal conditioning for the strain gages

uses a sleep transistor to maintain power consumption down. This transistor causes a
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Figure 5-3: Strain Gage electronic calibration for gages 1 and 2 of node #004-3

voltage drop that decreases the total excitation voltage seen at the Wheatstone bridge and

this effect was intentionally ignored. Also, if the system is to be used in a wide range of

temperatures, then gages must be compensated for its effects; this is easily done though as

each node is equipped with a temperature sensor.

Data and Results

Once calibration is done, we can now proceed to show the data extracted from the skin.

Figure 5-4 shows some snapshots taken when data from strain gages one and two were being

sampled. Although no stimuli could be applied because of the mechanical problems previ-

ously mentioned, these are shown merely to demonstrate that raw data can be extracted

from both strain gages. Figure 5-4(a) corresponds to data extracted from strain gage 1 of

each node and Figure 5-5(c) corresponds to strain gage 2.

Although in the previous figures the strain gages were not submitted to a stimuli, their

response can be visualized in Figure 5-5. These plots were extracted from the two strain

gages of the node used for the calibration.
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(a) Data from strain gage 1

(b) Data from strain gage 2

Figure 5-4: Real-time 3D visualization control showing offset from each one of the two
strain gages of all nodes (no stimuli applied)
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(a) Data from both strain gages

(b) Tensile bending (c) Compressive bending

Figure 5-5: Strain gage data plots showing strain gage response
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Figure 5-6: Pressure sensor calibration

If strain is desired instead of the output voltage, this can be easily calculated using the

procedure described before.

Pressure

The second sensing modality that was also custom-designed was pressure. Pressure sensors

were designed by using rigid board prototypes, because they could easily be fabricated at

the lab. This was done mainly to observe the effect that trace width and length had over

the sensitivity of the sensors. However, results showed that these factors had only an effect

on the zero-bias resistance of the sensor and not their actual sensitivity.

Calibration of pressure sensors was much simpler than that of the strain gages because the

instruments needed are easily obtained. In fact all that needed to be done was to apply

known loads to the pressure sensors and record the output voltage seen at the output of the

amplifier; to do this we only needed a calibrated scale. Figure 5-6 shows the data obtained

when one of the pressure sensors was calibrated.

The red (dotted) line corresponds to the data extracted from the calibration measures,

120



(a) Pressure data being extracted from pressure
channel 1 of all nodes

(b) Pressure data being extracted from pressure
channel 2 of all nodes

(c) Pressure data being extracted from pressure
channel 3 of all nodes

(d) Pressure data being extracted from pressure
channel 4 of all nodes

Figure 5-7: Real-time 3D visualization control showing data from each one of the four
pressure channels of all nodes

and the black (solid) line is a curve fitted to the data. It is pretty evident that it has a

logarithmic response which was actually expected, because as it was previously shown on

Figure 3-16 the material resistance has an inverse exponential response to applied pressure.

Since the signal conditioning circuit is a non-inverting amplifier, this inverse exponential is

inverted and a logarithmic response was obtained. Also from the curve, it can be seen that

the sensors are very sensitive, as only a slight touch is needed to generate a distinguishable

output. The calibration procedure was done on each one of the four pressure sensors of one

node, however this data is not presented because the results were almost identical to those

presented in Figure 3-16.

Pressure data was also extracted from the Skin Patches, but as it was previously mentioned,
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(a) Data from working pressure sensors and stimuli to generate them

(b) Pressure stimuli

Figure 5-8: Pressure data plots showing pressure sensor response
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many of these did not work as expected because of some mechanical problems. Therefore,

even though data was extracted from all of the sensors to illustrate how the 3D visualization

chart displayed the information, data plots of the pressure sensors are only shown for some

of those that actually worked as expected. Again data plots are shown with some pictures

that show how the skin was stimulated to generate the data.

Figure 5-7 shows the real time data, while Figure 5-10(a) shows the data plots of some of

the working pressure sensors. Only a few of them are shown though to illustrate their actual

response to stimuli. In these plots the output voltage is plotted against time, however if

a pressure value is desired it can be calculated using the logarithmic relationship shown

above.

One final note on pressure sensing. Although there are multiple “dead” zones insensitive to

pressure like the center part of the nodes and the intersection between them, this area only

represents less than 10% of the total pressure area. There are many ways to overcome this

limitation, some of which will be mentioned in the last chapter.

Ambient Light

Not much can be said about this sensing modality except that it was probably the best

performing one according to the original expectations. The integrated sensor not only is

compact and fully integrated, but it has a great sensitivity to all kinds of lightning conditions

(incandescent and fluorescent) and it only consumes 620µA. It was also extremely easy to

stimulate all of the sensors of the Skin Patch at once.

Several snapshots of the 3D visualization control were taken to show how different lightning

conditions affected the skin. These can be observed in Figure 5-9. The first one shows

the effect of a laser pointer aimed at the sensor when there was no other light source in

the environment. The second one shows how a flashlight shining from the side generates

a gradient. The last two show all of the sensors responding at the same time when the

amount of ambient light changes.
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(a) No ambient light present; single node hit with a
laser pointer

(b) No ambient light present; flashlight illuminating
patch from the side

(c) Room with fluorescent ambient light (d) Room with fluorescent light and flashlight shin-
ing on patch

Figure 5-9: Real-time 3D visualization control showing data from different lightning condi-
tions.

124



Data plots were also extracted for all sensors and are shown with stimuli pictures in Figure

5-10

Finally, light sensors were not calibrated, because in this case the absolute light level was

not of interest. Calibration is easily done though, as the manufacturer provides a curve

that plots the output current vs. ambient light.

Temperature

Temperature sensors worked in very much the same way as light sensors in the sense that

stimuli could be applied without the need of physical handling of the patch. They also

did not need calibration because the sensor datasheet[25] provides enough information to

calculate the absolute temperature if this is needed.

The results are shown in a similar way as with the ambient light sensors. Still, since changing

the temperature is not as easy as changing the ambient light, especially for just one node,

only one general stimulus was applied to the patch to show the response of the sensors.

To do this the Skin Patch was warmed with a hot air gun. Figure 5-11 shows the data

extracted from all sensors by plotting temperature vs. time. Temperature was calculated

by converting the output voltage using the formula provided in the datasheet.

Sound

Sound was the most resource intensive sensing modality. First of all, it must be sampled at

least 8Khz, with an 8-bit resolution if human voices or other sounds with a similar frequency

range are to be recorded. Considerable processing power is also needed to calculate higher

order features like it moving average and variance, and because of this it is also the most

power consuming. Yet, also because of this, sound was the best way to push the limits on

the system and see how well it performed.

All the sensing modalities up to this point, have been presented in a very similar way: real

time data, saved plots and stimuli; this is not done with sound. The reason for this is that
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(a) Ambient Light sensor data from all nodes

(b) Laser pointed to a single node (c) Room lights on

(d) Room lights on and desk lamp on

Figure 5-10: Light data plots showing ambient light sensor responses to different stimuli
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(a) Temperature sensor data plots

(b) Hot air gun warming up the patch

Figure 5-11: Temperature sensor response
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first of all this is highly undesirable because even a patch of skin with such a low node

count (12) already produces a considerable amount of information: if each node is sampled

at 8Khz with a 12-bit depth, each node will produce 12Kbits of information per second.

That means that if we have 12 nodes, we will have to transfer 144Kbits bits every second,

which is already almost half of the available I2C bandwidth (considered that it is run at

400Kbps).

From a functionality perspective, extracting full sound waves from every node does not

make much sense either. Even for applications like sound localization, where sound signals

are correlated to extract phase information, three microphones might be enough if they are

correctly chosen. So why were microphones included into every node then? Well, first of

all if we want to pick three microphones from the whole array, having one in each node

gives more flexibility at the time of selecting them. Second, because even if data has to

be sampled at high frequencies, it does not mean that it has to be transferred as it can be

processed locally. So, as opposed to the raw data obtained from other sensors, when sound

data is sampled with the GUI, what each node actually transmits is a feature extracted

from the raw data, in this case its moving average.

The moving average of the sound signals is essentially the low-pass filtered version of the

original one. This feature was chosen mainly because its simplicity but any other feature

like its Timbre, Rhythm, Loudness, Spectrum, and Tonality can be calculated. These

features, however, are generally more processing intensive which may cause the processor

to be devoted only to this, which is another reason for which calculating them was left as

a possible future application. Some sounds with their moving average were extracted from

the Skin for illustrative purposes and these are shown in Figure 5-12.

In this case, both raw data and the feature are shown for illustrative purposes, however in a

real-world scenario these features can be transferred instead of raw data which reduces the

amount of bandwidth needed. Moving averages can also be resource intensive but any other

filter can be implemented to further compress the information. A peak-detection algorithm

for example could count the peaks in a certain frequency and report this instead.
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Figure 5-12: Raw microphone data with superimposed moving averages. Window size was
32 samples. Each plot corresponds to a vowel spoken in front of the microphone.
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Proximity/Motion Sensing

The last sensing modality for which results are shown are the whiskers. Whiskers can be seen

as either motion/activity sensors or proximity sensors. Since whiskers are meant to indicate

either the presence or absence of activity close to the skin, there is no need to quantize

the information received from them as the nature of this information is inherently digital:

presence/absence of activity. For this reason the whiskers were connected to interrupt-

capable input pins, so that every time they are stimulated, an interrupt is generated, which

can be then used to activate more sensors or simply increment a counter.

As it was mentioned in the Hardware chapter, whiskers were implemented with mini-sense

piezo cantilevers to which some brush bristles were glued. When these are touched, the

cantilever vibrates and it generates a train of impulses that are then detected by the micro-

controller. This approach, although effective has two minor drawbacks: first, the cantilevers

are mounted on a rigid substrate that hinders the flexibility of the node when this is sol-

dered to it; and second, because the sensor detects the vibrations on the cantilever, there

must be available space so that the cantilever can be vibrate freely or it will not work. An

alternate method to create the whiskers using a PSAC shock sensor from Kyocera was also

considered, but because these sensors were not available at the time the Skin Nodes were

designed, they could not be used or tested.

Figure 5-13 shows a plot of data illustrating the behavior of the sensor. Also shown on the

figure is a picture that shows how the whiskers are stimulated.

5.2.2 Skin Patches as Stand-alone Devices

It was previously mentioned that Skin Patches can either be used to send data or work as

stand-alone devices. The first case is useful if data needs to be further processed or used

for another purpose in which case it needs to be extracted from the skin by a personal

computer. The second case could be useful for applications where the patch can act like an

autonomous device, for example if it is used like an interactive material, where each node

is capable of sensing, processing and actuating.
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(a) Activity sensor data

(b) Whiskers being stimulated

Figure 5-13: Activity sensor results

131



To demonstrate the functionality of the Skin Patches as stand-alone devices, a simple ap-

plication that maps sensor data to the on-board LED was developed. This application

samples the ambient light channel and uses the information to modulate the light on the

output LED; the less light in the environment, the stronger the LED is lit and viceversa,

thus creating an inverse feedback loop that depends on the amount of light in the environ-

ment. This application can be used for example, to do shadow tracking which can be seen

in Figure 5-14

Figure 5-14: Patch used as a stand-alone device. LED’s light according to the amount of
ambient light

Since the only output device of the nodes is the RGB LED, applications would be probably

limited to mapping sensor data to LED lights in different ways. Yet there are many circum-

stances in which this would be enough, for example if large patches are used to cover up a

wall or floor to make it interactive, in fact, Sensor Net Skins covering interactive floors were

explored by Richardson in [59]. Then again, the microcontroller has still several unused

output pins to which other output devices like a speaker can be connected. This of course

would need a redesign of the Skin Nodes so that different output devices can be connected

to them, which is easily achieved by adding an extra header.
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5.3 Performance Metrics

We have presented results for all the sensing modalities and modes of operation of a Skin

Patch. Yet, these results although illustrative, provide little reference as to the overall

performance of the project. This subsection will present some metrics that will grant a bit

more insight into how well did the system performed against the design goals. In fact, the

main goal was to demonstrate that by including processing power in each node, the necessary

resources, in special bandwidth could be greatly reduced. The first metric analyzed is then

the bandwidth needed to operate a Skin Patch network.

5.3.1 Network Performance

As the reader might recall, scalability is one of the main goals of the project, so ideally,

we should be able to connect to a PC as many Skin Patches as possible and every patch

of skin should be capable of growing to as many nodes as possible. In reality though these

two limits were set by two of the three communications channels used: USB and I2C .

I2C Performance

Peer to peer is never a concern because only two elements are involved, however I2C and

USB are shared buses that impose a limit on the amount of devices that can be connected

at the same time. I2C sets a limit on the number of nodes per Skin Patch and USB sets

it for the number of patches that can be connected to a computer at the same time. The

reason for this is mainly bandwidth and network speed.

In the case of I2C , there are two factors that limit the amount of devices that can be

connected to it: bus capacitance and network addresses. As we previously mentioned, I2C

10-bit addressing was chosen, which in theory limits the amount of nodes to 1023 (210− 1).

However, the I2C bus specification restricts the rise and fall times of both signals to 300ns,

and since this time is set by the RC constant of the circuit, the real limiting factors are the

pull-up resistance value and the amount of capacitance in the bus.
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Because the amount of capacitance in the bus depends on the amount of nodes connected

to it, we have to set the resistor value as low as possible. An arbitrarily low value can’t

be chosen though, because the bus line current would increase and the MSP430 can only

handle a maximum of 2mA. With a supply voltage of 3.3 volts, the minimum resistance

that can be used is 1350Ωs. However in fast mode, this resistance limits the number of

capacitance in the bus to about 300pF[55] instead of the maximum possible of 400pF. This

decreases the amount of nodes that can be on the network and is why an active pull-up was

used instead. Figure 5-15 shows how an active pull-up device eliminates the RC response

of both bus lines (SDA and SCL) giving a speed increase.

By using the active pull-ups, we can now use the 400pF allowed by the bus specification.

The capacitance of the SDA and SCL lines was measured at 9.8pf and 9.6pF respectively

with respect to ground, so the maximum number of nodes the bus can have is approximately

40. This is a very small number, yet no special drivers or a ground plane were used. If

the driver mentioned in the hardware section is used, the 400pF limit increases to 4000pF.

Furthermore if ground planes are used, the capacitance of the traces can be dramatically

reduced. With these to improvements the number of nodes per patch can be easily brought

to over 500. Once again, the reason why these features were not included were to reduce

the amount of components and to keep the number of layers to a minimum. If specialized

Skin Patches3 are designed though, it may make sense to include them.

USB Performance

The second limiting factor for network size is the USB bandwidth. USB bandwidth limits

the network size because this must be divided among the number of Skin Patches currently

connected. This only makes sense if the Skin Patches are connected as data extraction

devices, but it does illustrate why it was so important to make every node consume as little

bandwidth as possible.

Considering that every node has 11 sensing channels, each one of which will be sampled at

the rate and bit depth described in Table 4.3, each node will produce a total of 99800bps
3A specialized Skin Patch may sense only a subset of all sensing modalities included in this project

134



(a) I2C data when a 1500Ωs resistor was used as pull-up

(b) I2C when a current mirror was used as pull-up device

Figure 5-15: Difference in speed for both I2C lines when active and passive pull-up devices
are used.
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or 12475 bytes every second. The USB chip used has a data rate of 8Mbps or 1MB/s so a

total of 84 nodes can be connected in different patches. Once again this number may seem

extremely low, but it is only because we are extracting raw data at the full sampling rates.

If higher order features are calculated and these are transferred instead of raw data, and if

a USB 2.0 capable chip is used instead (480Mbps), this number can grow considerably.

To illustrate this point, lets assume that each node is programmed so that it can change the

sampling rates dynamically4. Lets also assume that each sensing modality is sampled at

10Hz/8-bits, in a low-bandwidth/ultra-low-power mode. 11 sensing channels will produce

a total of 880bps. If USB 2.0 is used and assuming that it is 70% efficient, we would have a

total of 480Mbps×0.7 = 336Mbps. With this bandwidth, it would be possible to have more

than 380,000 nodes. This is why having processing power in each node is so important: it

allows the network to adapt to different conditions, so power consumption and bandwidth

requirements are minimized. All of this is in addition to any further gains of calculating

higher order features so these are transmitted instead of raw data.

5.3.2 Power Consumption

Power consumption is the second metric used to evaluate the performance of the skin.

Although the importance of a low power consumption might not be apparent at first, this

becomes evident if Skin Patches with large numbers of nodes are created. Table 5.5 lists

the quiescent current consumption of each component of the nodes:

With the data from the table the approximate power consumption can be now calculated.

The first component, the microcontroller has a power consumption that depends on the

speed at which is run. Since data processing and transmission require full speed, the MCU

is set to run at 8.000Mhz, for a total consumption of about 2.1mA. This however can be

made as low as 300nA if deep sleep is used. In the case of the RGB LED’s, a current-limiting

resistor was added to each color to decrease power consumption, so if they are lit at full

power, they consume a maximum of 2mA.

4Either by adapting to stimuli, or by receiving an instruction from a PC or Brain
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Component # per node Current consumption
MSP430F1610 1 300µA/MHz
NCP553SQ33T1 1 2.8µA
LTST-C17FB1WT 1 2mA/color if lit
MAX4462 2 700µA
MAX4400 4 320µA
MAX4734 1 4nA
LM20CIM7 1 10µA
TPS851/52 1 62µA (depending on lighting conditions)
SPM0102NE3 1 175mA (average)
FDG6301N 1 100nA

Table 5.5: Power consumption of Skin Node components

Amplifiers were chosen with a bit more bandwidth than actually needed, so they consume

more than could be actually be achieved. If the OPA349 from Texas Instruments was used

instead the power consumption per amplifier could be brought down to 70µA per amplifier.

Next, The ambient light sensor power consumption depends on the amount of ambient light

present, but in regular indoor conditions under artificial lightning it consumes 62µA.

And finally, since the MOSFET is used to gate the Wheatstone bridges used to excite

the strain gages, only its leakage current is listed as power consumption. However if the

MOSFET is turned on, the bridges will become active and they will consume a current

depending on the resistance of their branches. So for example, if a node has a bridge with

branches matched to 169Ωs and 174Ωs these will consume:

Ibridges = IB1 + IB2

Ibridges =
3.3V − VT

169Ω
+

3.3V − VT

174Ω

Ibridges =
3.3V − 0.7V

169Ω
+

3.3V − 0.7V

174Ω

Ibridges = 0.01538A + 0.014942A = 30.32mA
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So in average, the strain gages consume a total of 30mA when turned on, which is why it

was so important to gate them using the MOSFET. Total power consumption can be then

as low or as high as:

Low 300nA + 2.8µA + 2(700µA) + 4(320µA) + 4nA + 10µ

A + 62µA + 175µA + 100nA = 2.927404mA

High 2.4mA + 2.8µA + 2(700µA) + 4(320µA) + 4nA + 10µ

A + 620µA + 175µA + 3mA + 6mA = 14.887904mA

In actual tests, maximum power consumption of one node with the MCU running at full

speed, all LEDs on at full power, both strain gages on and a laser aimed at the light sensor,

was of 41mA. When everything was turned off however it consumed less than 2mA. If we

now combine this with the possible number of nodes in a Skin Patch, we can see that a Skin

Patch with 40 nodes at full power would consume 1.64A of current, but this case would be

rare. On average each node consumed a total power of less than 9mA in regular operation,

so a total of 40 nodes would consume roughly 360mA.

Still, it is important to note that even though 9mA was the average current consumed,

this is highly dependant on the application being run by the nodes since most of this will

be dissipated by the LEDs. Their total current consumption can be easily brought down

though, since they are driven by timer output pins, which means that they can be pulse-

width modulated.

Another thing to note is that power dissipated by components does not have any measurable

effect in temperature sensor readings. This is mainly because the amplifiers and RGB LED,

which are the most power-hungry elements, are placed so far from it that most of their heat

dissipates to the surrounding air rather than to the substrate. Moreover, Kapton is not a

good heat conductor so it would be extremely rare to see any effects in the temperature

readings caused by heat dissipated from nearby components.
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Finally, since power is readily available for Brains, and their power consumption is negligible

compared to the total power that a large Skin Patch could in theory consume, this was not

an issue and was therefore not calculated.

5.3.3 Cost

The final metric used is the overall cost of the project. Cost was a big consideration in

the overall design of the project because flex boards are expensive to fabricate and even

more expensive to prototype, specially if multilayer boards and other fancy techniques are

used. Without a doubt, the major cost component of the project was the fabrication of the

node substrates which accounted for roughly two thirds of the total cost. 32 nodes were

fabricated at a total cost of $3,500, so each node cost $110.

Component prices for nodes and Brains can be observed in the Bill of Materials included

in Appendix B. Two prices are listed in this table: the price used for the project and a

bulk price for each component. This was done with the intention of providing a comparison

between the cost of a prototype project like this one and its possible cost with large-scale

manufacturing. It can be seen that the components for each node add-up for a total of $54

per node or about a third of the total cost. If these components are bought in large quantities

though, the cost decreases to about half as much. Even substrates can be manufactured for

about a tenth of the cost if they are fabricated in large numbers.

Brains are much cheaper because they use standard fabrication techniques and relatively

cheap components. Also the price can be seen in the Bill of Materials.
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Chapter 6

Conclusions and Future Work

“So long and thanks for all the fish.”

– Doplhins to humans (Douglas Adams)

W e arrive to the last chapter, which presents the conclusions derived from the

results presented before. First a summary of the work along with some general

conclusions are presented. This is followed by a description of possible applications and

future work.

6.1 Conclusions

A Dynamically Adaptable Artificial Sensate Skin was designed. Based on the design goals

proposed, 32 nodes were fabricated with Flex circuit technology. Half of these were assem-

bled into two patches of skin of different sizes to test the two modes in which they can

operate. Two Brains were also designed and developed so that data could be extracted

from one of the patches. Finally several software components were developed for the sys-

tem. These include a GUI application to serve as a front end to the Skin Patch network and

several firmware applications to test the functionality of the skin as a stand-alone device.
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Generally speaking, several goals of the project were met. First, the goal of creating a device

that emulates some of the functions of the human skin was successful, and it is represented

by the two Skin Patches created to test the project. Second, it was demonstrated that

having processing power on each node has several advantages:

1. Application code running in the Skin Patches can be changed at any time, either for

a single node or an entire patch

2. Each node can adjust the sampling rate of its nodes depending on different criteria

3. Skin Patches can be operated at different power modes

Yet, even though the major goals of the project were met, there are several design choices

that greatly reduced the performance of the project as a whole. First, the mechanical

problems mentioned before had a great impact on the reliability of I2C communications.

Second, because of the time frame of the project, it was not possible to develop enough

application code to thoroughly test all the functionality available; this includes the Peer-

to-peer communications channel, which in spite of being present, it is not exploited.

Yet, there are several measures that can be taken to correct most of the problems encoun-

tered throughout the design and implementation of this project. For example, the fact that

the microcontroller could easily break off when the nodes were bent was caused because

of its size and packaging; if a much smaller one with a leaded package1 is chosen instead,

this problem can be easily eliminated. Using a smaller microcontroller would also means

sacrificing functionality, which leads to the next point.

The vast majority of the problems found were due to the fact that the number of components

in each node was significant. This can be avoided if specialized nodes are created instead.

For example, because the MEMS microphone, ambient light sensor and temperature sensors

had to be on the outer-facing layer of the skin, the area where these were placed was

completely insensitive to pressure. If a pressure-only skin is designed though, the entire top
1The leads in the package could absorb some of the stress caused by the node bending, and would therefore

help to avoid any ruptures
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surface can be used to sense pressure, and since functionality requirements are reduced, a

smaller microcontroller can be then chosen.

Another one of the mechanical-caused problems was interconnect conductor cracking. Since

the bending of the Skin Patches was mostly restrained to the flaps as previously mentioned,

conductors cracked very easily. This can be corrected by making the flaps almost as large

as the node itself.

In spite of all these problems though, all components of the project were functional as

originally expected, and it was possible to demonstrate both modes of operation, (stand-

alone and data extraction) successfully.

6.2 Possible Applications

So far we have extensively talked about the What’s and How’s but not the Why’s. The

last part of the chapter, and of this entire document, briefly outlines some of the possible

applications of the project.

Given the Sensor Network nature of the Skin Patches, and given that they are equipped

with a wide variety of sensing modalities, there are several applications that can be run on

the platform. These are presented in the following list:

� Sound Localization: to do this, three or more “sound nodes” could be designated by

the Brain. Once this is done, the Brain can then send a broadcast message indicating

them to start sampling. After a certain period, samples are recovered by the Brain,

and correlations are calculated. From these the direction of the source of the sound

can be extracted. Similarly large patches of the skin can be used as an audio beam-

forming array, at least for short snippets of skin

� Shape recognition: Basically each node records the amount of light it is receiving and

it decides to report a status of either “shadowed” or “lit”, so when the Brain scans

for the status of all nodes, it can determine the shape of the shadowing object.
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� Code Distribution: a very simple means of code distribution was demonstrated in this

project, however it can be as complex as needed. Some nodes might be designated

as leaders, so that code has to be transferred only to them by the Brain. Once a low

activity condition is detected, these would proceed to distribute the code recursively

to their neighbors.

� Proximity from shadows: this would be trivial to implement. The average amount of

ambient light can be calculated for an entire patch to serve as a reference point. Once

this is done, proximity can be calculated from the amount of light blocked from either

one or many sensors.

� Pressure Gradients: gathering data from neighbors, nodes can calculate the center of

mass of an object placed on top of the skin.

� Motion Sensing: using the whiskers the skin can be used to detect the amount of

wind.

� Artistic displays: Skin Patches can be used to wrap walls, floors or ceilings and make

them interactive. A passer by could cast a shadow for example, and LEDs would light

up, displaying its silhouette.

6.3 Future Work

There are several things that can be done to improve the functionality of the project. Several

of these have already been mentioned before, however they are summarized in the following

list. A brief description is also provided.

� Larger Network: a larger network would allow more tests and applications to be

tested.

� Improve mechanical design: several mechanical characteristics of the design can be

improved.
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� Implement P2P Communications: currently no applications that use the Peer-to-peer

communications channel have been implemented

� Implement an Operating System: a bootloader was implemented for this project,

however if more complex tasks are needed, it may be a good idea to add hardware

abstraction by implementing an OS.

� Increase Bootloader code size: the current bootloader can only handle a maximum

code size of 4KB. This can be changed by modifying the bootloader code so that it

reads multiple 4KB code blocks, instead of only one.

� Improve Brain by changing FTDI chip to newer version: there is now a new version

of the FTDI chip that does not need any of the external components currently used

by the FT245BM. Switching to this version would save on cost and Brain size.

� Create different kinds of skins with different capabilities: as was mentioned before, a

better way to implement the Skin Patches would be to create specialized nodes instead

of monolithic ones.

� Incorporate QTC Material into substrate or encase in silicon: to avoid the warping

and bubbling of the QTC material when the nodes are bent, and to distribute the

pressure evenly among the pressure channels, the entire skin could be covered in a

silicon rubber. Another option would be to incorporate it into the material stack;

this option would be possible if the nodes are specialized, since it would mean fewer

components, and therefore less routing needed, which would leave space for an extra

layer for the material.

� Increase current capacity of Brain to allow for a larger network: currently the Brain

provides the current to the entire Skin Patch connected to it. If a larger Skin Patch

is needed, the current capacity of the traces in the Brain responsible for this have to

be enlarged.

� Network discovery protocol: this was already mentioned before in the software sec-

tion. This would be necessary for the Skin to be dynamically reconfigurable so that
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whenever the Skin Patch topology is changed, this can be detected by the Brain or

PC.

� Multiple masters/slaves: currently the I2C bus is arbitrated by the Brains. No node

ever uses the bus unless it is addressed by a Brain. This approach, though, can’t

be used if a node wants to start communications, so that it can for example report

unsolicited data to the Brain. It also means that nodes can’t use the line to address

any arbitrary neighbor on the network.

It is with this list that we reach the end of the current work, but not before leaving a final

note. Even though the goals of the project were broadly met, it was still far from emulating

most of the characteristics of the human skin. The technology necessary to create an

artificial device that has all the functional characteristics, electrical and mechanical, of our

skin is still some years ahead. Much work has to be done yet to research the necessary

materials and methods so that we can one day have a device as versatile and functional as

our skin.
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Appendix A

Abbreviations and Symbols

ADC Analog to digital converter.

API Application Programming Interface.

DC Direct Current.

DCO Digitally Controlled Oscillator.

DMA Direct Memory Access.

FIFO First-In First-Out.

FPC Flexible Printed Circuits.

FSR Force Sensitive Resistor.

GUI Graphic User Interface

I2C Inter-Integrated Circuit Bus.

I/O Input/Output.

IDE Integrated Development Environment.

IPC Institute of Printed Circuits, now IPC.

JTAG Joint Test Action Group.

KB Kilobyte.

LED Light-Emitting Diode.

MCU Microcontroller Unit.

MEMS Micro-electromechanical systems.
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MIPS Million Instructions Per Second.

PCB Printed circuit board.

PDMS Polydimethylsiloxane

PNP A type of semiconductor (P-type, N-type, P-type).

PVDF Polyvinylidene fluoride.

QFN Quad flat package no leads.

QTC Quantum Tunneling Composites.

RAM Random Access Memory.

RISC Rapid Instruction Set Computer.

RF Radio frequency.

RGB Red, green and blue.

RTD Resistive Temperature Detector.

SMD Surface Mount Device.

SNR Signal to noise ratio.

SPI Serial Peripheral Interface.

USART Universal Synchronous-Asynchronous Receive Transmit.

USB Universal Serial Bus.
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Appendix B

Bill of Materials
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Figure C-1: Node Sensing Suite
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Figure C-2: Node Processing
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Figure C-3: Node Dimensions (mils)
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Figure C-5: Node Top Routing Layer
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Figure C-6: Node Internal Layer 1
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Figure C-7: Strain Gages (Internal Layer 2)

158



C
a
i
n
 P

0
C
a
i
n
0
1
 

P
0
C
a
i
n
0
2
 

L
1
 

P
0
L
1
0
1
 

P
0
L
1
0
2
 

P
0
L
1
0
3
 

P
0
L
1
0
4
 

R
l
1
 P

0
R
l
1
0
1
 

P
0
R
l
1
0
2
 

R
l
2
 

P
0
R
l
2
0
1
 

P
0
R
l
2
0
2
 

Rl3 

P0Rl301 P0Rl302 

R
l
o
 

P
0
R
l
o
0
1
 

P
0
R
l
o
0
2
 

R
p
g
1
 

P
0
R
p
g
1
0
1
 

P
0
R
p
g
1
0
2
 R

p
g
2
 

P
0
R
p
g
2
0
1
 

P
0
R
p
g
2
0
2
 

S
1
 

P
0
S
1
0
1
 

P
0
S
1
0
2
 

P
0
S
1
0
3
 

P
0
S
1
0
4
 

S
2
 

P0S201 
P0S202 
P0S203 P0S204 

P0S205 

S3 P
0
S
3
0
1
 

P
0
S
3
0
2
 

P
0
S
3
0
3
 

P
0
S
3
0
4
 

P
0
S
3
0
5
 Y

1
 

P0Y10 

P
0
Y
1
0
1
 P0Y102 

P
0
U
1
0
4
2
 

P0U602 

P
0
N
o
r
t
h
0
3
 

P0U1018 

P
0
S
o
u
t
h
0
3
 

P
0
U
1
0
1
6
 

P0Amp102 

P
0
A
m
p
2
0
2
 

P0Amp302 

P0Amp402 

P0Cao02 

P0Cin01 

P0Cout01 

P0Cref101 
P0Cref201 

P0Cvcc101 
P0Cvcc201 

P0Cx101 
P0Cx201 

P
0
E
a
s
t
0
7
 

P
0
N
o
r
t
h
0
7
 

P
0
P
i
e
z
o
1
0
2
 

P
0
P
i
e
z
o
2
0
2
 

P0Programmer05 

P
0
R
i
f
0
1
 

P
0
R
l
o
0
2
 

P
0
R
p
g
1
0
1
 

P
0
R
p
g
2
0
1
 

P
0
R
p
r
0
1
 

P0Rwi101 

P0Rwi201 

P
0
S
1
0
2
 

P
0
S
1
0
3
 

P0S201 
P0S202 

P0S205 

P
0
S
3
0
2
 

P
0
S
o
u
t
h
0
7
 

P
0
U
1
0
1
0
 

P
0
U
1
0
1
1
 

P0U1053 

P0U1062 P0U1063 

P
0
U
2
0
2
 

P0U302 P0U402 

P0U501 
P0U504 

P0U601 

P
0
W
e
s
t
0
7
 

P
0
R
l
1
0
1
 

P
0
U
1
0
3
8
 

P
0
R
l
2
0
1
 

P
0
U
1
0
3
7
 

P0Rl301 

P
0
U
1
0
3
6
 

P
0
R
l
o
0
1
 

P
0
S
3
0
5
 

P0U1060 P
0
A
m
p
2
0
1
 

P
0
R
p
r
0
2
 

P
0
U
2
0
8
 

P0Amp301 

P
0
P
i
e
z
o
1
0
1
 

P
0
R
p
g
1
0
2
 

P0Amp401 

P
0
P
i
e
z
o
2
0
1
 

P
0
R
p
g
2
0
2
 

P
0
C
a
i
n
0
1
 

P
0
S
1
0
1
 

P
0
L
1
0
1
 

P
0
R
l
1
0
2
 

P
0
L
1
0
2
 

P
0
R
l
2
0
2
 

P
0
L
1
0
3
 

P0Rl302 

P
0
R
p
s
1
0
1
 

P
0
U
2
0
1
 

P0Rps201 

P
0
U
2
0
9
 

P
0
R
p
s
3
0
2
 

P
0
U
2
0
3
 

P
0
R
p
s
4
0
2
 

P
0
U
2
0
7
 

P
0
E
a
s
t
0
2
 

P
0
N
o
r
t
h
0
5
 

P
0
R
s
c
l
0
2
 

P
0
S
o
u
t
h
0
5
 

P0U1031 

P
0
W
e
s
t
0
2
 

P
0
E
a
s
t
0
1
 

P
0
N
o
r
t
h
0
4
 

P
0
R
s
d
a
0
2
 P
0
S
o
u
t
h
0
4
 

P0U1029 

P
0
W
e
s
t
0
1
 

P0S203 
P0U1061 

P0Amp105 

P
0
A
m
p
2
0
5
 

P0Amp305 

P0Amp405 

P0Cout02 

P0Cvcc102 
P0Cvcc202 

P
0
L
1
0
4
 

P0Programmer04 

P0Rbx101 P0Rbx401 P0Rby101 P0Rby401 

P
0
R
p
s
3
0
1
 

P
0
R
r
s
t
0
2
 

P
0
R
s
c
l
0
1
 

P
0
R
s
d
a
0
1
 

P
0
S
1
0
4
 

P0S204 

P
0
S
3
0
1
 

P
0
U
1
0
1
 

P0U1064 

P0U206 

P0U305 P0U405 

P
0
U
5
0
3
 

P0Amp101 

P0Cref102 
P0Cref202 

P
0
U
1
0
7
 

P0U306 P0U406 

P0Cx102 

P
0
U
1
0
8
 

P
0
Y
1
0
1
 

P0Cx202 

P
0
U
1
0
9
 

P0Y102 

Figure C-8: Node Bottom Routing Layer
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Figure C-9: Node Top Overlay
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Figure C-10: Node Bottom Overlay
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Figure C-11: Brain Processing
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Figure C-12: Brain Communications
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Figure C-13: Brain Dimensions (mils)
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Figure C-14: Brain Top Layer
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Figure C-15: Brain Bottom Layer
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Appendix D

Firmware
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Appendix E

PC Code

183
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d
 
=
 
G
U
I
D
_
D
E
V
I
N
T
E
R
F
A
C
E
_
U
S
B
_
D
E
V
I
C
E
;

 
h
D
e
v
N
o
t
i
f
y
 
=
 
(
v
o
i
d
 
*
*
)
R
e
g
i
s
t
e
r
D
e
v
i
c
e
N
o
t
i
f
i
c
a
t
i
o
n
(
G
e
t
S
a
f
e
H
w
n
d
(
)
,
 
&
N
o
t
i
f
i
c
a
t
i
o
n
F
i
l
t
e
r
,
 

D
E
V
I
C
E
_
N
O
T
I
F
Y
_
W
I
N
D
O
W
_
H
A
N
D
L
E
 
)
;

} v
o
i
d
 
C
U
S
B
t
e
s
t
D
l
g
:
:
U
n
r
e
g
i
s
t
e
r
N
o
t
i
f
i
c
a
t
i
o
n
(
H
D
E
V
N
O
T
I
F
Y
 
*
h
D
e
v
N
o
t
i
f
y
)

{  
i
f
(
N
U
L
L
 
!
=
 
h
D
e
v
N
o
t
i
f
y
)
 

 
{
 
 
 
 
 
 
 
 

 
 

U
n
r
e
g
i
s
t
e
r
D
e
v
i
c
e
N
o
t
i
f
i
c
a
t
i
o
n
(
 
h
D
e
v
N
o
t
i
f
y
 
)
;

 
 

h
D
e
v
N
o
t
i
f
y
 
=
 
N
U
L
L
;

 
}

} v
o
i
d
 
C
U
S
B
t
e
s
t
D
l
g
:
:
O
n
O
K
(
)
 

{  
U
n
r
e
g
i
s
t
e
r
N
o
t
i
f
i
c
a
t
i
o
n
(
h
d
n
)
;

 
/
/
t
e
r
m
i
n
a
t
e
 
t
h
e
 
t
h
r
e
a
d
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c
:
\
D
o
c
u
m
e
n
t
s
 
a
n
d
 
S
e
t
t
i
n
g
s
\
G
e
r
a
r
d
o
\
M
y
 
.
.
.
 
(
M
I
T
)
\
T
h
e
s
i
s
\
C
o
d
e
\
E
x
a
m
p
l
e
1
\
U
S
B
t
e
s
t
D
l
g
.
c
p
p

 
m
_
s
a
m
p
l
i
n
g
=
0
;

 
C
l
o
s
e
(
)
;

 
F
r
e
e
L
i
b
r
a
r
y
(
m
_
h
m
o
d
u
l
e
)
;

  
C
D
i
a
l
o
g
:
:
O
n
O
K
(
)
;

} v
o
i
d
 
C
U
S
B
t
e
s
t
D
l
g
:
:
O
n
S
y
s
C
o
m
m
a
n
d
(
U
I
N
T
 
n
I
D
,
 
L
P
A
R
A
M
 
l
P
a
r
a
m
)

{  
i
f
 
(
(
n
I
D
 
&
 
0
x
F
F
F
0
)
 
=
=
 
I
D
M
_
A
B
O
U
T
B
O
X
)

 
{

 
 

C
A
b
o
u
t
D
l
g
 
d
l
g
A
b
o
u
t
;

 
 

d
l
g
A
b
o
u
t
.
D
o
M
o
d
a
l
(
)
;

 
}

 
e
l
s
e

 
{

 
 

C
D
i
a
l
o
g
:
:
O
n
S
y
s
C
o
m
m
a
n
d
(
n
I
D
,
 
l
P
a
r
a
m
)
;

 
}

} v
o
i
d
 
C
U
S
B
t
e
s
t
D
l
g
:
:
O
n
P
a
i
n
t
(
)
 

{  
i
f
 
(
I
s
I
c
o
n
i
c
(
)
)

 
{

 
 

C
P
a
i
n
t
D
C
 
d
c
(
t
h
i
s
)
;
 
/
/
 
d
e
v
i
c
e
 
c
o
n
t
e
x
t
 
f
o
r
 
p
a
i
n
t
i
n
g

 
 

S
e
n
d
M
e
s
s
a
g
e
(
W
M
_
I
C
O
N
E
R
A
S
E
B
K
G
N
D
,
 
(
W
P
A
R
A
M
)
 
d
c
.
G
e
t
S
a
f
e
H
d
c
(
)
,
 
0
)
;

 
 

/
/
 
C
e
n
t
e
r
 
i
c
o
n
 
i
n
 
c
l
i
e
n
t
 
r
e
c
t
a
n
g
l
e

 
 

i
n
t
 
c
x
I
c
o
n
 
=
 
G
e
t
S
y
s
t
e
m
M
e
t
r
i
c
s
(
S
M
_
C
X
I
C
O
N
)
;

 
 

i
n
t
 
c
y
I
c
o
n
 
=
 
G
e
t
S
y
s
t
e
m
M
e
t
r
i
c
s
(
S
M
_
C
Y
I
C
O
N
)
;

 
 

C
R
e
c
t
 
r
e
c
t
;

 
 

G
e
t
C
l
i
e
n
t
R
e
c
t
(
&
r
e
c
t
)
;

 
 

i
n
t
 
x
 
=
 
(
r
e
c
t
.
W
i
d
t
h
(
)
 
-
 
c
x
I
c
o
n
 
+
 
1
)
 
/
 
2
;

 
 

i
n
t
 
y
 
=
 
(
r
e
c
t
.
H
e
i
g
h
t
(
)
 
-
 
c
y
I
c
o
n
 
+
 
1
)
 
/
 
2
;

 
 

/
/
 
D
r
a
w
 
t
h
e
 
i
c
o
n

 
 

d
c
.
D
r
a
w
I
c
o
n
(
x
,
 
y
,
 
m
_
h
I
c
o
n
)
;

 
}

 
e
l
s
e

 
{

 
 

C
D
i
a
l
o
g
:
:
O
n
P
a
i
n
t
(
)
;

 
}

} H
C
U
R
S
O
R
 
C
U
S
B
t
e
s
t
D
l
g
:
:
O
n
Q
u
e
r
y
D
r
a
g
I
c
o
n
(
)

{  
r
e
t
u
r
n
 
(
H
C
U
R
S
O
R
)
 
m
_
h
I
c
o
n
;

} v
o
i
d
 
C
U
S
B
t
e
s
t
D
l
g
:
:
O
n
T
i
m
e
r
(
U
I
N
T
 
n
I
D
E
v
e
n
t
)
 

{  
u
n
s
i
g
n
e
d
 
c
h
a
r
 
r
x
[
6
0
0
]
;

 
D
W
O
R
D
 
r
e
t
_
b
y
t
e
s
;

 
D
W
O
R
D
 
b
y
t
e
s
_
i
n
_
b
u
f
;

 
F
T
_
S
T
A
T
U
S
 
s
t
a
t
u
s
;

 
i
f
(
!
b
o
a
r
d
_
p
r
e
s
e
n
t
)
 
r
e
t
u
r
n
;

  
/
/
D
o
n
'
t
 
i
n
t
e
r
f
e
r
e
 
w
i
t
h
 
a
n
o
t
h
e
r
 
t
e
s
t

 
i
f
(
b
u
s
_
b
u
s
y
)
 
r
e
t
u
r
n
;

 
/
/
I
s
 
t
h
e
r
e
 
d
a
t
a
 
t
o
 
r
e
a
d
?

 
s
t
a
t
u
s
 
=
 
G
e
t
Q
u
e
u
e
S
t
a
t
u
s
(
&
b
y
t
e
s
_
i
n
_
b
u
f
)
;

 
i
f
(
s
t
a
t
u
s
 
!
=
 
F
T
_
O
K
)

 
{

 
 

U
p
d
a
t
e
D
a
t
a
(
T
R
U
E
)
;

6
c
:
\
D
o
c
u
m
e
n
t
s
 
a
n
d
 
S
e
t
t
i
n
g
s
\
G
e
r
a
r
d
o
\
M
y
 
.
.
.
 
(
M
I
T
)
\
T
h
e
s
i
s
\
C
o
d
e
\
E
x
a
m
p
l
e
1
\
U
S
B
t
e
s
t
D
l
g
.
c
p
p

 
 

m
_
P
o
r
t
S
t
a
t
u
s
 
=
 
_
T
(
"
D
e
v
i
c
e
 
n
o
t
 
O
p
e
n
 
y
e
t
"
)
;

 
 

C
l
o
s
e
(
)
;

 
 

b
o
a
r
d
_
p
r
e
s
e
n
t
=
0
;

 
 

U
p
d
a
t
e
D
a
t
a
(
F
A
L
S
E
)
;

 
 

U
p
d
a
t
e
W
i
n
d
o
w
(
)
;

 
 

b
y
t
e
s
_
i
n
_
b
u
f
 
=
 
0
;

 
}

 
/
/
T
h
e
r
e
 
i
s
 
s
t
u
f
f
 
t
o
 
r
e
a
d
,
 
r
e
a
d
 
i
t
!

 
i
f
(
b
y
t
e
s
_
i
n
_
b
u
f
)

 
{

 
 

s
t
a
t
u
s
 
=
 
R
e
a
d
(
r
x
,
 
b
y
t
e
s
_
i
n
_
b
u
f
<
6
0
0
 
?
 
b
y
t
e
s
_
i
n
_
b
u
f
 
:
 
6
0
0
,
 
&
r
e
t
_
b
y
t
e
s
)
;

 
 

/
/
R
e
a
d
 
t
i
m
e
o
u
t

 
 

i
f
(
(
s
t
a
t
u
s
 
=
=
 
F
T
_
O
K
)
 
|
|
 
(
(
s
t
a
t
u
s
 
=
=
 
F
T
_
I
O
_
E
R
R
O
R
)
 
&
&
 
(
r
e
t
_
b
y
t
e
s
 
>
 
0
)
)
 
)

 
 

{
 

 
 

i
f
(
r
e
t
_
b
y
t
e
s
)

 
 

 
{

 
 

 
 

C
S
t
r
i
n
g
 
s
t
r
;

 
 

 
 

i
n
t
 
l
i
n
e
B
y
t
e
s
=
0
;

 
 

 
 

U
p
d
a
t
e
D
a
t
a
(
T
R
U
E
)
;

 
 

 
 

f
o
r
(
D
W
O
R
D
 
x
=
0
;
 
x
<
r
e
t
_
b
y
t
e
s
;
 
x
+
+
)

 
 

 
 

{
 

 
 

 
 

m
_
N
u
m
R
e
c
d
+
+
;

 
 

 
 

 
s
t
r
.
F
o
r
m
a
t
(
"
%
2
d
 
 
0
x
%
.
2
X
"
,
 
r
x
[
x
]
,
 
r
x
[
x
]
)
;

 
 

 
 

 
m
_
R
e
c
e
i
v
e
d
.
A
d
d
S
t
r
i
n
g
(
s
t
r
)
;

 
 

 
 

}
 

 
 

 
 

 
 

}
 

 
}

 
 

U
p
d
a
t
e
D
a
t
a
(
F
A
L
S
E
)
;

 
 

U
p
d
a
t
e
W
i
n
d
o
w
(
)
;

 
}

  
/
*
i
f
 
(
m
_
s
a
m
p
l
i
n
g
)

 
{

 
 

f
o
r
 
(
i
n
t
 
x
=
0
;
 
x
<
m
_
S
p
i
n
V
a
l
u
e
;
 
x
+
+
)

 
 

{
 

 
 

f
o
r
 
(
i
n
t
 
y
=
0
;
 
y
<
m
_
S
p
i
n
V
a
l
u
e
;
 
y
+
+
)

 
 

 
{

 
 

 
 

h
e
i
g
h
t
 
=
 
0
+
f
l
o
a
t
(
r
a
n
g
e
*
r
a
n
d
(
)
/
(
R
A
N
D
_
M
A
X
 
+
 
1
.
0
)
)
;
 

 
 

 
 

m
_
o
g
l
W
i
n
d
o
w
.
s
e
t
H
e
i
g
h
t
(
x
,
 
y
,
 
h
e
i
g
h
t
)
;

 
 

 
}

 
 

}
 

}
*
/

 
C
D
i
a
l
o
g
:
:
O
n
T
i
m
e
r
(
n
I
D
E
v
e
n
t
)
;

} v
o
i
d
 
C
U
S
B
t
e
s
t
D
l
g
:
:
O
n
C
l
o
s
e
(
)

{  
U
n
r
e
g
i
s
t
e
r
N
o
t
i
f
i
c
a
t
i
o
n
(
h
d
n
)
;

 
O
n
O
K
(
)
;

} B
O
O
L
 
C
U
S
B
t
e
s
t
D
l
g
:
:
O
n
D
e
v
i
c
e
C
h
a
n
g
e
(
U
I
N
T
 
n
E
v
e
n
t
T
y
p
e
,
 
D
W
O
R
D
_
P
T
R
 
d
w
D
a
t
a
)

{  
s
w
i
t
c
h
(
n
E
v
e
n
t
T
y
p
e
)

 
{
 
 
 
 

 
 

c
a
s
e
 
D
B
T
_
D
E
V
I
C
E
A
R
R
I
V
A
L
:

 
 

/
/
 
A
 
d
e
v
i
c
e
 
h
a
s
 
b
e
e
n
 
i
n
s
e
r
t
e
d
 
a
n
d
 
i
s
 
n
o
w
 
a
v
a
i
l
a
b
l
e
.

 
 

 
i
f
 
(
 
(
(
D
E
V
_
B
R
O
A
D
C
A
S
T
_
H
D
R
 
*
)
d
w
D
a
t
a
)
-
>
d
b
c
h
_
d
e
v
i
c
e
t
y
p
e
 
!
=
 

D
B
T
_
D
E
V
T
Y
P
_
D
E
V
I
C
E
I
N
T
E
R
F
A
C
E
 
)

 
 

 
 

b
r
e
a
k
;

 
 

 
i
f
 
(
 
(
(
D
E
V
_
B
R
O
A
D
C
A
S
T
_
D
E
V
I
C
E
I
N
T
E
R
F
A
C
E
 
*
)
d
w
D
a
t
a
)
-
>
d
b
c
c
_
c
l
a
s
s
g
u
i
d
 
!
=
 

G
U
I
D
_
C
L
A
S
S
_
U
S
B
_
D
E
V
I
C
E
 
)

 
 

 
 

b
r
e
a
k
;

 
 

 
/
/
 
s
e
t
/
r
e
s
e
t
 
c
o
n
n
e
c
t
i
o
n
 
f
l
a
g

 
 

 
O
n
B
u
t
t
o
n
L
i
s
t
(
)
;
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\
D
o
c
u
m
e
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s
 
a
n
d
 
S
e
t
t
i
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\
G
e
r
a
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d
o
\
M
y
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.
.
 
(
M
I
T
)
\
T
h
e
s
i
s
\
C
o
d
e
\
E
x
a
m
p
l
e
1
\
U
S
B
t
e
s
t
D
l
g
.
c
p
p

 
 

 
m
_
c
o
n
n
e
c
t
 
=
 
T
R
U
E
;

 
 

 
b
r
e
a
k
;

 
 

c
a
s
e
 
D
B
T
_
D
E
V
I
C
E
R
E
M
O
V
E
C
O
M
P
L
E
T
E
:
 
 
 
 
 
 
 
 

 
 

/
/
 
D
e
v
i
c
e
 
h
a
s
 
b
e
e
n
 
r
e
m
o
v
e
d
.
 
 
 
 
 
 
 
 

 
 

/
/
 
C
o
n
f
i
r
m
 
t
h
i
s
 
n
o
t
i
f
y
 
d
e
r
i
v
e
s
 
f
r
o
m
 
t
h
e
 
t
a
r
g
e
t
 
d
e
v
i
c
e
 
 
 
 
 
 
 
 

 
 

 
i
f
 
(
 
(
(
D
E
V
_
B
R
O
A
D
C
A
S
T
_
H
D
R
 
*
)
d
w
D
a
t
a
)
-
>
d
b
c
h
_
d
e
v
i
c
e
t
y
p
e
 
!
=
 

D
B
T
_
D
E
V
T
Y
P
_
D
E
V
I
C
E
I
N
T
E
R
F
A
C
E
 
)

 
 

 
 

b
r
e
a
k
;

 
 

 
i
f
 
(
 
(
(
D
E
V
_
B
R
O
A
D
C
A
S
T
_
D
E
V
I
C
E
I
N
T
E
R
F
A
C
E
 
*
)
d
w
D
a
t
a
)
-
>
d
b
c
c
_
c
l
a
s
s
g
u
i
d
 
!
=
 

G
U
I
D
_
C
L
A
S
S
_
U
S
B
_
D
E
V
I
C
E
 
)

 
 

 
 

b
r
e
a
k
;

 
 

 
/
/
 
s
e
t
/
r
e
s
e
t
 
c
o
n
n
e
c
t
i
o
n
 
f
l
a
g

 
 

 
O
n
B
u
t
t
o
n
L
i
s
t
(
)
;

 
 

 
b
r
e
a
k
;

 
 

d
e
f
a
u
l
t
:

 
 

 
b
r
e
a
k
;

 
}

 
r
e
t
u
r
n
 
T
R
U
E
;

} /
/
C
o
n
t
r
o
l
 
E
v
e
n
t
 
M
e
s
s
a
g
e
 
H
a
n
d
l
e
r
s

U
I
N
T
 
T
h
r
e
a
d
P
r
o
c
1
(
L
P
V
O
I
D
 
p
a
r
a
m
)
/
/
c
o
u
n
t
 
u
p
 
t
h
r
e
a
d

{  
/
/
t
y
p
e
c
a
s
t
 
t
h
e
 
h
a
n
d
l
e
 
t
o
 
t
h
e
 
p
a
r
e
n
t
 
w
i
n
d
o
w

 
C
U
S
B
t
e
s
t
D
l
g
 
*
p
M
y
H
n
d
l
 
=
 
(
C
U
S
B
t
e
s
t
D
l
g
 
*
)
p
a
r
a
m
;

 
u
n
s
i
g
n
e
d
 
c
h
a
r
 
r
x
B
u
f
[
1
5
*
2
0
]
,
 
t
x
B
u
f
[
3
]
=
{
S
T
A
R
T
_
S
A
M
P
L
I
N
G
_
I
N
S
T
}
;

 
c
h
a
r
 
v
a
l
u
e
B
u
f
[
1
0
]
;

 
D
W
O
R
D
 
r
e
t
_
b
y
t
e
s
;

 
F
T
_
S
T
A
T
U
S
 
s
t
a
t
u
s
;

 
C
S
t
r
i
n
g
 
s
t
r
,
 
w
r
i
t
e
B
u
f
;

 
D
W
O
R
D
 
b
y
t
e
s
_
i
n
_
b
u
f
=
0
;

 
i
n
t
 
v
a
l
u
e
=
0
,
 
x
=
0
,
 
y
=
0
;

 
i
n
t
 
s
_
A
d
d
=
2
6
1
;

 
w
h
i
l
e
(
m
_
s
a
m
p
l
i
n
g
)

 
{

 
 

i
f
 
(
p
M
y
H
n
d
l
-
>
m
_
N
o
d
e
s
)

 
 

{
 

 
 

t
x
B
u
f
[
1
]
=
(
B
Y
T
E
)
R
_
A
d
d
;

 
 

 
t
x
B
u
f
[
2
]
=
*
(
(
c
h
a
r
*
)
&
R
_
A
d
d
+
1
)
;

 
 

}
 

 
e
l
s
e

 
 

{
 

 
 

t
x
B
u
f
[
1
]
=
(
B
Y
T
E
)
s
_
A
d
d
;

 
 

 
t
x
B
u
f
[
2
]
=
*
(
(
c
h
a
r
*
)
&
s
_
A
d
d
+
1
)
;
 

 
 

 
 

}
 

 
s
t
a
t
u
s
=
p
M
y
H
n
d
l
-
>
P
u
r
g
e
(
F
T
_
P
U
R
G
E
_
R
X
 
|
|
 
F
T
_
P
U
R
G
E
_
T
X
)
;

 
 

s
t
a
t
u
s
 
=
 
p
M
y
H
n
d
l
-
>
W
r
i
t
e
(
t
x
B
u
f
,
 
3
,
 
&
r
e
t
_
b
y
t
e
s
)
;

 
 

w
h
i
l
e
(
b
y
t
e
s
_
i
n
_
b
u
f
 
!
=
 
5
)
 
p
M
y
H
n
d
l
-
>
G
e
t
Q
u
e
u
e
S
t
a
t
u
s
(
&
b
y
t
e
s
_
i
n
_
b
u
f
)
;

 
 
 
 
 
s
t
a
t
u
s
 
=
 
p
M
y
H
n
d
l
-
>
R
e
a
d
(
r
x
B
u
f
,
 
5
,
 
&
r
e
t
_
b
y
t
e
s
)
;

 
 

i
f
 
(
r
e
t
_
b
y
t
e
s
 
=
=
 
5
)

 
 

{
 

 
 

v
a
l
u
e
 
=
 
r
x
B
u
f
[
3
]
+
2
5
6
*
r
x
B
u
f
[
4
]
;

 
 

 
p
M
y
H
n
d
l
-
>
m
_
N
u
m
R
e
c
d
+
=
r
e
t
_
b
y
t
e
s
;

 
 

 
f
o
r
 
(
i
n
t
 
i
=
0
;
 
i
<
r
e
t
_
b
y
t
e
s
;
 
i
+
+
)

 
 

 
{

 
 

 
 

s
t
r
.
F
o
r
m
a
t
(
"
%
2
d
 
 
0
x
%
.
2
X
"
,
 
r
x
B
u
f
[
i
]
,
 
r
x
B
u
f
[
i
]
)
;

 
 

 
 

p
M
y
H
n
d
l
-
>
m
_
R
e
c
e
i
v
e
d
.
A
d
d
S
t
r
i
n
g
(
s
t
r
)
;

 
 

 
}

 
 

 
i
t
o
a
(
v
a
l
u
e
,
 
v
a
l
u
e
B
u
f
,
 
1
0
)
;

 
 

 
w
r
i
t
e
B
u
f
=
(
C
S
t
r
i
n
g
)
v
a
l
u
e
B
u
f
+
"
\
t
"
;

 
 

 
i
f
(
m
_
s
a
m
p
l
i
n
g
)
 
s
a
m
p
l
e
F
i
l
e
.
W
r
i
t
e
(
w
r
i
t
e
B
u
f
.
G
e
t
B
u
f
f
e
r
(
)
,
 
w
r
i
t
e
B
u
f
.
G
e
t
L
e
n
g
t
h
(
)
)
;

 
 

 
p
M
y
H
n
d
l
-
>
m
_
o
g
l
W
i
n
d
o
w
.
s
e
t
H
e
i
g
h
t
(
x
,
y
,
 
2
0
*
v
a
l
u
e
/
4
0
9
6
)
;

 
 

 
s
_
A
d
d
+
=
1
;

 
 

 
i
f
 
(
(
s
_
A
d
d
 
=
=
 
2
7
3
)
 
&
&
 
(
!
p
M
y
H
n
d
l
-
>
m
_
N
o
d
e
s
)
)

 
 

 
{

 
 

 
 

s
_
A
d
d
=
2
6
1
;

 
 

 
 

i
f
(
m
_
s
a
m
p
l
i
n
g
)
 
s
a
m
p
l
e
F
i
l
e
.
W
r
i
t
e
(
"
\
n
"
,
 
s
t
r
l
e
n
(
"
\
n
"
)
)
;

8
c
:
\
D
o
c
u
m
e
n
t
s
 
a
n
d
 
S
e
t
t
i
n
g
s
\
G
e
r
a
r
d
o
\
M
y
 
.
.
.
 
(
M
I
T
)
\
T
h
e
s
i
s
\
C
o
d
e
\
E
x
a
m
p
l
e
1
\
U
S
B
t
e
s
t
D
l
g
.
c
p
p

 
 

 
}
 

 
 

 
 

 
i
f
 
(
p
M
y
H
n
d
l
-
>
m
_
N
o
d
e
s
)

 
 

 
{

 
 

 
 

i
f
 
(
m
_
s
a
m
p
l
i
n
g
)
 
s
a
m
p
l
e
F
i
l
e
.
W
r
i
t
e
(
"
\
n
"
,
 
s
t
r
l
e
n
(
"
\
n
"
)
)
;

 
 

 
}

 
 

 
i
f
 
(
!
p
M
y
H
n
d
l
-
>
m
_
N
o
d
e
s
)

 
 

 
{

 
 

 
 

x
=
(
x
+
1
)
%
4
;

 
 

 
 

i
f
(
x
=
=
0
)
 
y
=
(
y
+
1
)
%
3
;

 
 

 
}

 
 

 
/
/
S
l
e
e
p
(
1
0
0
)
;

 
 

}
 

}
 

r
e
t
u
r
n
 
0
;

} v
o
i
d
 
C
U
S
B
t
e
s
t
D
l
g
:
:
B
u
t
t
o
n
s
(
i
n
t
 
o
n
o
f
f
)

{  
i
f
(
o
n
o
f
f
 
=
=
 
O
F
F
)

 
{

 
 

G
e
t
D
l
g
I
t
e
m
(
I
D
C
_
B
U
T
T
O
N
_
R
S
)
-
>
E
n
a
b
l
e
W
i
n
d
o
w
(
F
A
L
S
E
)
;

 
 

G
e
t
D
l
g
I
t
e
m
(
I
D
C
_
B
U
T
T
O
N
_
R
E
S
E
T
)
-
>
E
n
a
b
l
e
W
i
n
d
o
w
(
F
A
L
S
E
)
;

 
 

G
e
t
D
l
g
I
t
e
m
(
I
D
C
_
B
U
T
T
O
N
_
S
E
N
D
F
I
L
E
)
-
>
E
n
a
b
l
e
W
i
n
d
o
w
(
F
A
L
S
E
)
;

 
 

G
e
t
D
l
g
I
t
e
m
(
I
D
C
_
B
U
T
T
O
N
_
S
T
A
R
T
)
-
>
E
n
a
b
l
e
W
i
n
d
o
w
(
F
A
L
S
E
)
;

 
 

G
e
t
D
l
g
I
t
e
m
(
I
D
C
_
B
U
T
T
O
N
_
S
T
O
P
)
-
>
E
n
a
b
l
e
W
i
n
d
o
w
(
F
A
L
S
E
)
;

 
 

G
e
t
D
l
g
I
t
e
m
(
I
D
C
_
E
D
I
T
_
N
A
M
E
_
N
U
M
B
E
R
)
-
>
E
n
a
b
l
e
W
i
n
d
o
w
(
F
A
L
S
E
)
;

 
 

G
e
t
D
l
g
I
t
e
m
(
I
D
C
_
B
U
T
T
O
N
_
R
U
N
_
N
O
D
E
S
)
-
>
E
n
a
b
l
e
W
i
n
d
o
w
(
F
A
L
S
E
)
;

 
 

G
e
t
D
l
g
I
t
e
m
(
I
D
C
_
R
A
D
I
O
_
A
L
L
_
N
O
D
E
S
)
-
>
E
n
a
b
l
e
W
i
n
d
o
w
(
F
A
L
S
E
)
;

 
 

G
e
t
D
l
g
I
t
e
m
(
I
D
C
_
R
A
D
I
O
_
S
I
N
G
L
E
_
N
O
D
E
)
-
>
E
n
a
b
l
e
W
i
n
d
o
w
(
F
A
L
S
E
)
;

 
}

 
i
f
(
o
n
o
f
f
 
=
=
 
O
N
)

 
{

 
 

G
e
t
D
l
g
I
t
e
m
(
I
D
C
_
B
U
T
T
O
N
_
R
S
)
-
>
E
n
a
b
l
e
W
i
n
d
o
w
(
T
R
U
E
)
;

 
 

G
e
t
D
l
g
I
t
e
m
(
I
D
C
_
B
U
T
T
O
N
_
R
U
N
_
N
O
D
E
S
)
-
>
E
n
a
b
l
e
W
i
n
d
o
w
(
T
R
U
E
)
;

 
 

G
e
t
D
l
g
I
t
e
m
(
I
D
C
_
B
U
T
T
O
N
_
R
E
S
E
T
)
-
>
E
n
a
b
l
e
W
i
n
d
o
w
(
T
R
U
E
)
;

 
 

G
e
t
D
l
g
I
t
e
m
(
I
D
C
_
B
U
T
T
O
N
_
S
E
N
D
F
I
L
E
)
-
>
E
n
a
b
l
e
W
i
n
d
o
w
(
T
R
U
E
)
;

 
 

G
e
t
D
l
g
I
t
e
m
(
I
D
C
_
B
U
T
T
O
N
_
S
T
A
R
T
)
-
>
E
n
a
b
l
e
W
i
n
d
o
w
(
T
R
U
E
)
;

 
 

G
e
t
D
l
g
I
t
e
m
(
I
D
C
_
E
D
I
T
_
N
A
M
E
_
N
U
M
B
E
R
)
-
>
E
n
a
b
l
e
W
i
n
d
o
w
(
T
R
U
E
)
;

 
 

G
e
t
D
l
g
I
t
e
m
(
I
D
C
_
R
A
D
I
O
_
A
L
L
_
N
O
D
E
S
)
-
>
E
n
a
b
l
e
W
i
n
d
o
w
(
T
R
U
E
)
;

 
 

G
e
t
D
l
g
I
t
e
m
(
I
D
C
_
R
A
D
I
O
_
S
I
N
G
L
E
_
N
O
D
E
)
-
>
E
n
a
b
l
e
W
i
n
d
o
w
(
T
R
U
E
)
;

 
}

} B
O
O
L
 
C
U
S
B
t
e
s
t
D
l
g
:
:
O
n
C
o
m
m
a
n
d
(
W
P
A
R
A
M
 
w
P
a
r
a
m
,
 
L
P
A
R
A
M
 
l
P
a
r
a
m
)
 
/
/
d
i
s
a
b
l
e
 
t
h
e
 
E
S
C
 
k
e
y

{  
i
f
(
w
P
a
r
a
m
=
=
2
)
 
r
e
t
u
r
n
 
F
A
L
S
E
;

 
r
e
t
u
r
n
 
C
D
i
a
l
o
g
:
:
O
n
C
o
m
m
a
n
d
(
w
P
a
r
a
m
,
 
l
P
a
r
a
m
)
;

} v
o
i
d
 
C
U
S
B
t
e
s
t
D
l
g
:
:
O
n
B
u
t
t
o
n
C
l
e
a
r
(
)
 

{  
 

U
p
d
a
t
e
D
a
t
a
(
T
R
U
E
)
;

 
 

m
_
N
u
m
R
e
c
d
=
0
;

 
 

m
_
R
e
c
e
i
v
e
d
.
R
e
s
e
t
C
o
n
t
e
n
t
(
)
;

 
 

U
p
d
a
t
e
D
a
t
a
(
F
A
L
S
E
)
;

 
 

U
p
d
a
t
e
W
i
n
d
o
w
(
)
;

} v
o
i
d
 
C
U
S
B
t
e
s
t
D
l
g
:
:
O
n
B
u
t
t
o
n
O
p
e
n
(
)

{  
u
n
s
i
g
n
e
d
 
c
h
a
r
 
t
x
b
u
f
[
3
]
;

 
i
n
t
 
t
r
i
e
s
=
0
;

 
D
W
O
R
D
 
r
e
t
_
b
y
t
e
s
=
0
;

 
U
p
d
a
t
e
D
a
t
a
(
T
R
U
E
)
;



9
c
:
\
D
o
c
u
m
e
n
t
s
 
a
n
d
 
S
e
t
t
i
n
g
s
\
G
e
r
a
r
d
o
\
M
y
 
.
.
.
 
(
M
I
T
)
\
T
h
e
s
i
s
\
C
o
d
e
\
E
x
a
m
p
l
e
1
\
U
S
B
t
e
s
t
D
l
g
.
c
p
p

 
m
_
P
o
r
t
S
t
a
t
u
s
 
=
 
_
T
(
"
-
r
e
s
e
t
-
"
)
;

 
U
p
d
a
t
e
D
a
t
a
(
F
A
L
S
E
)
;

 
U
p
d
a
t
e
W
i
n
d
o
w
(
)
;

 
C
l
o
s
e
(
)
;

 
/
/
o
p
e
n
 
t
h
e
 
d
e
v
i
c
e

 
F
T
_
S
T
A
T
U
S
 
s
t
a
t
u
s
 
=
 
O
p
e
n
B
y
(
)
;

 
i
f
(
s
t
a
t
u
s
>
0
)

 
{

 
 

m
_
P
o
r
t
S
t
a
t
u
s
 
=
 
_
T
(
"
B
r
a
i
n
 
n
o
t
 
f
o
u
n
d
!
"
)
;

 
 

b
o
a
r
d
_
p
r
e
s
e
n
t
=
0
;

 
}

 
e
l
s
e

 
{

 
 

s
t
a
t
u
s
=
R
e
s
e
t
D
e
v
i
c
e
(
)
;

 
 

s
t
a
t
u
s
=
P
u
r
g
e
(
F
T
_
P
U
R
G
E
_
R
X
 
|
|
 
F
T
_
P
U
R
G
E
_
T
X
)
;

 
 

s
t
a
t
u
s
=
R
e
s
e
t
D
e
v
i
c
e
(
)
;

 
 

S
e
t
T
i
m
e
o
u
t
s
(
3
0
0
0
,
 
3
0
0
0
)
;
/
/
e
x
t
e
n
d
 
t
i
m
e
o
u
t
 
w
h
i
l
e
 
b
o
a
r
d
 
f
i
n
i
s
h
e
s
 
r
e
s
e
t

 
 

S
l
e
e
p
(
1
5
0
)
;

 
 

/
/
t
e
s
t
 
f
o
r
 
p
r
e
s
e
n
c
e
 
o
f
 
b
o
a
r
d

 
 

t
x
b
u
f
[
0
]
 
=
 
0
x
8
0
;

 
 

W
r
i
t
e
(
t
x
b
u
f
,
 
1
,
 
&
r
e
t
_
b
y
t
e
s
)
;

 
 

/
/
R
e
a
d
(
r
x
b
u
f
,
 
1
,
 
&
r
e
t
_
b
y
t
e
s
)
;

 
 

/
/
i
f
(
r
e
t
_
b
y
t
e
s
=
=
0
)
/
/
i
f
 
n
o
 
r
e
s
p
o
n
s
e
 
m
a
y
b
e
 
w
i
n
d
o
w
s
 
w
a
s
 
b
u
s
y
.
.
.
 
r
e
a
d
 
i
t
 
a
g
a
i
n

 
 

/
/
 

R
e
a
d
(
r
x
b
u
f
,
 
1
,
 
&
r
e
t
_
b
y
t
e
s
)
;

 
 

m
_
P
o
r
t
S
t
a
t
u
s
 
=
 
_
T
(
"
B
r
a
i
n
 
R
e
a
d
y
!
"
)
;

 
 

B
u
t
t
o
n
s
(
O
N
)
;
/
/
t
u
r
n
 
e
m
 
o
f
f
 
t
i
l
l
 
a
 
p
o
r
t
 
i
s
 
a
c
t
i
v
e

 
 

b
o
a
r
d
_
p
r
e
s
e
n
t
=
1
;
 

 
 

 
}

 
S
e
t
T
i
m
e
o
u
t
s
(
3
0
0
,
 
3
0
0
)
;

 
U
p
d
a
t
e
D
a
t
a
(
F
A
L
S
E
)
;

 
U
p
d
a
t
e
W
i
n
d
o
w
(
)
;

} v
o
i
d
 
C
U
S
B
t
e
s
t
D
l
g
:
:
O
n
B
u
t
t
o
n
S
e
n
d
F
i
l
e
(
)

{  
D
W
O
R
D
 
r
e
t
_
b
y
t
e
s
;

 
F
I
L
E
 
*
c
o
d
e
F
i
l
e
;

 
C
S
t
r
i
n
g
 
F
i
l
e
N
a
m
e
=
"
"
;

 
U
I
N
T
 
l
B
y
t
e
s
R
e
a
d
=
0
,
 
n
B
y
t
e
s
,
 
a
d
d
r
e
s
s
[
2
]
,
 
d
a
t
a
[
1
6
]
,
 
c
h
e
c
k
S
u
m
,
 
i
,
 
i
n
d
e
x
=
1
;

 
u
n
s
i
g
n
e
d
 
c
h
a
r
 
f
i
l
e
B
u
f
[
1
0
0
0
]
;

 
/
/
A
s
k
 
u
s
e
r
 
f
o
r
 
t
h
e
 
c
o
d
e
 
f
i
l
e

 
C
F
i
l
e
D
i
a
l
o
g
 
F
i
l
e
O
p
e
n
D
l
g
(
T
R
U
E
,
N
U
L
L
,
N
U
L
L
,
O
F
N
_
O
V
E
R
W
R
I
T
E
P
R
O
M
P
T
,
"
M
S
P
4
3
0
 
C
o
m
p
i
l
e
d
 
C
o
d
e
 
(
*
.

a
4
3
)
|
*
.
a
4
3
|
A
l
l
 
F
i
l
e
s
 
(
*
.
*
)
|
*
.
*
|
|
"
)
;

 
i
n
t
 
i
R
e
t
 
=
 
F
i
l
e
O
p
e
n
D
l
g
.
D
o
M
o
d
a
l
(
)
;

 
F
i
l
e
N
a
m
e
 
=
 
F
i
l
e
O
p
e
n
D
l
g
.
G
e
t
F
i
l
e
N
a
m
e
(
)
;

  
i
f
(
i
R
e
t
 
=
=
 
I
D
O
K
)

 
{
 

 
 

m
_
R
e
c
e
i
v
e
d
.
R
e
s
e
t
C
o
n
t
e
n
t
(
)
;
 

 

 
 

/
/
O
p
e
n
 
T
h
e
 
F
i
l
e

 
 

c
o
d
e
F
i
l
e
 
=
 
f
o
p
e
n
(
F
i
l
e
O
p
e
n
D
l
g
.
G
e
t
P
a
t
h
N
a
m
e
(
)
,
 
"
r
"
)
;

 
 

i
f
 
(
m
_
N
o
d
e
s
)

 
 

{
 

 
 

f
i
l
e
B
u
f
[
1
]
=
(
B
Y
T
E
)
R
_
A
d
d
;

 
 

 
f
i
l
e
B
u
f
[
2
]
=
*
(
(
c
h
a
r
*
)
&
R
_
A
d
d
+
1
)
;

 
 

 
i
n
d
e
x
+
=
2
;

 
 

}
 

 
/
/
P
a
r
s
e
 
t
e
x
t
 
f
i
l
e

1
0

c
:
\
D
o
c
u
m
e
n
t
s
 
a
n
d
 
S
e
t
t
i
n
g
s
\
G
e
r
a
r
d
o
\
M
y
 
.
.
.
 
(
M
I
T
)
\
T
h
e
s
i
s
\
C
o
d
e
\
E
x
a
m
p
l
e
1
\
U
S
B
t
e
s
t
D
l
g
.
c
p
p

 
 

w
h
i
l
e
 
(
f
s
c
a
n
f
(
c
o
d
e
F
i
l
e
,
 
"
%
*
1
s
 
%
2
x
 
%
2
x
 
%
2
x
 
%
*
2
x
"
,
 
&
n
B
y
t
e
s
,
 
&
a
d
d
r
e
s
s
[
0
]
,
&
a
d
d
r
e
s
s
[
1
]
)

 
!
=
 
E
O
F
)

 
 

{
 

 
 

i
f
 
(
n
B
y
t
e
s
 
!
=
 
0
)

 
 

 
{

 
 

 
 

f
i
l
e
B
u
f
[
i
n
d
e
x
]
=
(
c
h
a
r
)
n
B
y
t
e
s
;

 
 

 
 

f
i
l
e
B
u
f
[
i
n
d
e
x
+
1
]
=
(
c
h
a
r
)
a
d
d
r
e
s
s
[
0
]
;

 
 

 
 

f
i
l
e
B
u
f
[
i
n
d
e
x
+
2
]
=
(
c
h
a
r
)
a
d
d
r
e
s
s
[
1
]
;

 
 

 
 

i
n
d
e
x
+
=
3
;

 
 

 
 

f
o
r
 
(
i
=
0
;
 
i
 
<
 
n
B
y
t
e
s
;
 
i
+
+
)

 
 

 
 

{
 

 
 

 
 

l
B
y
t
e
s
R
e
a
d
 
=
 
f
s
c
a
n
f
(
c
o
d
e
F
i
l
e
,
 
"
%
2
x
"
,
 
&
d
a
t
a
[
i
]
)
;
 
 

 
 

 
 

 
 

f
i
l
e
B
u
f
[
i
n
d
e
x
+
i
]
=
(
c
h
a
r
)
d
a
t
a
[
i
]
;

 
 

 
 

}
 

 
 

 
l
B
y
t
e
s
R
e
a
d
 
=
 
f
s
c
a
n
f
(
c
o
d
e
F
i
l
e
,
 
"
%
2
x
"
,
 
&
c
h
e
c
k
S
u
m
)
;

 
 

 
 

f
i
l
e
B
u
f
[
i
n
d
e
x
+
i
]
=
(
c
h
a
r
)
c
h
e
c
k
S
u
m
;

 
 

 
 

i
n
d
e
x
+
=
i
+
1
;

 
 

 
}

 
 

 
e
l
s
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l
B
y
t
e
s
R
e
a
d
 
=
 
f
s
c
a
n
f
(
c
o
d
e
F
i
l
e
,
 
"
%
*
x
"
,
 
&
n
B
y
t
e
s
)
;

 
 

}
 

 
/
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e
 
f
i
l
e
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c
l
o
s
e
(
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o
d
e
F
i
l
e
)
;

 
 

 
 

/
/
C
o
n
f
i
g
u
r
e
 
F
i
l
e
 
B
u
f
f
e
r

 
 

i
f
(
m
_
N
o
d
e
s
)
 
f
i
l
e
B
u
f
[
0
]
=
R
E
F
L
A
S
H
_
D
E
V
_
I
N
S
T
;

 
 

e
l
s
e
 
f
i
l
e
B
u
f
[
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]
=
R
E
F
L
A
S
H
_
A
L
L
_
I
N
S
T
;

 
 

/
/
F
l
u
s
h
 
B
u
f
f
e
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F
T
_
S
T
A
T
U
S
 
s
t
a
t
u
s
=
P
u
r
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e
(
F
T
_
P
U
R
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E
_
R
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|
|
 
F
T
_
P
U
R
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E
_
T
X
)
;

 
 

/
/
S
e
n
d
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r
a
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e

 
 

W
r
i
t
e
(
f
i
l
e
B
u
f
,
 
i
n
d
e
x
,
 
&
r
e
t
_
b
y
t
e
s
)
;

 
}

} v
o
i
d
 
C
U
S
B
t
e
s
t
D
l
g
:
:
O
n
B
u
t
t
o
n
R
e
s
e
t
(
)

{  
D
W
O
R
D
 
r
e
t
_
b
y
t
e
s
;

 
u
n
s
i
g
n
e
d
 
c
h
a
r
 
t
x
B
u
f
=
R
E
S
E
T
_
B
R
A
I
N
_
I
N
S
T
;

 
u
n
s
i
g
n
e
d
 
c
h
a
r
*
 
i
n
s
t
n
B
u
f
=
&
t
x
B
u
f
;

  
P
u
r
g
e
(
F
T
_
P
U
R
G
E
_
R
X
 
|
|
 
F
T
_
P
U
R
G
E
_
T
X
)
;

 
/
/
S
e
n
d
 
R
e
s
e
t
 
I
n
s
t
r
u
c
t
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o
n

 
F
T
_
S
T
A
T
U
S
 
s
t
a
t
u
s
 
=
 
W
r
i
t
e
(
i
n
s
t
n
B
u
f
,
 
1
,
 
&
r
e
t
_
b
y
t
e
s
)
;

 
i
f
 
(
s
t
a
t
u
s
 
!
=
 
F
T
_
O
K
)
 
M
e
s
s
a
g
e
B
o
x
(
"
E
r
r
o
r
 
S
e
n
d
i
n
g
 
I
n
s
t
r
u
c
t
i
o
n
"
)
;

} v
o
i
d
 
C
U
S
B
t
e
s
t
D
l
g
:
:
O
n
B
u
t
t
o
n
R
s
(
)

{  
D
W
O
R
D
 
r
e
t
_
b
y
t
e
s
;

 
u
n
s
i
g
n
e
d
 
c
h
a
r
 
t
x
B
u
f
[
3
]
;

 
i
n
t
 
t
x
B
y
t
e
s
=
1
;

  
P
u
r
g
e
(
F
T
_
P
U
R
G
E
_
R
X
 
|
|
 
F
T
_
P
U
R
G
E
_
T
X
)
;

 
/
/
S
e
n
d
 
R
e
s
e
t
 
I
n
s
t
r
u
c
t
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o
n

 
/
/
i
f
 
(
m
_
N
o
d
e
s
)

 
/
/
{

 
/
/
 

t
x
B
u
f
[
1
]
=
(
B
Y
T
E
)
R
_
A
d
d
;

 
/
/
 

t
x
B
u
f
[
2
]
=
*
(
(
c
h
a
r
*
)
&
R
_
A
d
d
+
1
)
;

 
/
/
 

t
x
B
u
f
[
0
]
=
R
E
S
E
T
_
D
E
V
_
I
N
S
T
;

 
/
/
 

t
x
B
y
t
e
s
 
=
 
3
;

 
/
/
}

 
/
/
e
l
s
e
 

 
t
x
B
u
f
[
0
]
=
R
E
S
E
T
_
S
K
I
N
_
I
N
S
T
;

 
F
T
_
S
T
A
T
U
S
 
s
t
a
t
u
s
 
=
 
W
r
i
t
e
(
t
x
B
u
f
,
 
t
x
B
y
t
e
s
,
 
&
r
e
t
_
b
y
t
e
s
)
;

 
i
f
 
(
s
t
a
t
u
s
 
!
=
 
F
T
_
O
K
)
 
M
e
s
s
a
g
e
B
o
x
(
"
E
r
r
o
r
 
S
e
n
d
i
n
g
 
I
n
s
t
r
u
c
t
i
o
n
"
)
;

 
/
/
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O
D
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:
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d
d
 
y
o
u
r
 
c
o
n
t
r
o
l
 
n
o
t
i
f
i
c
a
t
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o
n
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a
n
d
l
e
r
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o
d
e
 
h
e
r
e

}



1
1

c
:
\
D
o
c
u
m
e
n
t
s
 
a
n
d
 
S
e
t
t
i
n
g
s
\
G
e
r
a
r
d
o
\
M
y
 
.
.
.
 
(
M
I
T
)
\
T
h
e
s
i
s
\
C
o
d
e
\
E
x
a
m
p
l
e
1
\
U
S
B
t
e
s
t
D
l
g
.
c
p
p

v
o
i
d
 
C
U
S
B
t
e
s
t
D
l
g
:
:
O
n
B
u
t
t
o
n
R
u
n
N
o
d
e
s
(
)

{  
D
W
O
R
D
 
r
e
t
_
b
y
t
e
s
;

 
u
n
s
i
g
n
e
d
 
c
h
a
r
 
t
x
B
u
f
=
E
X
E
C
U
T
E
_
C
O
D
E
_
I
N
S
T
;

 
u
n
s
i
g
n
e
d
 
c
h
a
r
*
 
i
n
s
t
n
B
u
f
=
&
t
x
B
u
f
;

  
P
u
r
g
e
(
F
T
_
P
U
R
G
E
_
R
X
 
|
|
 
F
T
_
P
U
R
G
E
_
T
X
)
;

 
/
/
S
e
n
d
 
R
e
s
e
t
 
I
n
s
t
r
u
c
t
i
o
n

 
F
T
_
S
T
A
T
U
S
 
s
t
a
t
u
s
 
=
 
W
r
i
t
e
(
i
n
s
t
n
B
u
f
,
 
1
,
 
&
r
e
t
_
b
y
t
e
s
)
;

 
i
f
 
(
s
t
a
t
u
s
 
!
=
 
F
T
_
O
K
)
 
M
e
s
s
a
g
e
B
o
x
(
"
E
r
r
o
r
 
S
e
n
d
i
n
g
 
I
n
s
t
r
u
c
t
i
o
n
:
 
0
x
A
4
"
)
;

} v
o
i
d
 
C
U
S
B
t
e
s
t
D
l
g
:
:
O
n
B
u
t
t
o
n
S
t
a
r
t
(
)
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u
n
s
i
g
n
e
d
 
c
h
a
r
 
t
x
B
u
f
[
3
]
=
{
S
T
A
R
T
_
S
A
M
P
L
I
N
G
_
I
N
S
T
}
;

 
i
n
t
 
n
B
y
t
e
s
=
1
;

 
C
S
t
r
i
n
g
 
F
i
l
e
N
a
m
e
=
"
"
;

 
i
f
(
b
o
a
r
d
_
p
r
e
s
e
n
t
)

 
{

 
 

/
/
O
p
e
n
 
a
 
f
i
l
e
 
t
o
 
w
r
i
t
e
 
d
a
t
a
 
r
e
a
d
 
f
r
o
m
 
n
o
d
e
s

 
 

C
F
i
l
e
D
i
a
l
o
g
 
F
i
l
e
O
p
e
n
D
l
g
(
F
A
L
S
E
,
N
U
L
L
,
N
U
L
L
,
O
F
N
_
O
V
E
R
W
R
I
T
E
P
R
O
M
P
T
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"
S
k
i
n
 
S
e
n
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o
r
 
D
a
t
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(
*
.

x
l
s
)
|
*
.
x
l
s
|
A
l
l
 
F
i
l
e
s
 
(
*
.
*
)
|
*
.
*
|
|
"
)
;

 
 

i
n
t
 
i
R
e
t
 
=
 
F
i
l
e
O
p
e
n
D
l
g
.
D
o
M
o
d
a
l
(
)
;

 
 

F
i
l
e
N
a
m
e
 
=
 
F
i
l
e
O
p
e
n
D
l
g
.
G
e
t
F
i
l
e
N
a
m
e
(
)
;

 
 

i
f
 
(
F
i
l
e
N
a
m
e
.
F
i
n
d
(
"
.
x
l
s
"
)
 
=
=
 
-
1
)
 
F
i
l
e
N
a
m
e
 
+
=
 
"
.
x
l
s
"
;

 
 

i
f
 
(
(
i
R
e
t
 
=
=
 
I
D
O
K
)
 
&
&
 
(
F
i
l
e
N
a
m
e
 
!
=
 
"
"
)
)

 
 

{
 

 
 

/
/
O
p
e
n
 
T
h
e
 
F
i
l
e

 
 

 
m
_
s
a
m
p
l
i
n
g
 
=
 
t
r
u
e
;

 
 

 
b
o
o
l
 
f
i
l
e
 
=
 
s
a
m
p
l
e
F
i
l
e
.
O
p
e
n
(
F
i
l
e
N
a
m
e
,
 
C
F
i
l
e
:
:
m
o
d
e
C
r
e
a
t
e
|
C
F
i
l
e
:
:
m
o
d
e
W
r
i
t
e
)
;

 
 

 
i
f
 
(
f
i
l
e
)

 
 

 
{

 
 

 
 

B
u
t
t
o
n
s
(
O
F
F
)
;

 
 

 
 

G
e
t
D
l
g
I
t
e
m
(
I
D
C
_
B
U
T
T
O
N
_
L
I
S
T
)
-
>
E
n
a
b
l
e
W
i
n
d
o
w
(
F
A
L
S
E
)
;

 
 

 
 

G
e
t
D
l
g
I
t
e
m
(
I
D
C
_
B
U
T
T
O
N
_
O
P
E
N
)
-
>
E
n
a
b
l
e
W
i
n
d
o
w
(
F
A
L
S
E
)
;

 
 

 
 

G
e
t
D
l
g
I
t
e
m
(
I
D
C
_
B
U
T
T
O
N
_
S
T
O
P
)
-
>
E
n
a
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l
e
W
i
n
d
o
w
(
T
R
U
E
)
;

 
 

 
 

P
u
r
g
e
(
F
T
_
P
U
R
G
E
_
R
X
 
|
|
 
F
T
_
P
U
R
G
E
_
T
X
)
;

 
 

 
 

/
/
S
t
a
r
t
 
t
h
r
e
a
d

 
 

 
 

K
i
l
l
T
i
m
e
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(
1
5
)
;

 
 

 
 

O
n
B
u
t
t
o
n
R
u
n
N
o
d
e
s
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)
;

 
 

 
 

p
W
T
h
r
e
a
d
 
=
 
A
f
x
B
e
g
i
n
T
h
r
e
a
d
(
T
h
r
e
a
d
P
r
o
c
1
,
 
t
h
i
s
)
;

 
 

 
 

/
/
e
l
s
e
 
M
e
s
s
a
g
e
B
o
x
(
"
E
r
r
o
r
 
S
e
n
d
i
n
g
 
I
n
s
t
r
u
c
t
i
o
n
"
)
;

 
 

 
 

O
n
B
u
t
t
o
n
C
l
e
a
r
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)
;

 
 

 
}

 
 

 
e
l
s
e
 
M
e
s
s
a
g
e
B
o
x
(
"
E
r
r
o
r
:
 
f
i
l
e
 
c
o
u
l
d
 
n
o
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b
e
 
c
r
e
a
t
e
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"
)
;

 
 

}
 

}
} v
o
i
d
 
C
U
S
B
t
e
s
t
D
l
g
:
:
O
n
B
u
t
t
o
n
S
t
o
p
(
)
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D
W
O
R
D
 
r
e
t
_
b
y
t
e
s
;

 
u
n
s
i
g
n
e
d
 
c
h
a
r
 
t
x
B
u
f
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]
=
{
S
T
O
P
_
S
A
M
P
L
I
N
G
_
I
N
S
T
}
;

 
P
u
r
g
e
(
F
T
_
P
U
R
G
E
_
T
X
)
;

 
m
_
s
a
m
p
l
i
n
g
 
=
 
f
a
l
s
e
;

 
/
/
S
e
n
d
 
i
n
s
t
r
u
c
t
i
o
n
 
t
o
 
s
t
o
p
 
s
a
m
p
l
i
n
g

 
F
T
_
S
T
A
T
U
S
 
s
t
a
t
u
s
 
=
 
W
r
i
t
e
(
t
x
B
u
f
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1
,
 
&
r
e
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_
b
y
t
e
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;

 
/
/
C
l
o
s
e
 
f
i
l
e

 
s
a
m
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l
e
F
i
l
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C
l
o
s
e
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)
;

 
B
u
t
t
o
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(
O
N
)
;

 
G
e
t
D
l
g
I
t
e
m
(
I
D
C
_
B
U
T
T
O
N
_
L
I
S
T
)
-
>
E
n
a
b
l
e
W
i
n
d
o
w
(
T
R
U
E
)
;

 
G
e
t
D
l
g
I
t
e
m
(
I
D
C
_
B
U
T
T
O
N
_
O
P
E
N
)
-
>
E
n
a
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l
e
W
i
n
d
o
w
(
T
R
U
E
)
;
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c
:
\
D
o
c
u
m
e
n
t
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a
n
d
 
S
e
t
t
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n
g
s
\
G
e
r
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r
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o
\
M
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M
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T
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h
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s
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e
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E
x
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p
l
e
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\
U
S
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t
D
l
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G
e
t
D
l
g
I
t
e
m
(
I
D
C
_
B
U
T
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N
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S
T
O
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n
a
b
l
e
W
i
n
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w
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A
L
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;

} v
o
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d
 
C
U
S
B
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l
g
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n
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d
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A
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p
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f
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w
r
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w
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p
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i
t
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o
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l
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(
"
M
y
U
S
B
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A
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D
e
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U
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d
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t
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t
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(
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U
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;

 
m
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N
a
m
e
N
m
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r
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A
f
x
G
e
t
A
p
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G
e
t
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r
o
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l
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n
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M
y
U
S
B
T
e
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t
A
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D
e
s
c
S
t
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n
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"
F
T
D
I
 
U
S
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C
h
i
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;

 
U
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d
a
t
e
D
a
t
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A
L
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)
;

 
U
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d
a
t
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i
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} v
o
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l
g
:
:
O
n
R
a
d
i
o
S
e
r
n
u
m
(
)
 

{  
C
W
i
n
A
p
p
*
 
p
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t
e
D
a
t
a
(
T
R
U
E
)
;

 
m
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N
a
m
e
N
m
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f
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e
t
A
p
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e
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r
o
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i
l
e
S
t
r
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n
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M
y
U
S
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T
e
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S
e
r
i
a
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S
t
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n
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"
F
T
D
I
 
U
S
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C
h
i
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U
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d
a
t
e
D
a
t
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L
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U
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d
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t
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i
n
d
o
w
(
)
;

} v
o
i
d
 
C
U
S
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e
s
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l
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e
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W
i
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A
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p
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A
f
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p
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i
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M
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S
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U
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;

 
m
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N
a
m
e
N
m
b
r
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A
f
x
G
e
t
A
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e
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r
o
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l
e
S
t
r
i
n
g
(
"
M
y
U
S
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v
N
m
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F
T
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C
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;
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;
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o
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l
g
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(
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A
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W
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;
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}
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)
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D
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c
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b
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p
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c
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c
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c
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)
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c
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U
p
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=
=
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c
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c
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R
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P
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t
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B
u
f
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c
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P
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R
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>
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/
/
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c
e
s
(
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=
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P
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=
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t
S
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L
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D
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c
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P
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&
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P
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C
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(
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t
S
t
a
t
u
s
)
)
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r
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R
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n
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e
v
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r
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B
u
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c
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r
i
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(
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i
c
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c
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=
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(
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m
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f
x
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t
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r
i
t
e
P
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o
f
i
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r
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p
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m
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c
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p
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i
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;
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;
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u
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'
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r
n
;

 
}

 
m
_
p
W
r
i
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P
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P
r
o
c
A
d
d
r
e
s
s
(
m
_
h
m
o
d
u
l
e
,
 
"
F
T
_
W
r
i
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i
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i
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r
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P
t
r
T
o
R
e
a
d
)
G
e
t
P
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R
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p
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p
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p
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c
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c
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P
r
o
c
A
d
d
r
e
s
s
(
m
_
h
m
o
d
u
l
e
,
 
"
F
T
_
C
l
o
s
e
"
)
;

 
i
f
 
(
m
_
p
C
l
o
s
e
 
=
=
 
N
U
L
L
)

 
{

 
 

A
f
x
M
e
s
s
a
g
e
B
o
x
(
"
E
r
r
o
r
:
 
C
a
n
'
t
 
F
i
n
d
 
F
T
_
C
l
o
s
e
"
)
;

 
 

r
e
t
u
r
n
;

 
}

 
m
_
p
R
e
s
e
t
D
e
v
i
c
e
 
=
 
(
P
t
r
T
o
R
e
s
e
t
D
e
v
i
c
e
)
G
e
t
P
r
o
c
A
d
d
r
e
s
s
(
m
_
h
m
o
d
u
l
e
,
 
"
F
T
_
R
e
s
e
t
D
e
v
i
c
e
"
)
;

 
i
f
 
(
m
_
p
R
e
s
e
t
D
e
v
i
c
e
 
=
=
 
N
U
L
L
)

 
{

 
 

A
f
x
M
e
s
s
a
g
e
B
o
x
(
"
E
r
r
o
r
:
 
C
a
n
'
t
 
F
i
n
d
 
F
T
_
R
e
s
e
t
D
e
v
i
c
e
"
)
;

 
 

r
e
t
u
r
n
;

 
}

 
m
_
p
P
u
r
g
e
 
=
 
(
P
t
r
T
o
P
u
r
g
e
)
G
e
t
P
r
o
c
A
d
d
r
e
s
s
(
m
_
h
m
o
d
u
l
e
,
 
"
F
T
_
P
u
r
g
e
"
)
;

 
i
f
 
(
m
_
p
P
u
r
g
e
 
=
=
 
N
U
L
L
)

 
{

 
 

A
f
x
M
e
s
s
a
g
e
B
o
x
(
"
E
r
r
o
r
:
 
C
a
n
'
t
 
F
i
n
d
 
F
T
_
P
u
r
g
e
"
)
;

 
 

r
e
t
u
r
n
;

 
}

 
m
_
p
S
e
t
T
i
m
e
o
u
t
s
 
=
 
(
P
t
r
T
o
S
e
t
T
i
m
e
o
u
t
s
)
G
e
t
P
r
o
c
A
d
d
r
e
s
s
(
m
_
h
m
o
d
u
l
e
,
 
"
F
T
_
S
e
t
T
i
m
e
o
u
t
s
"
)
;

 
i
f
 
(
m
_
p
S
e
t
T
i
m
e
o
u
t
s
 
=
=
 
N
U
L
L
)

 
{

 
 

A
f
x
M
e
s
s
a
g
e
B
o
x
(
"
E
r
r
o
r
:
 
C
a
n
'
t
 
F
i
n
d
 
F
T
_
S
e
t
T
i
m
e
o
u
t
s
"
)
;

 
 

r
e
t
u
r
n
;

 
}

 
m
_
p
G
e
t
Q
u
e
u
e
S
t
a
t
u
s
 
=
 
(
P
t
r
T
o
G
e
t
Q
u
e
u
e
S
t
a
t
u
s
)
G
e
t
P
r
o
c
A
d
d
r
e
s
s
(
m
_
h
m
o
d
u
l
e
,
 
"
F
T
_
G
e
t
Q
u
e
u
e
S
t
a
t
u
s
"

)
;

 
i
f
 
(
m
_
p
G
e
t
Q
u
e
u
e
S
t
a
t
u
s
 
=
=
 
N
U
L
L
)

 
{

 
 

A
f
x
M
e
s
s
a
g
e
B
o
x
(
"
E
r
r
o
r
:
 
C
a
n
'
t
 
F
i
n
d
 
F
T
_
G
e
t
Q
u
e
u
e
S
t
a
t
u
s
"
)
;

 
 

r
e
t
u
r
n
;

 
}
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p
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c
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c
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U
p
d
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(
F
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L
S
E
)
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U
p
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e
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;
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f
(
m
_
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r
D
e
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c
=
=
0
)

 
 

A
f
x
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e
t
A
p
p
(
)
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>
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r
i
t
e
P
r
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e
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(
"
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y
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S
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"
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i
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P
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"
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b
r
)
;
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m
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t
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r
i
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P
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l
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(
"
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y
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"
D
e
v
N
m
b
r
"
,
 
m
_
N
a
m
e
N
m
b
r
)
;
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C
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S
B
t
e
s
t
D
l
g
:
:
O
n
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n
I
t
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m
c
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n
g
e
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i
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(
N
M
H
D
R
 
*
p
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M
H
D
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L
R
E
S
U
L
T
 
*
p
R
e
s
u
l
t
)
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L
P
N
M
L
I
S
T
V
I
E
W
 
p
N
M
L
V
 
=
 
r
e
i
n
t
e
r
p
r
e
t
_
c
a
s
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<
L
P
N
M
L
I
S
T
V
I
E
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>
(
p
N
M
H
D
R
)
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/
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O
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O
:
 
A
d
d
 
y
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u
r
 
c
o
n
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r
o
l
 
n
o
t
i
f
i
c
a
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n
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*
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R
e
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l
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;
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o
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C
U
S
B
t
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D
l
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:
:
O
n
V
S
c
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(
U
I
N
T
 
n
S
B
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o
d
e
,
 
U
I
N
T
 
n
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o
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C
S
c
r
o
l
l
B
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r
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p
S
c
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o
l
l
B
a
r
)
{

 
/
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O
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d
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r
 
c
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l
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f
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m
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p
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n
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,
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l
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n
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P
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c
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p
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c
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;
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p
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i
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R
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R
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;
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r
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;
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;
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